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Backdoor Attack Method for Federated Learning Based on Knowledge Distillation
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Abstract Federated learning enables different participants to jointly train a global model using their private datasets. However,
the distributed nature of federated learning also provides room for backdoor attacks. The attacker of the backdoor attack poisons
the global model causing the global model misleads to targeted incorrect predictions when encountering samples with specific
backdoor triggers. This paper proposes a backdoor attack method for federated learning based on knowledge distillation. Firstly,
the teacher model is trained using the concentrated poison dataset generated by distillation, and the “dark knowledge” of the
teacher model is transferred to the student model to refine the malicious neurons. Then, the neurons with backdoors are embedded
into the global model through Z-score ranking and mixing of neurons . The experiment is evaluated the performance of KDFLBD
in iid and non-iid scenarios on common datasets. Compared with pixel attacks and label flipping attacks, KDFLBD significantly
improves the attack success rate(ASR) while ensuring that the main task accuracy(MTA) is not affected.

Keywords Federated learning,Backdoor attack, Knowledge distillation, Trigger.Privacy protection
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Table 1 Parameter settings
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Table 2 Comparison of accuracy rates for each dataset under

no-attack conditions

%)
e MLP/ResNetl8 CNN/AlexNet
HEE = = - -
iid non-iid iid non-iid
MNIST 97.22 96. 30 86.37 86.33
FMNIST 86. 68 84.91 75.26 72,42
CIFARI10 — — 77.93 73.48
CIFAR100  43.48 42.74 — —

# 350 TAE IRk A AR ] MLP AR ER R R
I8 b %5 B B0k A KDFLBD 24 J5 3% F /9 MTA
ASR, TEAETEREH MRS OL T MTA 8 RAKF I i 15 0 .
&3 MLP R AR W e 4 A el J7 R 1E id Al non-iid 5 F

i) MTA Al ASR
Table 3 Comparison of MTA and ASR for different datasets and

attack methods under iid and non-iid scenarios with the MLP model

%

. . iid non-iid
Sk e MTA ASR MTA ASR
& B 97.29 97.18 96. 83 81.32
MNIST kS ki 97.36 51.56 95.19 46. 30
KDFLBD 97.19 97.47 96. 54 97.37
& 85.99 96. 30 84. 88 70. 00
FMNIST kS ki 86. 10 43. 60 84.50 65. 20
KDFLBD 85. 83 96. 40 84.91 82.90

F 4 T ff ] CNN, AlexNet fl ResNet18 #HI7E 3 Fif
i 7 ¥ F M MTA #1 ASR, KDFLBD fi % 78 MTA 5
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Table 4 Comparison of MTA and ASR for different datasets and

attack methods under iid and non-iid scenarios with the CNN,

AlexNet and ResNet18 model

(%)

P Sk iid non-iid
MTA ASR MTA ASR
hxEN 87.19 62.55 86. 54 43.58
MNIST k-3 ki3 86. 74 43.09 82.28 51.95
KDFLBD 86.08 67.12 84. 25 57.39
BxEEN 74,93 89. 40 73.51 49. 80
FMNIST AR A B 73.56 61.80 74.00 39.50
KDFLBD 72.77 90. 10 74,03 82. 30
hxEN 76.63 67.70 73. 40 52.50
CIFAR10 R 4 8 77. 36 53.10 71.99 13. 80
KDFLBD 77.31 90. 60 75.69 66. 30
CIFARL00 & EN 42.39 43.56 40. 02 43.10
(ResNetlg) 114 @ % 40.59 18.91 39.35 18.95
KDELRD 42 12 55 01 40 78 5o 0

eV B, KDFLBD i MTA Fl ASR 05 2 (& { T
1R ZE G 115G 5 B0 Bk f s I 5 iR .
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Table 5 Comparison of MTA and ASR at different distillation

temperatures T

%
B & LECE R T=1 T=3 T=6 T=10
MTA 86. 06 86.08 86. 77 85.57

MNIST
ASR 66. 25 67.12 56. 81 43.09
MTA 72.24 72.77 72.33 72.19

FMNIST
ASR 79. 90 90. 10 79. 60 78. 00
MTA 77.13 77.31 77.42 77.06

CIFAR10
ASR 87. 40 90. 60 83. 80 78.70
MTA 41. 37 42.12 41.75 40. 90

CIFAR100
ASR 57.05 55.01 53.06 52.89
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Table 6 Comparison of MTA and ASR with different loss mixing

ratios o

%)
Bk iF A 46 AR 6=0.1 6=0.3 6=0.5 6=0.9
MTA 86. 29 86. 35 86.08 86.27
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