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Abstract In the context of 1loT,the generation of vast amounts of software code data necessitates effective analysis through ad-
vanced SDP techniques. These techniques not only enable the rapid identification of anomalies but also facilitate comprehensive in-
vestigations into potential issues,as even minor deviations can lead to significant code failures. This paper systematically reviews
over 61 relevant articles published between 2018 and 2025, highlighting the primary challenges and recent advancements in SDP
within IIoT. Various perspectives on SDP technologies are explored,including statistical methods, machine learning approaches,
and model-oriented techniques. Future research should prioritize the dynamics of defect patterns in complex heterogeneous envi-
ronments,address the challenges of data scarcity and high labeling costs,and balance the trade-off between real-time processing
and resource constraints. Additionally. the interpretability of models and user cognitive understanding must be enhanced to im-
prove system comprehensibility and operational robustness. A comprehensive analysis of existing datasets related to IloT is also
presented,laying a solid foundation for further research in this critical area.
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Table 1 Overview of this article compared to other researches
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%3 gk 23 Bm omg R KER
Our study Slr N/ N N N N N
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Li 4 12] Survey X N X X X X
Liu %013 Slr AN X N N J
Cai % [11] Survey N N X N N X
Batool #15] Slr N N X X X X
Zain % [16] Slr Nj v X X N X
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Table 2 Summary of articles divided by years

R X EH ./ %
2018 2 3.28
2019 10 16. 39
2020 3 4,92
2021 10 16. 39
2022 10 16.39
2023 16 26.23
2024 9 14.75
2025 1 1.64
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Fig. 1 Taxonomy of software defect prediction
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Table 6 Literature overview table based on convolutional neural network
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Table 7 Literature overview table based on recurrent neural network
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Table 8 Literature overview table based on generative adversarial network
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Table 9 Literature overview table based on large language models
5 E ik LY LI 4R A% B 3 &
N DP-GANPT # WPDP % # F 34 F1 4% % 62. 3,74 CPDP # .
A [67] sk . W 5
Song % I E BB b 54, 6.4k T % SOTA # A PROMISE e Pa B PR A
e . SDP-SLAC # % /A Java Bl Bt # F-measure . PROMISE-DP
Mao % 68] I B AT 27, 9% PROMISE Java 71 B
q . S M XA FEH 80N L LWk FE, e kA E s o
4 [69] 5 S S T kR T B R R
Qu % B 60% ~80% = i SARD ARG e A T B B F
Mashhadi %70 [ CodeBERT # % 4847 LA Wt G AL 4R & 7 29 2| 140 SANEE B 3 T R R A IR
Sultan % [71] BE KRG ER LI AR A T E B A b A g A KU A Bk GABREE KOk A4 BH B A
) 0% ‘4"‘ - N:: [ S %;VH ‘7‘ 7 N > N
Nakhla 4 72] p— 191 1\2/1;1;1 #y Top-1 'k # ¥ 7 Defectsd] v W & F #£ 7 7 Defectsd] AR G O B
. 0
“odexG s ST I M AL R T .
Hossain %737 e Toggle 7 CodexGlue #1 Defectsd] b 52 3L Af i V6, 4 4 T CodexGlue, Defectsd] HHEERMLE L

07 % W % T AR

BEAb . Qu SRV 4 A TR 45 M 5 IR A 4 I 4%, T ST
BT 80 %0 LA I By Bt B G I o A R, {F A T G R A S AR
& Fr A AL 3K BE B9 W . Mashhadi 251707 7 K 803 7 A
T CodeBERT, J@& 1 i ¢ 4 3¢ /™ & B B Jr | i 0 % i
BOOWHEIRE N 29 B 140 A&, BoR T HAEE AR 4 AT
M9 77 . Sultan %5071V 5C 25 48 £ BOE 51 BRI, AR R
PEAEE PRSI A5 (AR T A 3O R AR A A Ay
PE R G R A% & R M AE ) B, Nakhla %5700 42 WO
LLMA4FL J5 % 7 Defectsd] ZE#EW X #2 7+ T 19. 279 WY
Top-l MEME, TN TERREM MR E M., &5,

Hossain® 1) Toggle HE 4238 i 4 85 5 R A AL 58 2 W
P RBLNAE £ TR R R LB e, RS T R AF
TR A SRR 5B EHE,
4 HEE

TE TloT Hh gk 45 5 AT 5% 5 M0 DA S Ay 3t 0 00 4 L X 3
TERE AL RE M AR AT S MR PR E BB, R 10 RS
P A T A T BOHE AR B0 DG BE AR L L A 45 B 4R 10 4% Bk LR R
HuHE REAS L RRAE G DL R S R AR L DL S B R
A AW T ER S B HELL

250200052-7



Com puter Science TTHHLEIS  Vol. 52,No. 11A,Nov. 2025

* 10 NIFEIRAEME
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