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Abstract Signcryption is a cryptographic technique that combines digital signature and encryption, reducing computational and
communication overhead compared to executing them separately. The SM9 domestic cryptographic algorithm,developed indepen-
dently in China as an identity-based cryptographic algorithm,is not only secure and efficient, but also effectively lowers the costs
associated with public key infrastructure construction and certificate management. Addressing the inefficiencies in computational
performance and signcryptext length in existing schemes,a new signcryption scheme based on the SM9 algorithm is proposed. By
innovatively designing the signcryption secret key tuple,and combining the key and signature information into a single element,
the scheme significantly reduced computational complexity and compressed the signcryptext length. Under the random oracle
model, the scheme is proven to have IND-CCA and EUF-CMIA security based on the Gap-¢-BDHI and ¢-SDH hard problems, re-
spectively. Theoretical analysis and experimental tests confirme that the proposed scheme improved signcryption and decryption
verification efficiency by 67% and 62% , respectively, compared to the existing similar scheme, while reducing the signcryptext
length by 25%.
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