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Adversarial Attack on Vertical Graph Federated Learning
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Abstract Graph vertical federated learning(GVFL) is a distributed machine learning approach that integrates graph data with
vertical federated learning, widely applied in fields such as financial services,healthcare,and social networks. This method not on-
ly preserves privacy but also leverages data diversity to significantly enhance model performance. However, studies indicate that
GVFL is vulnerable to adversarial attacks. Existing adversarial attack methods targeting graph neural networks(GNN) , such as
Gradient Maximization Attack and Simplified Gradient Attack,still face challenges when applied in the GVFL framework. These
challenges include low attack success rates.poor stealth,and inapplicability under defense conditions. To address these issues. this
paper proposes a novel adversarial attack method for GVFL, termed Node and Feature Adversarial Attack(NFAttack). NFAttack
designs node and feature attack strategies to conduct efficient attacks from multiple dimensions. The node attack strategy evalu-
ates node importance using degree centrality metrics and disrupts high-centrality nodes by connecting a certain number of fake
nodes to form adversarial edges. Meanwhile, the feature attack strategy introduces hybrid noise-composed of random noise and
gradient noise-into node features,thereby affecting classification results. Experiments conducted on six datasets and three GNN
models demonstrate that NFAttack achieves an average attack success rate of 80% ,approximately 30% higher than other me-
thods. Furthermore, NFAttack maintains strong attack performance even under various federated learning defense mechanisms.

Keywords Vertical federal learning,Graph neural network,Graph data,Node classification, Adversarial attack
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Efna =remove_sel f_loops(E,.,) (18)
LB A PRATLART 1k T A B T R BB R AR B AL R
M4 T+ 7 & A B
SHECRDNSRIZE IRV I DNl & v R s S (AR
M AR A R M R0 o 3 R o SRS AT ROV A R A T
Xof VK A 22 4 g U B 0 G 555 1 L A B X R TR T HE A 1Y
I 0 i it B A1 T — s
4.4 NFAttack K55
ARTCHE Y NF Attack J7 2540 36 P A B0l SRmg . 19 5 4
7 W AR AR B0 SR o 1 T SR R RE O 4R A T
4T 5 T e b PR A B 1 R AR Y
SUB BRI, LS BB, . R AR B0k R W 1) 19 50 RE AR 35
P IR AL M P R ASE 8 M 7 g 1 T 5 MR 7, O T 5 ) 43 D6 45
Bk m AR sk 1 pios .
=0 B E G
A : Aggregate_data, (BT A 50
fiti 4 - attack_out_data
1. A2 U AR KRR fake_features
2.0 fake_features %3 J50 Pl i) 5 1 5 [
3. THEE IR Y B v P I HE R
A SR BEA BT A IS0 K AL OF 37 B BE O M e R Y T A
5. KB AR
6. My B F & new data(data_x,data, y.data, maske)
7

-3

. return new_data
ik 2 FREMGE R
i A\ : Aggregate_data, B [ o, MRS 0 3 ¢
it s attack_out_data
1. 718 Aggregate_data B &
2. AR
2. 1. BEHLBE S npna~NC0, 1)
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2.2, XHHLERE MRS ngra = sign(Vy . L)
. H:EE/E':%”?%?”: Nimix = QN and T (1 — ) Ngrad

4. WM TS . yovacked = clamp(Yeombined T € Nimix s 05 1)

w

5. return attack_out_data

4.5 HEERESW

I 8] 52 2% J% 43 Br - NF Ateack B8] 52 2% )% 3= %2 52 3 K %
PRSI 2 P s A B R . B b 7R ST N () 5 2 B I
FIEXMAEE ., W TREE, K E4E N OE),E R
R g, i FRERFF SIS R K A% 5,
R S i i A R 24 Bl OCEX KD

23 ) 52 2% BE 437« 25 ) 2 2% 3 3R 7R B0 1 1 A7 A 5 i) 5 K
IR 2 (8] 19 56 & L7 NFAttack A K M& P, 4%
J S b B A B AR R L D KGR A R A O N
O(KXE),

g5 L 2 ad B A B A M TT LA R BRI 2 P i AR o R
AR 14 18 0 S 1) PN AE T R L 2 1

5 KWHH

AT G TH 3 AT NF Attack Boili J5 ¥ 19 A 201 1 S 5080
B R AR HAEAN R & TR, R, X 52 50 R 855
AT VR UL L FE 3 B0 4R VBT Y BLOR e 8 LA K i S 8
(R a R RS
5.1 XWiEE
5.1.1 £BRHE

2R SCHY SIS IR ) BRI B 40 R . CPU #4524 Intel Xeon
Gold 6240-2. 60 GHz, GPU # %5 & Tesla V100-SXM3-32 GB,
¥/E £ 450 Ubuntu 20. 04. 4, 4% #2178 5 & Python 3. 7. 525
rh (B9 TR BE 2% I HEZL A Pytorch-cuda-181,
5.1.2 #¥EH

AT 6 MEHEAE B Cora, CiteSeer, PubMed™"
LI &% Computers, Photo #1 CS?, H w8 Cora, CiteSeer,
PubMed Al CS ¥4 R 51 M %4, W S Em 0 3 B E R
SCZ BT DG FR 1 SRR AR 8 0 SO SCAR R AR AR 2
JEE SCHIZE 5 () 4n BIr JE 4538 . Photo A1 Computers 3K I T
.S 3gh 2 I ) 45, 1 K2R R L 30 2R T O 22 D 2 g G
F W SRR AR 7 R Y 8 P (AN 2 0 B SCAR A 1Y 1) o b 3
TR BRI R T IR I 43 28 . B A A 0 Bk S 80n
#1574,

#1 OTRAEE

Table 1 Experimental datasets
Datasets Nodes Edges Features Labels
Cora 2708 10556 1433 7
CiteSeer 3327 9104 3703 6
PubMed 19717 88648 500 3
Computers 13752 491722 767 10
Photo 7650 238162 745 8
CS 18333 163788 6805 15
5.1.3 ZEEEA

ARSCHE TR IR 2 S i T L A3 6 A B0 4 43 0
T GCN-"™ L GATY I GraphSagel'™ 35 3 i [ #h 28 ) 4% 451 4
EAT T R A eI I AE BL IR R L S X BB S B
REEH 5 S80I 2 fra], 2 S RBIR 4 ST HESE T (Y

W E A EAERINE 3 FH A T U T R R
B T EICIR 25 S 09 4 S R AN A T B (BI04 T
B BIF 5 1) 52 i 1T LA 220 S T X S8 43 5 IR O IR 2R I 0 T IR
SR AL T IR IR BE A

# 2 AH GNN BRI 525

Table 2 Structure and parameters of the local GNN

A B # M EEE #MELR  WEAM

GCN 2 16 Rel.U 200

GAT 2 8 ELU 200
GraphSage 2 16 RelLU 200

F 3 U 5 BRSO AU U R X
Table 3

Comparison of node classification accuracy under centralized

learning and vertical federated learning

0
Datasets L FHRKPF
GCN GAT  GraphSage GCN GAT GraphSage
Cora 80. 20 80. 70 79.50 80. 00 80. 50 78.70
CiteSeer 69.50 68.00 68.50 68.50 67.80 68.00
PubMed 68.90 75.00 77.40 66.70 74.20 77.40
Computers  79.97 83. 34 79.05 79.45 82. 86 78.06
Photo 89. 88 91.18 90. 00 89. 69 90. 97 89.92
CS 91. 60 87.80 89. 60 91.50 87.70 89. 60
5.1.4 st Fox

LN P NFAttack 55 3 FhOR [R5 Bt 250 7 ik
HEAT X FE s 3% GradArgmax™, SGA™ f1 NETTACK®!,
GradArgmax AR 45 #61 J¢ oR 001 55 7 3 1 B6 B, IR H 200
BRI PRETE RN EDL . SCGA T E A S W 4% 08 R (S
BB R P 25 4 B v s SRR HE AT SO S LS B A Y Y
. NETTACK il i 4 19 s RRAF i A7 S/ NP0 3l . (455 70 7 1
dr BAR A  B B & A AR

R LB TE 6 A EIE AR 3 R R b 4 i AT K
o ST L R X R BCE B 3k N NF Attack 76 AH [/ 45048 F 4
AIES S D 7L s T 11 U 6 S S L il el 21 < O B s 1 )
FOR R BT WOR Y 47 3R, 3 — AP E W] NFAttack % i J7

B A A
5.1.5 stEFEERE

FERRER T L g op Mol B R A T IR A 1 S i O 2k
BA R B R B HEAT T, 5 A BART AU
3ok 2 1 A% B TS A R W S [ B2 A R A TR IR A TR 1
BEDLIE R . SRS FFH R 75 LL A 2 50 o 4 B WL I 75 5 5% g
T B e P AT INABCR A TE IR AW . 5, il S8k
F R A MR P (IR BB O R VAR o 2 A A DA S R B R

FETT G S g b, B 5 R AR S B S 200, 4
AR B a5 2 A 00 P T HE A Y ST L T R
30, Dh IR KAR KT AS A () B e, 3 86 2 B0 A B O AR K
7 B 5 0 TP Al TR M 2 I 266 455 T8 A T 1 T 9 2% >0 SR vh 1y
ERETE. T RGP SE B A5 R A N I A ML IR R B LR TR
100, 76 B8 0 2 S B Yk R ool s A p e — il
5.1.6 BEHFIHERE

A SCAETE 2 A RO S g PR 3 A% A
15T > AR5 IPAl AN TR % P o 450 it %o 2 2O R B 52, 4R
T 76 5 9 SR 2 07 S50 oh L O T AT AR R X — ¥
WL, & SR B B YRR 2.3,4.5.6, X— IR E
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TR 53 BT % 7 i B30 k78 A0S T80 ot 28028 118 LR ), 4R 1L B
OB LG . B A BRI PR T PR A X
e TG 45 % 7 v 1) SR T TR AU A S B L BR T
JPHRE SN BTN T e KAE R G AR /D ME R & 1R
X AN 2 KA Y 35 7 2RI DL BE 4 T b 3 AN [ 2R G SR s X 10
T ROR S
5.1.7 FHIEAR

K iy i3 K (Attack Success Rate, ASR)YE b i %%
S0 BV G br . T T A B T T 1 0 R B M R Y 5
2 SO T i B R AR AR T ASR

ACCheiore — ACCypier
ACChetore

Hor ACCeqore 78 BUE AT B UETH 8, ACC e T8 WUT S5 19 VE
WA . ASR{EBK, R BEH OB R .

6 B4 5% A B (Cosine Similarity , CS) M 4 oy i & o b
5 1 BV I 3B AR L B TE VAN B0 D R A AR B S e R 2 1 g
Jo s FCRR M M RR B . BRI L S X L Tk WS R
I T A SR AR LA P A B 1 e i

1< hefore * Vafter
CS(Yhetore s Yater) = 7 2 ( iybf afe : ) 20)
N yhetore 12 1 ier |

Ho s yhetore A BCHTHTEE ¢ A9 50 095 5 yine 8 0S5 RS D59
S N A T B, CS I R BETEL— 1,158
BBl P 24 CS B B 5E ST 1 s, 150 BH 3% oo O 5 08 Rl
5.2 NFAttack W& iEHERES

A5 g% Cora, CiteSeer, PubMed, Photo, Computers ,

ASR= (@LD)

10 DONFAttack N B GradArgmax
0SGA B NETTACK

08

s

| 06

=

48

® 04
02

Cora CiteSeer PubMed Computers Photo (&3]

H#H(GCN)
10 O NFAttack_N B GradArgmax
OSGA ENETTACK
08
Ly
& 06
"
4
& 04

Cora CiteSeer PubMed Computers  Photo Cs

HK#E(GAT)
10 O NFAttack_N B GradArgmax
O0SGA ENETTACK
08
-
R 06
#®
!
® 04
02
0
Cora CiteSeer PubMed Computers Photo Cs
# 4B % (GaphSage)

CS % 6 NEHEEE . GCN,GAT,GraphSage 3% 3 FBi 8 ik
77 4 MO TR B J5 2 0 6 L 92 56, 5256 38 5 X L NFAt-
tack 5 HAth 3 Fprah ik MR . B E & L 90 UE NF Attack
FEA (6] B30 41 4 RS TR ASE 20 2% 1 T Ot i R0t . S DR S 4
G5 SN T R R] G Bt P S A S U AR A
). FRIAE S 7 3 UL R B 4 Fh X O TR A D BIR SR A
BRORD |- (s 25 5, 0T 4 ) B P n] O B3 b %€ i NF A
tack AEUCEHOR LRSS . WEEEMNZ. B —FH T EA
NF Attack J5 i (4 T i 5 s 6 Hb 25 31 58 = 90 S R iF 1 OR
X B 25 5 L R B — 4T 7 B 43 B B GCN, GAT , Graph-
Sage BEA L FXF L 45 R . AR A 2, T NFAttack #9717 4%
Wy WS AE CS B0 82 A1 GraphSage #5880 %8 TR 0 7
SRS M HT AR JC R L I I oA BE B AR IR 4 A L 56
i,

TR LE R 3 FF 7. 1 58 0] LA 5% #), NFAttack 76 6
ANBE R 3 FBTY By Al LSt B Sl A R R R
Bk ) AN X i il — 25 B E T NFAttack J7 5 (94 5K
P, BASKRE  NFAttack 1920 s 5 RN 8 3 w5 F15 587
# GradArgmax fl NETTACK, 76 K £ 552 &4 F Wik T
SGA ¥ty B 3 3, 0 H 7 i W 7 R & 2 J00 SR R BT
NFAttack 2¢ U 5o 0 35 B2 R G BRE . DRk, M S 36 ) 1
HET LA A9, BT 3R B9 NF Attack 75 ¥ 78 B X 22 Bl x4t
Y i B A 1 il sl 2L iF — B B E T NFAttack J7
N IUE SR g

10 1 B NFAttack_N B GradArgmax
OSGA ENETTACK
08 [
#
® 06
k=t
48
® 04
02
0
Cora CiteSeer PubMed Computers Photo [o8)
HHEHEGCN)
10 O NFAttack_N B GradArgmax
OSGA ENETTACK
08
#
® 06
®
Ri=t
® 04
02
0

Cora CiteSeer PubMed Computers  Photo Cs

HHEHGAT)

10 1 O NFAttack_N B GradArgmax
OSGA ENETTACK

Cora CiteSeer PubMed Computers Photo Ccs
%4 (GaphSage)

Kl 3 NFAttack 3tili 77 5 HA B O ik 19 Lo %

Fig. 3

Comparison between NFAttack and other adversarial attack methods
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5.3 NFAttack & 7 A M BE R 5 47

A/ NFAttack (9 Baik P #8477 20 4, 8 3 1 8
7 1S T 45 A 0 A SR AR LB, SEER A5 R 2k 4 g, Horp
NFAttack N /R T A i RIS . NFAttack_F 7R 55 4F B0ty
WS . B4 NFArctack 19 8 Tk 56 w5 H b oot Jr 138647 %
I, 2558 B, NFAttack (W5 Fp SR s 19 CS{H I H:0E 1, R H
B A, S A e, B2k NETTACK () CSEE#ET 1,38
7 H R O AR IO BOR S W NFAttack, X #F — 25 56 4F
T AEARIE T b O B BT R - NFAttack B S 0 Bt

# 4 NFAttack (Bl Pk 43 #r

Table 4 Cryptic analysis of NFAttack
B & F ok ASR CS
GradArgmax 0.73 0.79
SGA 0.75 0. 85
NETTACK 0.55 0.99
NFAttack N 0.84 0.93
NFAttack_F 0.83 0.92

5.4 NFAttack & 77 A EHEMES

Jp I UE NFAttack J 5 77 % 09 & B ¥k, A% 5236 43 9 16
NFAttack A JilTA 5 R 6] 9 B 480 7 5 9145 JC B 4045 &0 F (9
NFAttack B %08 551 A B 480 7 36 )5 09 BCaE R 80 47 % L,
MR NF Attack 78 %A [7] B 48 5 0 T AR BL, A< S0k

BT XU I 250 22 3 B AMAE b 5 4 T B

0P DI 25 368 3 7 I B B AR T PR A, R B T A5
BB mpt T RE . BRI E . A SE R IG
FGSMU gy e = E XL RE AR O L S IE W FEARZE A5 T
YR, UG SR AR Y 8 MRk . 22 20 BRURA T U2 — i ik T 2 L
PRI B A HIL ] 5 75 8 o S50 T8 P R il /N T80 ot 2 o B B A
FEAME B AT REME . 75 A T2 58 i . 22 70 Ba FA T 5 76 JRU AR R AT
SBCHE L T 3 7 30 MR P SR A By AR i K TR R Ak B Y
ot AT BRI SR AT AT DUA RO AR X T i

SR MR 5 Py A G B U5 ik 5 . NFAttack
B T i R AR A D B o KO S AR R A TR A BT B (L A
K IR R B B BT ROR L B — P S T el Uy
AR S G, AR 5 IR T LU EE B KR AE B0k O
WAy T o 25 SR A U T Y A T S ) T AR O ELTE
X AN T5) By A0 7 3 I R i o 3R S 9 ot 2R 4T AR B A
BT T A R . T NFActack B9 9 57 B0l 56
TE CS 48 4L M GraphSage #85Y F Xf 55 Jy 75 SR B0 v 8 1y 6
LWL R IR REAR AR R 0 SE IR 45 2R

it , 7T LA K . NF Attack AN AL TE TC By 48 4% 44 F BAT #8
SiR B T B 7 BV A B % 1R L BB A5 A 28 T it T L ik —
APAE] T AR D X LB 07 I W AT

5 BT S s EE0 H (ASR)
Table 5 Comparison of attack success rate before and after defense
(¢Z3)
% i e A AR W x4 B o KA #
Cora 82.79 77.35(—5.44) 82.00(—0.79)
CiteSeer 86. 80 82.24(—4.56) 83.59(—3.2D)
. PubMed 77.36 73.80(—3.56) 77.22(—0.14)
GEN Computers 86.68 84.75(—1.93) 85.03(—1.65)
Photo 82.07 75.90(—6.17) 80.15(—1.92)
CS 84.39 81.17(—3.22) 83.92(—0.47)
Cora 80. 85 68.81(—12.04) 80.43(—0.42)
CiteSeer 88.42 82.17(—6.25) 88.36(—0.06)
AL T E GAT PubMed 76. 86 74.07(—2.79) 76.04(—0.82)
5 Computers 79.87 76.58(—3.29) 74.62(—5.25)
Photo 79.51 66.01(—13.50) 76.34(—3.17)
CS 79.18 64.08(—15.10) 72.50(—6.68)
Cora 81.06 75.73(—5.33) 80.36(—0.70)
CiteSeer 87. 84 83.96(—3.88) 86.30(—1.54)
PubMed 77.10 75.97(—1.13) 76.10(—1.00)
GraphSage
Computers 83.74 81.17(—2.57) 78.12(—5.62)
Photo 88.73 75.77(—12.96) 86.24(—2.49)
CS 78.78 64.48(—14.30) 71.64(—7.14)
Cora 83.68 81.73(—1.95) 76.49(—7.19)
CiteSeer 88.79 69.35(—19.44) 61.47(—27.32)
GCN PubMed 77.36 47.79(—29.57) 75.10(—2.20)
Computers 55.58 50.01(—=5.57) 40.02(—15.56)
Photo 75.74 75.64(—0.10) 52.43(—23.1D
CS 76.16 65.98(—10.18) 69.01(—7.15)
Cora 83.65 81.19(—2.46) 83.09(—0.56)
CiteSeer 88.68 71.01(—=17.67) 54.42(—34.26)
R K A GAT PubMed 76. 86 70.86(—6.00) 75.64(—1.22)
s Computers 81.71 75.36(—6.35) 72.39(—9.32)
Photo 89. 28 88.95(—0.33) 54.16(—35.12)
CS 86.49 70.83(—15.66) 75.32(—11.17)
Cora 56.12 34.43(—21.69) 55.54(—0.67)
CiteSeer 47.56 40.11(—7.45) 38.73(—8.83)
. PubMed 75.32 73.69(—1.63) 67.55(—7.77)
GraphSage .
Computers 47.66 41.22(—6.44) 41.54(—6.12)
Photo 44.06 40.29(—3.77) 35.62(—8.84)

CS —
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