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Attacking Image Manipulation Localization Model by Eliminating Semantic Features

JIANG Weihao and LIU Bo

Chongqing Key Laboratory of Image Cognition,Chongqing University of Posts and Telecommunications, Chongqing 400065, China
Abstract At present,the public is increasingly concerned about the image tampering technology because it will cause ethical and
security issues. Deep neural networks can be used to locateimage tampering areas. However, with the development of deep neural
networks,adversarial attacks against them have also developed,and these attack methods have also promoted the research on the
robustness of the model. Existing adversarial attack methods mainly focus on tampering trace features.but different Image Ma-
nipulation Localization models focus on different tampering trace features,resulting in insufficient migration ability of adversarial
attacks. Since convolutional neural networks or Transformer networks can also extract semantic features,and Image Manipulation
Localization models often use these models as baseline models, which would inevitably extract some semantic features when ex-
tracting tampering features. In order to improve the generalization ability of adversarial samples,a attack method is proposed, fo-
cusing on eliminating the semantic features of tampered images,training a semantic segmentation network as the attack target,
and proposing a loss function for attacking intermediate semantic features, making it difficult for the model to identify the seman-
tic information of the tampered part of the image. This attack method has better transfer ability,can hide perturbations and genera-
te more aggressive adversarial samples. It has been proven in multiple experiments that it can attack most existing models and
outperform other adversarial attack methods,and provides novel insights for the image manipulation localization.
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Fig. 1 Schematic diagram of adversarial attack on image tampered localization model
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Fig. 2 Schematic diagram of adversarial attack by eliminating semantic features
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Fig. 3 Intermediate layer features of various image tampered localization model
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Fig. 4 Process of semantic elimination and blurring of intermediate feature map
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Table 1  Black-box attack experiment of semantic elimination attack
Surrogate L Fy AR Average AR Average AR’
Victimmodel
model CASIAvI CASIAv2 CASIAv1 CASIAv2 CASIAv1 CASIAv2 CASIAv1 CASIAv2
PSCC-Net 0.1392 0.1283 70.49 84. 65
PSCC-Netl?] MVSS-Net 0.3719 0.6925 11.78 19. 46 36.98 45.71 20. 22 26.22
RRU-Net 0.2436 0.5972 28.67 32.99
PSCC-Net 0.2480 0.5498 47.44 34.27
MVSS-Netl3] MVSS-Net 0.1673 0.2571 60. 31 70.10 48. 04 44. 20 41.91 31.25
RRU-Net 0.2173 0.6395 36. 37 28.24
PSCC-Net 0.2233 0.3283 52.69 60.75
RRU-Net1 MVSS-Net 0.3942 0.5164 6.47 39.94 29.25 44.00 29.58 50. 35
RRU-Net 0.2439 0.6123 28.60 31.30
PSCC-Net 0.2088 0.4245 55.76 49. 25
DANetl 25! MVSS-Net 0.2273 0.2689 46.07 68.73 47.51 51.41 47.51 51.41
RRU-Net 0.2026 0.5680 40.70 36. 26
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Table 2 Generalization ability of different image tampering

localization models

Model CASIAvl CASIAv2 Coverage NIST16  Average F;
FOCALL27] 0.898 0.981 0. 863 0.737 0. 870
HiFi-Netl7) 0.616 0.912 0.801 0. 850 0.795

MMFusion!8] 0.784 0. 888 0.663 0. 430 0.691
TruForl26] 0.737 0.859 0. 600 0.399 0. 648
IML-ViTLS] 0.658 0.836 0.425 0.339 0.565
RRU-Net-!J 0. 841 0.915 0.199 0. 262 0.554
PSCC-Netl2] 0.363 0.935 0.498 0.357 0.538
NEDB-Net-+ 0.511 0.753 0. 463 0.291 0.505
CAT-Netl28] 0.710 0.799 0.107 0. 242 0. 465
MVSS-Nett3] 0,452 0.638 0.453 0.292 0. 459
DANet[25] 0.298 0.371 0.198 0.139 0.251
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Table 4 Controlled experiment on semantic attack based on

gradient elimination

Dataset Method MVSS-Net PSCC-Net RRU-Net SSIM
Origin 0.8598 0.8363 0.8912 —
FGSM 0.5574 0.4619 0.6583 0.8697
PGD 0.6230 0.6227 0.6101 0.9146
CASIAvV2
advGAN 0.6008 0.7323 0.7791 0.9504
FA-GAN 0.4499 0.7086 0.6945 0.9542
Ours 0.2689 0.4245 0.5680 0.9525
Origin 0.4720 0.4215 0.3416 —
FGSM 0.2344 0.3575 0.2536 0.8931
PGD 0.2545 0.2899 0.2507 0.9271
CASIAv1
advGAN 0.2592 0.4011 0.2843 0.9442
FA-GAN 0.2224 0.3648 0.2520 0.9501
Ours 0.2087 0.2326 0.2026 0.9588
BEWIE AR T M T e BRSO B AL B

SO B HLBcd: I o B, 38 3 T R R S A A
DANet 15 S SLBOE i BB AU AL, I 42ty 7 — Ff 1T 73
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Mo 2 FE BRI 55 1, L AL, e T AR SCOT U5 R 2 T B B AR
VB SCERAIE o TR IR X 0 A5 A B e T 114 B 5 E o A6 DR 1
1F 5 T PR 59 B A REGEE T A e RS T B BORR A0 3 L. X
PP T ik A e AT L B 2 W B A R, i SO B
X ek T LA T e AR AL B4 855 5 0 R AT BT it L X
SRR A R AR — D IRABTR .

2 % X #

[1] BIXL,WEIY,XIAO B.et al. RRU-Net: The ringed residual U-
Net for image splicing forgery detection[ C]// Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recog-
nition Workshops. 2019.

[2] LIUX H,LIU Y J,CHEN J,et al. PSCC-Net: Progressive spa-
tio-channel correlation network for image manipulation detection
and localization[ J]. IEEE Transactions on Circuits and Systems
for Video Technology,2022,32(11) :7505-7517.

[3] DONG C B,CHEN X R.HU R H.et al. MVSSNet: Multi-View
Multi-Scale Supervised Networks for Image Manipulation Detec-
tion[ ] ]. IEEE Transactions on Pattern Analysis and Machine
Intelligence,2022,45(3) :3539-3553.

[4] GOODFELLOW 1 J,SHLENS J,SZEGEDY C. Explaining and
harnessing adversarial examples[ J]. arXiv:1412. 6572,2014.

[5] MADRY A,MAKELOV A,SCHMIDT L.,et al. Towards deep

learning models resistant to adversarial attacks[J]. arXiv:17086.

[6]

7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

241100104-6

06083,2017.

ROZSA A,ZHONG Z,BOULT T E. Adversarial attack on deep
learning-based splice localization[ C] // Proceedings of the IEEE/
CVF Conference on Computer Vision and Pattern Recognition
Workshops. 2020 648-649.

GRAGNANIELLO D, MARRA F,POGGI G, et al. Analysis of
adversarial attacks against CNN-based image forgery detectors
[C]// 2018 26th European Signal Processing Conference (EU-
SIPCO). IEEE,2018:967-971.

ZHU P,OSADA G.KATAOKA H,et al.Frequency-aware
GAN for adversarial manipulation generation[ C] // Proceedings
of the IEEE/CVF International Conference on Computer Vi-
sion, 2023:4315-4324,

MATTHEW D Z, FERGUS R. Visualizing and understanding
convolutional networks[ C] // Computer Vision— ECCV 2014
13th European Conference, Zurich, Switzerland, Part T 13.
Springer,2014:818-833.

VASWANI A,SHAZEER N,PARMAR N, et al. Attention is
all you need[ C]// Proceedings of the 31st International Confe-
rence on Neural Information Processing Systems. 2017 6000-
6010.

ZHANG Z Y,QIAN Y,ZHAO Y X, Noise and edge based dual
branch image manipulation detection[ C] // Proceedings of the
2023 4th International Conference on Computing, Networks and
Internet of Things. 2023:963-968.

MA X C,DU B,JIANG Z H,et al. IML-ViT: Benchmarking Ima-
ge Manipulation Localization by Vision Transformer[ ] ]. arXiv:
2307.14863,2023.

TRIARIDIS K,MEZARIS V. Exploring Multi-Modal Fusion for
Image Manipulation Detection and Localization [ C] // Procee-
dings of the 30th International Conference on MultiMedia Mode-
ling(MMM 2024). 2024.

GUO X,LIU X H,REN Z Y.et al. Hierarchical Fine-Grained
Image Forgery Detection and Localization[ C]// CVPR. 2023.
KURAKIN A, GOODFELLOW I,BENGIO S. Adversarial ma-
chine learning at scale[J]. arXiv:1611.01236,2016.

MADRY A,MAKELOV A,SCHMIDT L,et al. Towards deep
learning models resistant to adversarial attacks[]]. arXiv:1706.
06083,2017.

PAPERNOT N,MCDANIEL P,WU X,et al. Distillation as a
defense to adversarial perturbations against deep neural net-
works[ C7] // 2016 IEEE Symposium on Security and Privacy
(SP). IEEE,2016:582-597.

PAPERNOT N,MCDANIEL P,JHA S,et al. The limitations of
deep learning in adversarial settings[ C]// 2016 IEEE European
symposium on security and privacy ( EuroS&P). IEEE, 2016
372-387.

DONG Y P,LIAO F Z,PANG T Y.et al. Boosting adversarial
attacks with momentum[ C] // Proceedings of the IEEE Confe-
rence on Computer Vision and Pattern Recognition. 20189185~
9193.

PAPERNOT N, MCDANIEL P,GOODFELLOW I,et al. Prac-
tical black-box attacks against machine learning[ C]J // Procee-
dings of the 2017 ACM on Asia Conference on Computer and
Communications Security. 2017 :506-519.

PAPERNOT N,MCDANIEL P,GOODFELLOW 1. Transfera-



B 55 B T I BR IR SURRE 1 PR BL e 7 A8 B X e Ty

[22]

[23]

[24]

[25]

[26]

[27]

[28]

bility in machine learning:from phenomena to black-box attacks
using adversarial samples[J]. arXiv:1605. 07277,2016.

CHEN S Z,HE Z B,SUN C J,et al. Universal adversarial attack
on attention and the resulting dataset damagenet[]J]. IEEE
Transactions on Pattern Analysis and Machine Intelligence,
2020,44(4) .2188-2197.

HUANG H.CHEN Z Y.CHEN H R.et al. T-sea: Transfer-
based self-ensemble attack on object detection[ C]// Proceedings
of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition. 2023:20514-20523.

ZHU Y,CHEN C F, YAN G.et al. ARNet: Adaptive attention
and residual refinement network for copy-move forgery detection
[J]. IEEE Transactions on Industrial Informatics,2020,16(10) ;
6714-6723.

HU X F,ZHANG Z H,JIANG Z Y.et al. Span:Spatial pyra-
mid attention network for image manipulation localization[ C] //
Computer Vision — ECCV 2020: 16th European Conference,
Glasgow, UK, Part XXI 16. Springer,2020:312-328.

FU J,LIU J,TIAN H J,et al. Dual attention network for scene
segmentation[ C] // Proceedings of the IEEE/CVF Conference
on Computer Vision and Pattern Recognition. 2019:3146-3154.
HE K M,ZHANG X Y,REN S Q.et al. Deep residual learning
for image recognition[ C]// Proceedings of the IEEE Conference
on Computer Vision and Pattern Recognition. 2016:770-778.
GUILLARO F,COZZOLINO D,SUD A,et al. TruFor: Levera-

241100104-7

ging All-Round Clues for Trustworthy Image Forgery Detection
and Localization[ C] // Proceedings of the IEEE/CVF Conference
on Computer Vision and Pattern Recognition (CVPR). 2023
20606-20615.

[297 WU H,CHEN Y,ZHOU ]J. Rethinking Image Forgery Detec-

tion via Contrastive Learning and Unsupervised Clustering[ ]].

arXiv:2308.09307,2023.

[30] KWON M J,NAM S H,YU I J,et al. Learning JPEG Compres-

sion Artifacts for Image Manipulation Detection and Localization
[J]. International Journal of Computer Vision, 2022 (8):1875-
1895.

JIANG Weihao, born in 2003, under-
graduate. His main research interest is

multimedia forensics and security.

LIU Bo, born in 1987, associate profes-
sor, supervisors is a member of CCF
(No. J4705M). His main research inter-

est is multimedia forensics and securi-

ty.




