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Research on Generating Adversarial Network Traffic Based on Generative Adversarial Network
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Abstract Adversarial network traffic plays a crucial role in fields such as device privacy protection and network security. How-
ever,current adversarial network traffic generation methods lack constraints on quality,resulting in generated traffic that deviates
from the original traffic characteristics, thereby losing its adversarial capability in practical applications. Therefore, this paper pro-
poses a GAN-based adversarial network traffic generation method, which improves the generator design. The convolutional neural
network is employed to extract abstract representations of original traffic features,and perturbations are generated through basic
iterative algorithms to ensure that the perturbations maintain the characteristics of the original traffic. The generator loss function
is optimized to achieve minimal differences between the generated traffic and the original traffic. Additionally.a perturber module
is introduced, utilizing a grid search algorithm to assign weights to perturbations and optimize parameter combinations,ensuring
the diversity of the generated traffic. To comprehensively consider the impact of feature space distance differences and relative
change rates on generation quality,a relative difference disturbance metric is proposed to more accurately evaluate the differences
between adversarial network traffic and the original traffic. Experimental results show that, within an effective perturbation
range,compared to other methods,the adversarial network traffic generated by this method maintains a high deception rate for
target classification models while producing smaller L.. disturbance and relative difference disturbance values, and exhibiting
higher similarity to the original traffic,effectively improving the generation quality of adversarial network traffic.

Keywords Generative adversarial network, Adversarial network traffic. Relative differential disturbance, Similarity preservation

objective function,Generative quality control
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Fig. 1 Control-GAN adversarial network traffic generation model
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Table 1 Experimental results

(a) UNSW experimental results

7 ik (M B %=, B 44 3% & Hurst exponent, & #i M % % & Hurst exponent)

FGSM Vanilla GAN PGD GAN Control-GAN
10 (0.76, (0.9, (0. 83, 0.8, (0.93,
0.24,0.11) 0.24,0.1) 0.24,0.18) 0.24,0.12) 0.24,0.2)
20 (0. 82, (0.91,0. 24, (0. 86, (0. 83, €0.97,
0.24,0.19) 0.24) 0.24,0.22) 0.24,0.25) 0.24,0.26)
50 0.9, (0.95, 0.9, (0.9, (0.97,
N 0.24,0.23) 0.24,0.3) 0.24,0.28) 0.24,0.48) 0.24,0.47)
100 (0. 96, (0. 96, (0.94, (0.94, (0. 96,
0.24,0.5) 0.24,0.5) 0.24,0.5) 0.24,0.5) 0.24,0.55)
200 (0. 98, €0.97, (0.98, (0.96, €0.97,
0.24,0.58) 0.24,0.69) 0.24,0.61) 0.24,0.56) 0.24,0.67)
(b) AALTO experimental results
I Uk (% &, B 45 % B Hurst exponent, &t 470 ¥ % % & Hurst exponent)
B FGSM Vanilla GAN PGD GAN Control-GAN
10 (0.62, (0.74, (0.67, (0.58, (0.8,
0.19,0.06) 0.19,0.19) 0.19,0.18) 0.19,0.27) 0.19,0.09)
2 (0. 68, €0.79, (0.72, 0.7, (0. 87,
- 0.19,0.17) 0.19,0.24) 0.19,0.26) 0.19,0.49) 0.19,0.17)
- (0.8, (0.8, 0.77, (0.8, (0.87,
5
0.19,0.5) 0.19,0.3) 0.19,0.34) 0.19,0.55) 0.19,0.45)
100 (0. 82, (0.82, (0.82, (0. 82, (0. 87,
0.19.0.54) 0.19,0.5) 0.19,0.5) 0.19.0.69) 0.19,0.68)
(0. 89, (0. 86, (0. 83, (0. 83, (0. 87,
200

0.19,0.62) 0.19,0.76) 0.19,0.6) 0.19,0.82) 0.19,0.74)
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Table 2 Experimental results of effective perturbation range
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Fig.5 Comparison of adversarial network traffic fraud rates
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Fig. 6 Comparison of adversarial network traffic fraud rates
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Grayscale image of adversarial network traffic
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Table 3 Quantitative results of generation similarity

¥ ik FID SSIM
FGSM 3.502 0. 064
Vanilla GAN 2.372 0.042
PGD 7.638 0.086
GAN 6.390 0.066
KX I % 1.137 0. 464
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