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Abstract In the field of Android application security research,a highly effective method within static analysis involves utilizing
reverse engineering tools to decompile the application and subsequently extracting the Function Call Graph(FCG) from the de-
compiled code files, which serves as a primary feature for malware identification. Notably, FCG subgraphs based on sensitive APIs
have been widely validated. However, the majority of existing research efforts in this area rely on older sets of sensitive APIs and
have not continued to update with the iteration of system APIs. Through experimentation,it has been discovered that when using
traditional sensitive API sets to extract feature nodes from the application’s FCG, many cases fail to obtain the desired feature
nodes. For instance, with the iterative updates of the Android system,there are significant API adjustments and replacements,or
dynamic implicit invocation of system APIs can be achieved using reflection mechanism(Reflect)-related technologies. In response
to this,based on the latest comprehensive research framework for Android applications, this paper proposes an Android malware
detection method that extracts FCG subgraphs using MOBSF _rule. The method first generates the FCG from the decompiled code
files of the application. Then,it utilizes the MOBSF _rule set to extract feature nodes, generating five-node, six-node, and seven-
node graphs containing these feature nodes, and statistically analyzing the occurrence frequency of different configuration sub-
graphs. Finally, the frequency matrix is input into the machine learning method for training and inference. Compared to existing
sensitive API sets,the proposed method has the following advantages. 1) The MOBSF _rule filtering rule set demonstrates out-
standing performance in extracting feature nodes,effectively extracting key API features including reflection mechanisms,compo-
nent interactions,signature verification, network communication,and client/server (C/S) architecture communication. Compared

to traditional sensitive API sets, the effective rate of feature extraction in the latest malware datasets has increased by 69. 765%.
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2) The MOBSF _rule set shows excellent capability in extracting feature nodes across different time tags.exhibiting strong stabili-

ty. It can not only adapt to the continuous updates of the Android system but also maintain a highly consistent feature extraction

capability across different versions. Between 2012 and 2022 .compared to traditional sensitive API sets,the overall variance in fea-

ture extraction effectiveness over multiple years decreases by 98. 747 %. 3) The method employs the Stacking ensemble learning

approach,and compared to the random forest ensemble learning method and the multilayer perceptron method, the accuracy rate

has increased by 4. 32%.
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android/content/ContentProvider— > (init) /attachInfo
android/content/Intent— >>getIntExtras/resolve Activity

android/content/IntentFilter— >addAction

4 5 FH 4 4 (Component) 42 %2 51 W FH T & B0 A% O Al 78

B BT A B 22 50 0 R A A BT, 97 B 52 0 0 ) A
Fr (04 R I RE RN A HL 2 A . g AL PR RS AT R E B AR AR
i JE A T k38 i 3 A ORI Bl I S 2 2 0 R b o A 1Y
N .

unfE 8 it 7R » Component AH & 14 #8 43 p& A8 ] &1 (FCG)
SUTHHZ ML BN . B setComponentEnabled-
SettingO) J7 ik T & AR A, B #: % PackageManager
I 51 AR S 2 8 e 08 0 AE 1 IR S B O B4 (DE-
FAULT) . HUH (DISABLED) 5 i# % (ENABLED) % .

B T b B 0 Y S5 BL ) A 4 AR DG B APT AF 0 —
SEE T T H 2 APL. 640 MessageDigest H T % 2 %3l ;
URL Jil F R 4638 45 . LA J IBinder JH F % 7 3 / I 55 % (C/S)
RME AR . XS APT 2= 4 R w5 L B i ) B, B
AT R AR A3 A R R T R AR AR R A
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@

Org/\'isible/hell/RegardProjection:->getApplicatio+(‘0mext( )android/content/Context;

|
Android/content/pm/PackageManaggr:->setCompaenentEnabledSetting
| |

Q____J

Org/\'isible/hell/Regllcn'dProjection:->b( A4

&

Android/content/ComponentName:-><init>()

[ 8 Component #3H) FCG
Fig.8 FCG diagram related to Component
3.2 APIH i RAEREZHE
AN TN AR AE 5 P T A R R
Hp 5 A7 7E ELATUZ B APT 9% R A X, 00 b o 48 X 7
R PR A R O T AR P I BN 3 A 22 AR O MR A R AT S
KHEEA

N T RS R RH T — R0 AH0  2Es
3 AR AIE 1 5 B AR T A AR AL R AE Y RRY T AR S R
B AL s, 3 3R S AL BE 8 Bl R B R AR S 5 R
WHZE R E KR BE W3 B AR R AL 3 AR P A e
i) 52 24 %

B 9. 1& 10 R f & s APT 35 S 5 S AL E R 7
AR B RIE T . R R GEHLE T, ff ) invoke O J5 B $ AT
H s 1% i B getDeclaredMethod () 77 3% 35 BU H #5 7 2% 58
i, 33 33 setAccessible O J7 2 15 B V7 A A B , LLAE BE 4% 15 [7)
FHE R FAA (private) B4 (protected) BY 7 Br 8 Jr 2, X L&
R0 AP 7RSI A MR Iy e iy i 3 2 Rk i 80, 7R /& 11 o,
H printStackTrace () 77 s B # T B 10 1 ) onReceive () 7
R NTTAS BT WA AN [R) AG T A e 1], B T 3 O [ A Y
B REAE 7 T2 B L BT 238, R 42 48 B2 M 04 0 0 R 1 A B O
G325 R 58 b X AR ik A AL 2 2 BRI 4
RS 5T

Q

|
Org/visible/hell/Conservative;->onReceivel(android/content/Context;android/content/Intent)

Org/visible/hell/Conservative;>a(android/content/Context;)

Java/lang/reflect/Method;->invoke

B9 AR T —

Fig. 9 Feature subgraph configuration 1

Org/visible/hell/Conservative;->a(android/content/Context;)

¥

Java/lang/reflect/Method;->invoke

B 10 HRAE T &I A 58—

Fig. 10 Feature subgraph configuration 2

Sy T AR UL B REAE Y AR TR N B R UL AR
T 2R R JE AR J6 48 & (DFS) 5K s, AL 4 MOBSF _rule
PREIURRAE 19 T U ot Dy BLAR 9 . B 1P 3R BURRAE 79 51
(Node) 1 Ji 4% 35 55 (successors) F1H[ 3K 45 5 (predecessors) ,
node_num J&F B9 15 s 80 LB BY 0 00 S SRR -L R
Subgraph_node_set J& #7 A4 B F B 19 75 /5 4E . Judge_iso i %
FHT 0 A 08 7 [ A B 02 45 © A7 76, B i B0 5l 25 DR A7 R
GML 3Cf# .

BE D XRRAE S ATIR#EAT DFS R
i A :Node,node_num,Subgraph_node_set
i A B R AE Y A AR AE T Bl GML_Graph
1. begin{algorithm}[ ! ht]
2. SetAlgoLined
3. KwIn{#g APT 5 v, BRECH A A G, 7 HAR T 08 k. Y
HIF B A S, B R LR 1, APK X4 texttt{apk}}
4. KwOut{# 2K/ R k 9+ B Can ) Bl ) I A o2 & 88
&
I {IS| > kif
Returntep * {3 17 SUBC BRI 45 1L &R )
}
If {[S] = k}{
WEES T G leftarrow G[S];
P T B )5 o B texttt {judge _is Iso) (G', texttt
{apk});

131

oIS TN

Return
}
9. ARBCHATT R v YA AREETT R0 R N_v(a FE BT IR RIS 46D 5
10, WIARALE 3 5 4B R THELAR ¢ leftarrow 05
11.  ForEach{u in N_v}{
12. If{u in S}{
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13. textb{{ continue} tep * { ¥ % T & V5[ )

14. }

15. oA s;

16. B H I texttt{dfs} (u,G.k,S, I, texttt{apk}) ;
17. 1w NS BB tep x {1

18. c leftarrow ¢ + 13

19. If{c > 1}{

20. textbf{break}tep * { K FN 4P 7 IR}
21. }

22, }

23, caption{ TR Bl 8 R UK APL AT F B textet (dfs) (v, G, k,

S, 1, texttt{apk})}
24. label{algo:dfs_sensitive_subgraph}
25. end{algorithm}
3.3 MIEYEER

VAN R R O = R (N O N (1
D3 BURFIE S 0 55 A i 1B CELER BT < A e 508 A I o 42 B
FRAE S A 30 g AR Y o5, AR AL R AE Y S TSR N
I A I o W R R S S T R e e RS L R (S K
IR0 B Y R RN R o 2 A0 g R AR 4 52 . OB i A R B Y - I
R TR 44 3 by TR AR Sy R AE R B 1) 4B B, T BT R TR 8 ke
FE TR AR B Y 4E BE RN A A B N B A — S AR AE
HeFE . 3D AR 1) & BN N R Y R RO IR
oGt B A R AE ) et T SN T A T i S B ) R 9 AR 4
JE 52 X o B0 18 8 1 A A R s AT A 5 8 i AL A o >
531 5 A4 245 4 Ak g R AE A

B 11 g5 T ARRAEAE PR R SE PR . O T AT B RS R AE
R P A ) R T AR A I8 R A R L SR D TET o e AR Y o R

AR5 1% s A e A O R A ) — 0 R TR AN 5 B Ok

* o

P11 AR AE 1) A g

Fig. 11 Diagram of feature vector construction

TERFAE B (IR B 7S P LB R ED 42 USSR S
AR AR T LA E o WA~ ARy - D AR R AR T i 45
P {5 S JH 7 A B AR 66 P 1) 248 5 2) 8 5> APK 1o I B4 ¢

AIE 2R Ry ) it L 58 B ) B R .

| arksagrzen [—e( aai
RS “—_,_G%Wﬁfﬁiﬁﬁé’q%’%,ﬁ b T‘Eif*j&*)
RETELANEL T

& 12 RRAE T P AR BRI G T 0 BN i P

Fig. 12 Data flow graph of feature subgraph generation and

frequency statistics

e 13 v, fi 0 B R T B2 NetworkX, 3 F VF2
B S IR R ) R A 0 U T e o A TR PR A G A R
P CHACBE ) ) W 79 A T 75 TR A

— FAEA b, EAEE, ) | AR
EWAPKHFARETHE }”C~ w«ﬁ@avm)" FHA &

13 WACBE R 7 P g 28 sl A O A e 4 3 5 oAt [

Fig. 13 Data flow graph for collecting feature subgraph patterns to

construct feature matrix dimensions

WA 14 R SE RS APK REA B RFAE 1] 34 A S 8
SR T RCHE I TUAL 3R AR L o B RO A B L AR X 7 ik
W IT IR R 22 B oy AT 55

$AAPKE PR | (BB sk 7 E| (REBIEEHHETE |64 APKHE K
ERETE [Pk EAERET| mEaanEs [T anEaE

Pl 14 e iR I o TR A R

Fig. 14 Data flow graph for feature matrix vector embedding

4 LBWPFRSERITM

A T 5 % L S SR T AR SO R A AL . RN R
SE G TP A RO 4 L B S R R IZ O A A AT S M RE B
.,

4.1 HiE&E

DREBIN #i 4l 45 J2& — A~ & 11 o 42 o 8 2 40004 460 0 1)
ANTFEHRME h Arp 2T 2014 AE R I, B4 L
BATNT R, B S A e T AR RRAE 42 ROk BRI A 5 A )
RN AT . DREBIN $UE &40 & 123453 A4 &R FIFE
AL HHh 5560 R BRI, X S B R AR AR B ORIE
F Google Play 1 JEHAE B 4 T 4, I 55 T M\ 8 50 3 &2 2% 1
ZRCEEAT N BRGSO D R SMS
WVE T HL4%

VirusShare™ #4888 & — A% 171 i 7] 8% 2 50 3F 58 1 4
B E B2 R Murdock T 2010 4R #E 57, % B 4
BB O S e TR A R A i L BB [ S () ey 2
ARG 0 T8 A G I R 19 0 SR s 152 3 06 ) S S A
VB A 2511 d5e A (9 3 23R B PR 22—, VirusShare 304
I T #IT 50 TB A BB REAR , K7 28 T3 DL B
WA . H N 2 AL HE 2 B S AL R, R R L
HOOREY BRI T O TR R DL R AT R T
Cn 5.0 10S) 19 7 8 B AR A, Ik A B A AT X
i A 2B B (To D) (4 8 2 41, F8 40 3 T 24 i b
SEZ =Y

MalRadar™® J& — A~ i F 22 510 28 0 1 e Joi ot 400
B8, S T I O vk O 8 G T O AR AR R | v A 1 R R K
PEEEAR . MalRadar B3 8560 & 4534 /S5 4 22 08 30 75 4K 1k
FEA ALHG APK SCUF B Lo HoHs s S M A 35 T A 2014 —
2021 4F 4 AW LA G ER. BREAIG R e
F T S BAE , I B 1 40 AT Ry 4 5 L i DR 450 1 o 1
PERITSEME . MalRadar (944 22 53 B8 A PR E T 8088 19 AL
PEL R AT TS 1oC 78 KB R BT ot 4241t T & i
B SZRE o A — A AS T 4G R BT Y B0 46, MalRadar o %%
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AndroZoo" J& —A~ MU JE K ELAS Wi 7 e 14 %2 5L B R
e B 46, )2 A TR B A 2 L T AR 0 BT R S

F1-Score=
A

JECINRPE TR SN2 ST € SSROE ] 'E;}JEEU Google Play

i,

2
1

+ 1
Precision

Recall
N T3, B 2% R 58 R0 Tl 52 B 4 38 T 52 0% 08 52

H i . AndroZoo B &1t 24 929691 A4y APK

ARG AR BE D EE A A AT L LR R 1 Bl e
HE.

SO R T RIS TR BERIR, 20 )iz AR AL . B APK
I A AT A BT S L R AR I PR A T E S

8
SO HEA A 09 31 552X, F T A e A2 R I A8 0 2 1A i

J1. Precision S 4 1E B T 10 1E 2SR A 5 Fr A 1000 R 1F 28

FPR= Fp

FP+TN

FEARM L] . Recall Ji: 4% 1E 50 B0 () IE SR A 5 Br 45 5L PR IE
BEEARB W], F1 Score & Precision Fl Recall W) 1# F1F 34
B WA TR R 22 5K, F1 45 B AT
AndroZoo [ ZRE TR T HAEAS (1 2 4 14 F 808 19

1

S REHT o S0 N B TT AT a2 0 A AR M R EL S A Y
JO7 PR AR R T2 5 X R e R T Al R AR T A A Bl
AT AT L 532 B AL Tk S A T A AT 55 R R L,

AUC= J TPR(FPR)d(FPR)
0

9D
10
B4k, AndroZoo P4 A BT TR AN A4 TT A8 L 461 4 o7 FH 04 0 Ay
{ \DEX g ¥f ] \DEX R L APK 144 . APK RYTT 370 7
MalwareBazaar™" ) & — A% [Tk 1T 2 £ W58 A R % it
MR REAR I &,

Il

AUC(Area Under Curve)J& ROC fli £k (Receiver Operat-
ing Characteristic Curve) [ 1 F , H:

E B TEM BTSN ST BCE &

HiE A A A B IE 2R (False
AR REAS IR DI 098 2 8, Nl B 2 AT 6 BEM T

Positive Rate, FPR) , 9\ 4 5 i B 1E R (True Positive Rate,

TPR). AUC it 35 ROC #h £k 55 6% 4h = 18] (49 1 A, 4 1
S TR E AN R 2B FPR Ml TPR A9 3h 25 28 fk 5%

PRl DA K A1 2547 el 4%, 38 1F MalwareBazaar, WF%5 A Gt A LL§%

0 <<TPR <1
1

Z o, AT A R T AR IR I R AR 1Y X 3 i
a1
JOd(FPR)éJ. TPR(FPR)d(FPR)éJild(FPR) a2
A b e 2 0 06 RO T R R A AT B v 5 3 A T RV R ;EfEﬁ(m%ﬂoﬁ(w) E‘Jﬁfﬁ?ﬁ,oéAU(ojél, M E %
B o3 BT AT AR . 1% & 080, AN Ak 7 % S A (True Positive Rate, TPR) ik ] KM 1 i, FN 9% 0,
A AR BCRR  E BEAR T RS BUA O 1T & 2058 A B4R it
T — AR A R AL X, %73
7% SCAF A 78 K1 B4 4 A0 45 DREBIN, VirusShare
A MalRadar, i B P8 AN >k B AndroZoo. R T i f#
By 5 09 F i 2 . 7E SC 5 B A DREBIN, MalRadar il Vi-

X 2 BB AU BB 4% 58 4 1 0 M 1PN T AT 1E SRR AR, R BT AR 1Y
rusShare F BEFLAHEL T 4000 4~ APK #:4%, 3 A AndroZoo i

TUAE A [ 9 28 B fEL T % I SRR AR 1) X 93 B8 ) 3 L RE 68 T AR
FPR).

EHARFRE S B TPR A 4 R IE % (False Positive Rate.
SRR P BEALIEL T 4000 4~ APK BEA . 33X Fh BE AL 0 A 7 2

PR TS0 R R R A B R B 0 3 4 O e S I S
oMt B T AT R A HCHE RE )

S ERORIR BN R . I, 24 AUC By 8T 1 I, 30 B
4,2 3tEbsIg

4.2.2 HFAEY E e M
ARBFST I SE 86 TAE 35 17 76 Ubuntu 4245 & 45 0 IR 55 2%
B SR ) AR A G 2 N B R 4T L R AR B (FCG)

M 3. 2 A A IR, B St X DREBIN Al AndroZoo %
AR S B v LT R R BORIE  Bo8E ) 25 48 CPU BEE T

a4 v BT o3 N AR e R AT R g AL B, AR AR IR T BR A0

R (FCG) Bt . 78 #4450 A A M A A R0 AE 18D 4 7 3 72
r A [ 0 00 5 A A AR AT 6 R A B G g 3 T A
23 AN J 0] A OB Y R A I 4
Table 3 Dimensions of feature matrices collected by different
rule sets
SR . LR T TR E B AFE Python 42 & P B Andro- HEA & IRy A 4
guard FlI Scikit-learn, B {1743 3 77 3% i A9 #2543 17 5 B Y MOBSF_rule(QOurs) 56288
API_Level_22 10969
IR B . API_Level 21 13550
4.2.1 FEBIHENA API_Level_19 15014
TESZ ) 3 FhAL AR % 2 BB Y 43 S VE BE HEAT T TR 4N APL Level 18 11536
HOXTEC I 30 B LA B (Random Forest) | MLP H 2519 IET MOBSF _rule HUI 42 I 45 10 5 4 B 34 51 56 288,
AL Stacking BB EAHA RS, ERREUT S TR gy MOBSF_rule 8% 40 3 2 4 FF K0 0 1R 5 th 38K 69 15
FE BE 48 BR . UE B 2R (Accuracy) . F1 43 80 (F1 Score) Pk K R EAE
AUC, il a3 54 %t e, vl D4 T 21 Ak 45 P 455 70 7 b 38 28 4K 1.2.3 st
AR U AT: 55 B ) R B
Accuracy= TPTTN (5)
TP+TN+FP+FN
Preci.\'iun:L
TP+FP
Recall(TPR) = 1P

TP+FN

RN B SR S 0 L A R AT T A A

SR T S0 e RO A 0 0 B BE 2 0 E T

MOBSF _rule #4875 43 J5 4T 55 w14 v 5 % , 76 0k 3£ a1 3F

(6) b THABLAR A7 1%, B T 35 T 5 984 A A9 Stacking

ik, SRS M Stacking J7 ¥ 16 B REREER I OF 65

0y B LA 7 0 » R A6 — S T 4325 28 0 0 0 65
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HEA SO B L& RIAFMZARRE S A SCRAT K ¥t
2 X BIE (K-Fold Cross-Validation) , 783X ff J5 ¥ v, 5 i 48
B K A KNI F & BRI . BIRERE—4F
AN RIEAE (N 5 R RO R K—1 AT HA4E
RN BHE K RS FEMRERAE - RRIESE.
B TA K UM UE 245 B 35 1, 49 20 808 B0 3% (R 1
RETT AR .

TEBE LR AR MLP #2225 DL & Stacking 45 A 24 2 fY
i G — R AT K H738 B UE ik, L 08 Al 45 5
BRSPS S M . RN IPAL 5 R A RE % TE 4 R R AT RR 1Y
HUOHE AR L I BE A RO IR B PP 45 2R 1 5 2%, AN R R R 0
fiE L 5 #2467 AT S A A

FERIH M RE PPAG X LS oh L e B R T BAAIL AR AR X —
Ml 2] ik, % MOBSF_rule, API Level 22, API Level
21, API Level 193X 4 Fp#L I £ JE47 7 FF 40 09 XF L 43 B X
— B LI TF S3Featurel®™ Y BFIT AL L i WF 5T R RE R FH T 16
B AR ARAR AL, = 50 30E T HAE 28 5 0 B SRR AT 55 vh 1 7 K
PR AT

val Ml

M1

val

M1

E I

BAeRIEE E

val

val

T T T

CLTOICET e T

B 15 22 XE ik K

Fig. 15 Cross-validation process diagram

25 JE B A O 2 L R P ARRR 2% W b 11 e 34, Sy sk kB
KR ECIE T (FCG) 4 3k 1Y e 800 I ) AR , A6 S2 38 P g T
TR A R R AR 0 B2 AR o AR R SERV/INEE 15MB BLAY
B PR ESCUR FH B AT AR AE AR B . X — PR S i i ar BB T
PLF W 2% 0 1 2, 18 K R B0 B R (FCG) 43 (35 158 4 i
REIBURIASE RN S5 iy T 55 4 5 vk, 3 B S A A 4 o
S DR Y 1 A 1 A S 0 8 R A AT S

B BLUT B BRI

D B4 Wi 4b 35 BE A i 36 . XF DREBIN, VirusShare.
MalRadar, AndroZoo iX 4 A~2> FF 5045 48 47 T AL #1, o 8 45
FCG K/M# it SMB BYREAS . X — 25 BEAAUA R4 7 B
FURL B TR T )5 SR AT 4 RIS T I 25 v vk

2) HE TR0 AR B BURFAE T 5. 43 9 5R J MOBSF _rule,
API_Level _22,API Level 21 F1 API_Level 19 3X 4 Ff £ |
£ AN I 1 pR 4500 1L (FCGO w48 BRURRAE 5 s 4 .

D FRAE 1) G ik A o B XS B A R AT Y R 0 A B AT
I3, I He T2 3 v i #0401, S8 H R IR 4 AL 04 - 18 7R
E A6 42 v ) o B R o A

MG 4 Jir o 19 G S48 A o ™ A% 7 [7] — B8 48 F X i
4 A HRIAE 0 M BE HEAT T X LA BT . SR, X 3 AN TR AR AN AR
U B 0 D0 A 2 B A AR A B8 008 T S5 it 3R A T R R G 0 — 4y

FAE 55, 7 M 2R G R N A S TR B R B
TE VLA A B 50 T, 2 B B IO R AIE 1 A5 00 07 T 21 3 4 22
G R AN RS oS e & = 2 NN 15 A P R ¥
PERERY A THPEAG . SEPR b FEBE 248 S X Fh B 42 s T4
H B9 AE FE AL ¢ (Missing Not at Random. MNAR) . BI 5 4E 1)
LR IFARBEDL R A= T 5 s A B B R AE B4R PL A K
ot FH AR AE 5 HUA 2505 0k Al ik A0HE 09 A B AL 25 28 R BT L AR AR 4R
A 2503 B e o A B A A ) i A 09 RN e L B3 1 e B
B 2 A 3 AR 5 R AE 32 BBOA 3B, A AR 2 A ] i
JHE R BOBAE AR RENL X R O

FEHE T MOBSF _rule BLIJAE 31 U HFAE 5] 1 BE A L A
SR T BENLAR M (Random Forest) . £ J2 B A1 AL (Multilayer
Perceptron, MLP) #1 28 W 2% FI Stacking = 4 ML 2% 2% > J5 1%
BEATYEREXT 1L, B 7R N R B AL p A B b, B — B 3R T 4
FAL S5 LR A .

AR 57 2T 0 53 28 DR A L 4R i T O i R B0 O IR
VB 4E i ( Homogeneous Ensembles) F1 57 I 4 i ( Heterogene-
ous Ensembles) . BfiHL 2% Ak & — Fb it L [7) P50 45 7 07 12, B
Fea S AR R P SR W L 38 3 Bagging 5 ik CF L [E] M B AL il
T AR 22 AR TR SRR I 412 L T 25 R, AT 482 A5 TR 1 R
PERZALBE F1 . T Stacking W& — B 5 U5 48 Bl Oy 2, HE L 2%
> 45 AT AR A [R) 248 28 4 A5S80S AR L S AR ) A AL L PR I
545 il 3 2% ) 2% (Meta-Learner) X 3 27 3 88 (19 1 ) 2%
BEAT WA 2, DT 78 43 ) TS RIS R 1 O 34, E — 2B 3R T 43
HKekfE ., W XTHX 3 4B RLFE ME A K (Accuracy) JF1 404
(F1 Score) #l AUC % X8 45 b5 b % B, BB % 42 1 D A5 A
) A AU 76 2 T MOBSF _rule #L U4 $& B 47 40E 17 5 49 43
FeVE R AT Sy 2 5 S0 T A AP G 0 A 55 08 456 e 0 P9 A5 L 4R A
P AL IR

Stacking (M 8 ) 21 & — P 25 4l () 53 U5 48 A o ) H oA, B
FE R RE TS A 2 A AR R (— BT B O A5
Yl gh— A T AL AL (A AL, DT 42 T 48 4 1) 35000 o .
Stacking (910> B AE 2 38 1 O IR AE BY 19 20 5ok s 0 M E AT
FIDE 3 R Ab B — BT AN 2, T 42 vz A e . 5 H Al 4
J 2 2 J5 ¥ (U Bagging A1 Boosting) #H k., Stacking B i =
T o PR B AV SR A AR 8 Y A R RN 5 N A7 PR O 38 ) oo
T 2 3 0o g A% b 21 45 330 4 LAl AR TR ) L

£ Stacking 1, B Al AT SE & H T % B4 A9 AS [ 1
AT A0S AT e AT i BERR O — G 7, ke — 2
A S 37 B R A Bl i A B ST AR TR e T AR TR A 55 e 2 ) 3k
THAE T 2 (B (Y 56 R, I AT S A B W0 . A S 78 ) DR AT
BT BLAR 2F > B035  ) A0 e SR | S ) £ BL L Bl 48 I 4%
S OB AT DL AT B S R A 2 ) R R R R 4 [l
U e P 1] U B T BR 1) ol 2 I 5%

AR SR B L2 S 48 ML BERLAR AR M, S MILP it 22 )
%, ou M e WA, KRB R a X (13) — K (16)
Fi7

P,=h,(X),m=1,2 (13)
P:[PI’PZ:I 14
M(P) = LogisticRegression(P ;0) (15)
y=M(P) (16)
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KA A, (XOJEFEEIT R PAIP, 2 FUEF A2
TSR, KD A I B SR PR P, S T2 2] 2%
BT AGERE . (15 Hr, 0 Jy 2 4 8l 3 ek Bony 248k, K 16)
kR TR ) 5 24 T 4

35 e [FRE AR AE i AR B R L AR SO ik O M R R TR
hFZ 2B (MLP) J5 ¥ M BE LA AR (R 7 ik, B R
A H Al AR R 4 S Y (AR T T 4. 32% . F1 Score 327+ T 3. 7%,

AUC AT 1.71%.,
4 N[EHL 0 B AE R AL AR ARAEAY B M BE X 1L
Performance comparison of random forest models with

Table 4

different rule sets

U & Accuracy F1 Score AUC
MOBSF _rule(Ours) 0.8891 0.8953 0.9691
API_Level_22 0.8833 0.8880 0.9508
API_Level_21 0.8901 0.8932 0.9556
API_Level_19 0.8661 0.8731 0.9484

# 5 T MOBSF_rule S4B HLE 2 > 7 i B9 PR BEXT LL
Table 5 Performance comparison of machine learning methods
based on the MOBSF _rule rule set
il oS Accuracy F1 Score AUC
Ours 0.9245 0.9246 0.9764
MLP 0.8833 0. 8880 0.9508
B AL AR A 0.8891 0.8953 0.9691
HERIE AXWEZETTERWOT .
D) T A% 50 09 HURR APT 4R 76 35 7 1Y 0 28R 1 080 4 v

EAE 32 B A 50R K A PR L 2R I MOBSF _rule #1045 JF & 2%
T U AP Y 2 o 0% 5 3R0E A6 DU A . BB 0% A 280 4 BB G At
AP AR & A4 ST HLA 4 A L 25 48 B AIE L X 4% 3 {5
DA B it /IR 55 % (C/S) SR 03l A7 45 . X SEARAE 1Y 42 T
JREEM A RAT S AL T 8 M5 8, B R TR IE R B
SR AL R R BURRE M AR T T AL ERE .

2) ffi i Stacking 4 82 > J7 ik, 38 b X 3 2 > 48 09 T
GERL U 2, Xof H BB B 2R bR R 2 3] O kL 2 R IR L
(MLP) J5 ¥ s A 3C 75 36 (0 7000 ok o 342 T+ T 4. 3226, F1 Score
BAT 3.7%,

H T 9% 77 V8 A Ak 3B K eR 00A FH B (FCG) B B 38k 1y
i 1) 42 2% B, A 312 7 A T T R 3R B TR R0 ) R AR
TR R T AT S RGBS ], SRk, TR R A R AE Y B

LER L FEE] A M2 4 (GNND AR, DL BB 45 T 22 i 8 &
B 4G I A *%%&zﬁ*ﬁ%wﬁxﬁ?'ﬂi% X — it

e T30 B 24 T A 4 22 55 R AR S R AR L T L R
S BT R A RS A ‘?Ff’t#ffﬁ%ﬂﬂﬁﬁ

% x
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