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Abstract At present,research on the security of video surveillance network systems still remains at the level of security indicator
systems and indicator weights. In order to further carry out research on the security of video surveillance network systems,a vari-
able fuzzy evaluation model was established to evaluate the security performance of video surveillance network systems. Regret
theory was introduced to verify the evaluation results, and actual cases were used to verify the effectiveness of the evaluation
model. This study uses variable fuzzy theory to calculate the comprehensive relative membership degrees of fuzzy evaluation mo-
del, neuron excitation function model, TOPSIS ideal point model,and fuzzy optimization evaluation model. Then, the evaluation re-
sults corresponding to these four models are obtained,and their arithmetic mean is calculated to obtain the final evaluation level.
The verification method based on regret theory used in this study can select the optimal evaluation scheme,and thus verify the
evaluation results using the variable fuzzy evaluation model. The evaluation model proposed in this study helps to take targeted
measures for weak links in video surveillance networks,improve the overall security of video surveillance network systems, and

provide guarantees for the security construction and use of video surveillance systems.
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Security evaluation index system for video surveillance network system
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Table 3 Evaluation grade classification
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1 AR Uy [0,60) [60.70) [70.80) [80.90) [90.100]
2 BEANR B U PR Uy [0,60) [60,70) [70.80) [80.90) [90.100]
3 AR Uy [0,60) [60.70) [70.80) [80.90) [90.100]
4 EHE NI Uy [0,60) [60.70) [70.80) [80.90) [90.100]
5 AN ER R R e A U, 3k AN Uy, [0,60) [60,70) [70.80) [80.90) [90,100]
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7 HL U 4 4ty 235 [T Usy [0,60) [60,70) [70.80) [80.90) [90,100]
8 % AR A 2 AR B BB B A U I % [ BT Usy [0,60) [60,70) [70.80) [80.90) [90.100]
9 wEU R Usy [0,60) [60,70) [70.80) [80.90) [90,100]
10 P HOAE A Uy [0,60) [60.70) [70.80) [80.90) [90.100]
11 iy ;mJ BARAE Hr o Uy [0,60) [60,70) [70.80) [80.90) [90.100]
12 o W% % Uy [0.60) [60.70) [70.80) [80.90) [90.,100]
13 3% 9% Usy [0,60) [60,70) [70.80) [80.,90) [90,100]
14 % & RZAEAH Us B R AR % % 9% Usy [0.60) [60,70) [70.80) [80.90) [90.100]
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Table 5 Evaluation information of expert group
. _ _ M E R
B = R AR TRl T%2 e
1 ¥R Uy 82 73 95
2 KER AU 35 25 42
3 FIR Uy, 55 63 71
4 3k WE Uy 45 34 57
5 X RPN 77 81 84
6 H % 10C #30] U,y 23 17 36
7 235 ML #T Usy 45 56 62
8 ) 4 WL BT Usy 89 96 82
9 R BT Usy 65 55 43
10 AL A 5w Uy 78 69 59
11 BARAE i om Uy 23 19 17
12 7% % Uy 67 54 76
13 3 %% Usy 81 72 90
14 KL R % % 9% Usy 25 17 16
15 W % % % % 9% Usy 65 82 74
4.2.2 HHEAasTEEE
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Table 6 Relative membership of each element

¥ =gk x5 1 %2 EXK3

2 1% 2% 3% 4 % 5 % 2 % 3% 4 % 5 % 1% 2 % 3% 4 % 5 %
1 B Un 0 0 0.3667 0.6333 0 0.2000 0.8000 0 0 0 0 0 0.2500 0.7500
2 %R Usg 0.7083 0.2917 0 0 0 0.7917 0.2083 0 0 0 0.6500 0.3500 0 0 0

3 A& U 0.5417 0.4583 0 0 0 0.9667 0.0333 0 0 0 0.4000 0.6000 0 0

4 3 % WE Un 0.6250 0.3750 0 0 0 0.7167 0.2833 0 0 0 0.5250 0.4750 0 0 0

5 3 % A EK Uz 0 0 0.8000 0.2000 0 0 0.4333 0.5667 0 0 0 0.2333 0.7667 0

6 I # 10C &l Uss 0.8083 0.1917 0 0 0 0.8583 0.1417 0 0 0 0.7000 0.3000 0 0 0

7 238 [ Usy 0.6250 0.3750 0 0 0 0.5333 0.4667 0 0 0 0.1000 0.9000 0 0 0

8 %] % B Usz 0 0 0 0.7000 0.3000 0 0 0.2000 0.8000 0 0 0.3667 0.6333 0

9 R W Uss 0 0.8333 0.1667 0 0 0.5417 0.4583 0 0 0 0.6417 0.3583 0 0 0
10 B 77 A% Un 0 0 0.7000 0.3000 0 0.5667 0.4333 0 0 0.5083 0.4917 0 0 0
11 B 1 Hir dm & Uz 0.8083 0.1917 0 0 0 0.8417 0.1583 0 0 0 0.8583 0.1417 0 0 0
12 W 5 % Uss 0 0.7000 0.3000 0 0 0.5500 0.4500 0 0 0 0 0 0.9000 0.1000 0
13 I3 %% Usy 0 0 0.4333 0.5667 0 0.3000 0.7000 0 0 0 0 0 0.5000 0.5000
14 SRR 4 %% Us2 0.7917 0.2083 0 0 0 0.8583 0.1417 0 0 0 0.8667 0.1333 0 0 0
15 W %1% % % 9% Usz 0 0.8333 0.1667 0 0 0 0.3667 0.6333 0 0 0.1000 0.9000 0 0

4.2.3 HHGAAATEEE PRI A TOPSIS HEAH s AR 58 A5 00 8 TF #8520 19 25 5 A

e MRS (7)) BEAT F 58, AR AT BEM T A B R b 22 5T I Al

Xbsfe IR B R 7 A,

241100095-4



E vy S B TR A BOR IR A AR I 1 0 4 22 A PR RE A 5 BE AT 5

RTOGRMXRIE L
Table 7 Comprehensive relative membership
. p=1l.p=1 p=2.p=1
ST Y ST Y ST Y Y Y Y
+%1 0.3297 0.2857 0.2538 0.1204 0.0105 0.1947 0.1379 0.1036 0.0184 0.0001
+% 2 0.4224  0.1704 0.1929 0.1862 0.0281 0. 3885 0.0405 0.0541 0.0497 0.0008
%3 0.3788 0.1668 0.1789 0.2242 0.0513 0.2711 0.0386 0.0453 0.0771 0.0029
. p=1l.p=2 p=2.p=2
X 1% 2 % 3% 14 % 5 % 1% 2 % 3% 4 % 5 4%
51 0.3893 0.3037 0.4066 0.1638 0.0297 0.2890 0.1599 0.3194 0.0369 0.0009
+%2 0.4356 0.1688 0.2789 0.3320 0.0757 0.3734 0.0396 0.1301 0.1981 0.0067
%3 0.4208 0.1787 0.2530 0.3869 0.0964 0.3455 0.0452 0.1029 0.2848 0.0112
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Table 8 Comprehensive relative membership after normalization
- p=1,p=1 B=2,p=1
o 1% 2% 3 % L 14 2 3% 1R 5
Ex1 0.3297 0.2857 0.2538 0.1204 0.0105 0.4282 0.3032 0.2279 0.0404  0.0002
+% 2 0.4224 0.1704 0.1929 0.1862 0.0281 0.7060 0.0821 0.1095 0.1007 0.0017
%3 0.3788 0.1668 0.1789 0.2242 0.0513 0.6232 0.0886 0.1042 0.1772 0.0067
. B=1.p=2 B=2.p=2
X 1% 2 % 3% 1 % 5 % 1% L 3% 1 % 5 %
0.3011 0.2349 0.3144 0.1267 0.0230 0.3584 0.1983 0.3963 0.0458 0.0012
%2 0.3374 0.1308 0.2160 0.2571 0.0586 0.4993 0.0530 0.1740 0.2648 0.0089
+% 3 0.3150 0.1338 0.1894 0.2896 0.0722 0.4376 0.0572 0.1303 0.3606 0.0142
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Table 9 Final evaluation results
5 , H _ N — B 43T

%5 RE H WFHER H,o., )

p=1,p=1 B=2,p=1 B=1.p=2 B=2.p=2 Brour %
%1 0.4 2.1965 1.8813 2.3357 2.1330 2.1366 2 %
R 2 0.3 2.2270 1.6100 2.5688 2.2311 2.1592 2 % 2.2063 2 %
+% 3 0.3 2.4023 1.8555 2.6701 2.4568 2.3462 2 R
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Table 10 Perceived utility values of each indicator

I BT R 13 ’%mﬁz F & §
wE %1 %R 2 +%3
1 A Un 0.0351 9.9361 9.9296 9.9418
2 KPR U 0.0104  61.1603 61.1603 61.1603
3 AN Uy 0.0061  61.1603  9.9222  9.9296
4 EHENEK Un 0.0653  61.1603 61.1603 61.1603
5 3k % S EE Uzo 0.2150 9.9296 9.9361 9.9361
6 W % 10C # M Uz 0.1186  61.1603 61.1603 61.1603
7 2835 ML BT Uz 0.0187  61.1603 61.1603  9.9222
8 ] % [ #T Usz 0.0351 9.9361 9.9418 9.9361
9 R Uss 0.0989  9.9222  61.1603 61.1603
10 B A7 % E Un 0.0078 9.9296 9.9222  61.1603
11 BARAL S F Uz 0.0504  61.1603 61.1603 61.1603
12 W% & Uss 0.0342 9.9222  61.1603  9.9296
13 B 3 %% Usi 0.0499 9.9361 9.9296 9.9361
14 B 4 % 9% Usz 0.1641  61.1603 61.1603 61.1603
15 M % % & %% Uss 0.0905 9.9222 9.9361 9.9296
16 AR R A 0.9986 1.0000 0.9993
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