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Intrusion Detection Method for Power Monitoring System Based on Multi-source Network Data

JIANG Yakun and LIN Xu

Yunnan Power Grid Corporation Yunnan Power Dispatch Control Centre, Kunming 650000, China
Abstract With the continuous advancement of informatization,networking,and intelligence in the power system,the power mo-
nitoring system is facing increasingly severe network security threats. It is particularly important to conduct a comprehensive and
in-depth analysis of the multi-source data covered by the power monitoring system network, taking into account various factors
such as network asset security risks,user behavior,and business characteristics. Based on this.a multi-source data cleaning me-
thod and intrusion detection method for power monitoring systems are proposed. The improved maximum correlation and mini-
mum redundancy algorithm is used to select the multi-source security data features of the power monitoring system network, re-
tain appropriate security data features,and use a network intrusion detection model to detect and classify multi-source network
security data,effectively solving the problem of complex feature attributes of multi-source data in power monitoring systems lead-
ing to decreased accuracy of model classification in the later stage. Simulation experiments show that the proposed multi-source
data feature selection method and intrusion detection algorithm have significantly improved the detection rate and classification

accuracy of attacks on power monitoring systems.
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Fig. 1 Network topology of the power attack dataset from the
University of Mississippi
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Table 2 Intrusion detection dataset-training set
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Table 3 Intrusion detection dataset-test set
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Fig. 4 Network structure based on multi-source network security data
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Fig.5 Impact of neuron number on accuracy
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Fig. 6 Impact of number of fully connected layers on accuracy
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Fig. 8 Impact of fully connected layer dropout rate on accuracy
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Fig. 10 Impact of learning rates on accuracy
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Table 4  Simulation parameters design
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Table 5 Classification results of each model

wn & AR B AE %k

Acc P R Acc P R
KNN 68.50  66.53 67.52 67.52  67.32 67.34
LSTM 60.70  59.47 60.12 67.16  66.07 66.62
GRU 68.50  67.64 68.09 67.68  65.12 66. 40
XVM 70.30  69.99 70.15 74.56  73.29 73.92
Ours 70.39  69.00 69.70 78.81 77.10 77.46
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Fig. 11 Classification model training results under different feature

selection algorithms
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