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Abstract To ensure the safe and reliable operation of quadcopter unmanned aerial vehicles at emergency rescue sites,and to ad-
dress the non-standard interaction of quadcopter unmanned aerial vehicle information systems at emergency rescue sites, this pa-
per proposes an emergency rescue quadcopter unmanned aerial vehicle system rescue site spatial information body,and verifies the
integrity and confidentiality of the emergency rescue command center control module and control signals based on cryptographic
methods. At the same time, in order to ensure stable flight of quadcopter drones according to command signals, a quadcopter
drone dynamic model is established,and a Feedforward PID based quadcopter drone pose controller is adopted. Finally,a joint ex-
periment is conducted using Python’s Cryptography and Matlab’s Simulink. The results indicate that the password module used
in the study can complete authenticity and confidentiality verification,and the pose controller can also effectively achieve patrol
operations at accident rescue sites. This study provides effective theoretical support and technical assurance for the safety and re-

liability of quadcopter unmanned aerial vehicles in practical emergency rescue applications.

Keywords Cryptography.Quadcopter unmanned aerial vehicle, Network security.Feedforward PID,Pose control
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Fig. 1 Network security control flowchart for quadcopter drones
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