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Rank-sorting Hybrid Genetic Algorithm for Search High Quality Balanced Boolean Functions

ZHAQO Haixia'*,LI Xin' and WEI Yongzhuang®
1 School of Mathematics and Computing Science, Guilin University of Electronic Technology,Guilin,Guangxi 541004 ,China
2 School of Computer and Information Security,Guilin University of Electronic Technology,Guilin, Guangxi 541004, China

3 Center for Applied Mathematics of Guangxi(GUET) , Guilin, Guangxi 541004, China

Abstract The balanced Boolean functions with favorable security indicators are always used as core component in symmetric ci-
pher,which can guarantee the overall security of cipher. One of important approaches to get high quality Boolean functions is
searching by using heuristic algorithm. This paper designs Rank-sorting hybrid genetic algorithm to search balanced Boolean
functions with high nonlinearity and low absolute autocorrelation values. Compared to traditional genetic algorithms.the following
strategies and methods are designed and used in Rank-sorting hybrid genetic algorithm. Firstly,the crossover protection strategy
is designed and used in the crossover phase,which can assure the balance of offspring. Secondly,elite selection strategy based on
the value of fitness function is utilized in the selection step,in order to prevent the loss of excellent individuals. In particular,
a sorting method named Rank-sorting algorithm is proposed and implemented on the selected offspring before they entering the
next iteration,the result of using Rank-sorting algorithm is that the differences between individuals for the next crossover are in-
creased , the possibility of generating excellent offspring is enhanced and the risk of the whole algorithm getting stuck in local op-
timal solutions is reduced. Experimental results show that for the Boolean functions with even number(6 to 14) of variables, ba-
lanced Boolean functions with almost optimal nonlinearity and low autocorrelation can be searched by using Rank-sorting hybrid
genetic algorithm,

Keywords Balanced Boolean function, Hybrid genetic algorithm, Nonlinearity, Absolute autocorrelation values
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Fig. 1 Flow diagram of Rank-sorting hybrid genetic algorithm
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Table 4 Nonlinearities of the Boolean functions searched by using

the algorithm
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Table 5 Comparison of nonlinearities and absolute autocorrelation values (N;,Af) for different methods
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