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Abstract Current malicious domain detection techniques based on graph neural networks rely on domain experts for meta-path
selection to convert heterogeneous graphs into homogeneous graphs for direct learning. This approach struggles to leverage the
rich topological information within the graph and lacks good scalability and generalization capabilities. For this issue, this paper
proposes a malicious domain detection technique based on inductive learning from heterogeneous graphs. Firstly, it constructs
a heterogeneous information network with nodes representing domains,hosts,and domain registration information using a meta-
path generation algorithm. Secondly,to address the model’s poor applicability in real networks under direct training,it utilizes the
inductive graph neural network HeteroGAT to learn the general structure of the heterogeneous graph formed by training samples
and enhances detection performance through an autoencoder-based domain feature representation. Finally, it compares the pro-
posed algorithm with machine learning and deep learning methods on public datasets. Experimental results demonstrate that the
proposed method achieves superior performance metrics and effectively handles data imbalance even with a limited number of
training samples,showing strong robustness.
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IN =1
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LA AT R R AL B
4.2 KWigE

A Adam £k #5 X 452 8 3 47 8 6, 8 K epoch £ K
100, W14 2% 2 32 0. 005, Fis i 11 4 ) 7% B J 2 1) 46 1% o 16,
T B MEAE S I 1 X 107", dropout K 0. 5, 7E B4 3iF 42 o
Tt loss B A Ry R A7 B RY 1) 2% R F b AT k. BT A SC 46
1€ NVIDIA 3090 biz47, ¥ 2% 2] HEQR B F PyTorch #5 2 .
i FH 19 9 #2187 A Python 3. 10,

7R 3R FAHE R R (Accuracy) A i % (Precision) . 4 [
(Recall) JF1 {8 A1 B & 17 41 ¢ 2 B (MCC) 5 A48 A7 S PF Al 4
RMERE RS R
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Recall— % (15)
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) (TP+FP)(TP+FN)(TN+FP)(TN-+FN)

an
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— A 5 1F 4 O VR AR AL (9 80, PR R AR 4 P 10 %6
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70 % N, 73 12 RS R F1OAE 43 )2 93. 86%,92. 72% Fl
93.29% s BN ZREA (5 bl 50 % i, 7 [l 3 DS B R F F1
I3 JE 93.96%,92. 89 % Fl 93.42% . Al LIE BN ZREEAR &
L62hy 50 %6 B 2% PF Al 18 A5 2L W% i TSR RE AR &5 LL ol 70 %4 A
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Table 1  Performance comparison under different training sample
proportions
%)
AR RS EREES LR ES F1

70 99. 25 93. 86 92.72 93.29
50 99. 21 93.96 92. 89 93.42
30 99.09 93. 34 90.78 92.04
10 99.05 92.62 91. 14 91. 88

5 B SEBR A HR A R RS S AR SORE DI R AR AR Y
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Sh RS S A 2 I Y S Bk G A B A T N A B B4 20 25 O T N S
22 A 33 30 2515 B RE 4 7R A R A AR T DR A B T
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FFAE TR 53 G0 (0 0 BB i S B S R A4 1 T
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20 R A 2 18] B9 S IR DR T, DA T B A A A R AR R 2

TE 548 B o 6] I 25 % R 3 28T 5 22 (R e R L 4R AR T B
TR I R R, H I FL E M MCC 4 513k 3 & &
93.96%,93.42% 1 93.01%,

#* 2 AREITEEREX T

Table 2 Performance comparison of different methods

0

VS X ES =R U KRS Fl1 MCC

Tk A EP AR W R 98. 67 87. 64 89.70 88. 66 87.96
T ENF K 98.31 85. 34 86.08 85.71 84.82
P R 99. 16 93.39 92.59 92.98 92. 54
KX F % 99. 21 93. 96 92. 89 93.42 93.01
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Fig. 4 Confusion matrix of different methods with 50% training

samples
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Table 4 Comparison of performance with machine learning methods
[€79)
o KNN SVM RF XGBoost A X
WA E
Recall Fl Recall F1 Recall F1 Recall F1 Recall F1
70 71.17 74. 84 75.46 78.85 73.01 80.95 85.28 89.68 93. 86 93.29
50 61.78 71.31 74.43 77.78 72.13 81.23 87. 64 91. 04 93.96 93.42
30 62.50 70. 86 77.82 80. 00 66.53 77.01 85. 89 89.68 93. 34 92.04
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Fig. 7 Performance comparison of methods with 10% training

sample proportion
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Table 5 Comparison results with different detection methods

[€79)

Wk W ENEES LK ES Fl1
LSTM-FCN 98.95 93. 14 71. 41 81.48
HANDOM 99. 00 94. 81 90. 78 92.75
KXW % 99. 21 93.96 92. 89 93.42
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