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Abstract In recent years,the security issues of smart contracts have become increasingly prominent,and vulnerability detection
has become a key challenge. In scenarios where source code is not publicly available, bytecode-based detection methods have at-
tracted significant attention. However, existing deep learning methods typically rely solely on sequences or graph structures,
which makes it difficult to fully capture vulnerability features. To address this,this paper proposes a smart contract bytecode vul-
nerability detection method based on heterogeneous graphs and instruction sequences,called RGCN-ResNetlD(Relational Graph
Convolutional Network and ResNet-based 1D Convolutional Network). This method models bytecode as a heterogeneous graph
and instruction sequence,using a Relational Graph Convolutional Network (RGCN) to extract structural features and a ResNet-
based 1D Convolutional Network(ResNet1D) to extract sequential features.and then fuses the two types of features for vulnera-
bility detection. A cross-entropy loss function is also designed, which dynamically adjusts the weight based on the number of mis-
classified samples,effectively alleviating the class imbalance problem in the training set. Experimental results show that RGCN-

ResNet1D achieves F1 scores of 95.43% ,90. 67 % ,and 92. 31% for detecting integer overflow, timestamp dependency,and self-
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destruct vulnerabilities, respectively, significantly outperforming the comparison methods.
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Table 2 Performance comparison results of RGCN-ResNet1D method with other methods
%)
- EHoE i 1B B AR EIE &R
) P R F1 P R F1 P R F1
SmartCheck 53.21 33.62 41. 20 43.11 38.23 40.52 46.32 40.12 42.99
Mythril 41.32 70.69 52.14 58.61 44.59 50. 64 58.03 54.74 56.33
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LSTM 69.48 66.96 68. 20 49.59 54.50 51.93 62. 86 56.41 59.46
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Table 3 Comparison of with and without data flow edges and bytecode instruction sequences
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GCN 89. 68 87.37 88.51 66.67 63.79 65.20 69.23 75.00 72.00
RGCN 92.83 91.21 92.02 79.19 81.68 80.41 86. 96 85.71 86.33
RGCN-ResnetlD 96. 33 94.56 95.43 93.92 87.63 90. 67 91.14 93.51 92.31
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Table 4 Comparison of different types of loss functions
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