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Abstract Ring signatures possess spontaneity and anonymity, which can protect user privacy while implementing digital signa-
tures. They have been widely used in scenarios requiring the concealment of the signer’s true identity,such as blockchain, elec-
tronic voting,and digital currency transactions. Identity-based cryptography can avoid the complexity of public key infrastructure
construction and public key certificate management, which offers better system performance. Based on the SM9 digital signature
algorithm,an identity-based domestic cryptographic algorithm, this paper constructs a ring signature scheme that satisfies general
system model and security model. In the random oracle model, it is proven that this scheme has EUF-CMIA security based on the
q-SDH hard problem. It is also proven that this scheme maintains full anonymity even in the presence of adversaries with access
to the system’s master secret key. Theoretical analysis and testing indicates that this scheme has significant performance advanta-
ges over existing similar schemes. When the number of ring users is 1024, the signature and verification rates are improved by
121% and 111% respectively,and the signature data size is reduced by nearly 50%.
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Table 1  Calculation overhead of ring signature schemes
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Table 2 Communication overhead of ring signature schemes
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Table 4 Test results of algorithms
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Fig. 1 Relative velocity of the proposed scheme compared to the

scheme in reference [19]
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