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Firmware Recovery Based Emulation and Testing Method for Industrial Gateway

WEI Zihan' ,MA Rongkuan', LI Beibei’ , YANG Yahui' ,LI Zhuo' and SONG Yunkai'
1 School of Cyberspace Security,Information Engineering University,Zhengzhou 450001, China

2 School of Cyberspace Security,Sichuan University, Chengdu 610207, China

Abstract With the continuous development of intelligent manufacturing industry,edge computing devices represented by indus-
trial gateways are widely used in industrial sites. At the same time, software vulnerabilities of industrial gateways are beginning to
affect the security of industrial networks. However,due to the specialized implementation of industrial gateway and the low-fideli-
ty of firmware extraction,existing methods could not meet the security testing requirements. To address these issues,a firmware
recovery based emulation and testing method for industrial gateway is proposed. Firstly,based on the extraction of the firmware
filesystem,a heuristic recovery method is employed to free up and repair duplicate and erroneous system files, which provides
a file access basis for emulation. Secondly.a heuristic emulation intervention method is adopted to mitigate errors occurring during
emulation, which implements test-orientated emulation. Finally,a fuzzer is designed for industrial gateways that can be emulated.
In evaluation part, firmware filesystem recovery is performed on four real industrial gateways. The emulations and fuzzing tests
are conducted on important applications in two industrial gateways. The evaluation results reveal an average reduction of 27. 2%
in the degree of chaos for the recovered filesystem.and show a good result for emulation. Moreover,an undisclosed denial of ser-

vice vulnerability in real industrial gateway devices is discovered during the fuzzing tests, which proves the effectiveness of the

work.

Keywords Firmware emulation,Industrial gateway,Internet of Things security.Industrial control system security,Fuzzing test
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Fig. 4 Comparison of filesystem repairs
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