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Detection of Web Command Injection Vulnerabilities on IOS-XE Based on Static Analysis-driven
Approach

LU Bo and LYU Xiao

Naval University of Engineering, Wuhan 430033, China
Abstract Vulnerability mining for the Web interface of network devices has become very common,and the abuse of vulnerabili-
ties poses a serious threat, the security and stability of network devices catch the attention in the security field. Fuzzing is the
main method for Web interface vulnerability mining of network devices,but these methods have little effect on the Cisco IOS-XE
system. Therefore,a static analysis-driven fuzzing framework based on the I0OS-XE webUI, called IOXFuzzer,is proposed to de-
tect the underlying command injection vulnerabilities. IOXFuzzer increases the probability of discovering vulnerable code by mo-
delling back-end Lua scripts with abstract syntax trees, constructing dangerous path libraries to trace dangerous paths back-
wards,constructing parameter trees to filter high-quality seed libraries,and generating high-coverage test cases. At the end,1OX-
Fuzzer is evaluated on Cisco ASR 1000,ISR 4000 series physical devices,and CSR 1000v series devices with 69 different firmware

versions from 2019 to present and detects a total of eight underlying command injection vulnerabilities, one of which is undis-

closed.
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SEAAHAE B AEDY A v R LUE 5 30 25 4 A R 3L g AR R 2
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HEAT ORI AR 0 AR B, i, R R (x. 1R S B 3%
25 PR EL Func_ AT Fune_ A 3U# H AL #3845 Fune_B, W £ M 5]
HEE (xo ) BEP R H] Fune B 12 50W i, 55 8 Dy A kR
NSEMW

%} configSeriallnterface. lua SCIFA 1 (1) 2 B 3 43 4%
wmE s s P aETE2RRELR.

Parsing [ ¢/webui/rest/configSeriallnterface’ ]
Node(‘/params”)

Node( ¢ /params/interfaceConfigArray”’)

1.

2.

3

4. Node(‘/params/interfaceConfigArray/LLLL")

5 Node(‘/params/interfaceConfigArray/LLLL/admin’)

6 Node( ‘/params/interfaceConfigArray/LLLL/ipvd’)

7 Node (*/params/interfaceConfigArray/LLLL/ipv4d/
ipvd Address”)

Node( */params/interfaceConfigArray/LLLL/ipv4/Nat’)

9. Node( ‘/params/interfaceConfigArray/LLLL/ipv6’)

10. Node (‘/params/interfaceConfigArray/LLLL/ipv6/
listIpb6 Address”)

11. Node (°/params/interfaceConfigArray/LLLL/ipv6/
listIpb6 Address/LLLL")

12. Node (“/params/interfaceConfigArray/LLLL/ipv6/

listIpb6 Address/LLLL/“ipv6 Type””)

13. Node (¢ /params/interfaceConfigArray/LLLL/wanPrimaryOr-
Backup’)

14. Node( ‘/params/interfaceConfigArray/i’)

15. Node(‘/params/interfaceConfigArray/i/ipvd’)

16. Node( ‘/params/platform”)

B5 280k
Fig.5 ParaTree
3.2 TRKREE
P75 1 78 S5 S W 8 AT % B v A 2 o L T 3 n kR
Tl i AT REPE . B DL B AR R SR WS T B A FLE BT s
AAF S BEHLE T4 B Cisco I0S-XE X FEE 2410 R 55, 7%
AU I % R B R G R LA & OpenResty 2204 (945 & .
H-38 URL B892 5007 G652 B PE i & 1 A 25 4, 55
SR K 23 W 18 B (R0 A o PR O B R A 0 AR R
i, 5 e AR K
1) 2R P 4 i A8t 32 SEAR X S BGHEA T8 — 3 Ty, 8 oL B
5722 4 I 3 H 4728 S Ab B, AT LA O UL B8 R R G A
AT
2) X J5 vty A SR AT W0 2 AT, 1 TR0 S Y o R v Y R
BN AR B A5 IR ik 26 % & 03k A 461
BIA B, TR T & W7 4 3 25 5 ma AR AT B 5 R
1 GRS G P B e DLW 36 . B A0, ZE AT copy #RAE
A, P A% ] fiE R [ € i (U0 bootflash/tftp/scp &%) . B AR
JRAE (4N isEnable = true) , $2 BUix 88 2 $ % & 3F 17 &1 X o 11
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7 REAE A AR B A AT A R A

3) 5L AL TR Sk i) S8 A 3 T . Sl A BT B R
BRI LR SCfE B T LU S A B W R s . i, 28
LTFEAIPFRETHEMNERME RN < x x x B & A
“password”“username”* config” 5§ {a] R {1 Z: £, W A] DL X o 4

A B B L S Tl 45 8 R L L O A B T AR
EE TR .

TIOXFuzzer % Cisco IOS-XE Ji§ 2 1 A U 17 #£ 47 1) iz
B S8 K 7 RS B P A S BGE R 3 shell A4,
fik &S EAN . ATEFRENE. ESRRN LR T A
ST REMA T, Horh, G S0 248 7 10S-XE
A48 bootflash H 5% F B # 3¢ . H 3C 77 ik 35 % bootflash
XF R JZ linux H 5% /bootflash,

e A O R B S A 38 T A A ) T LA AE AR S
- HhoiIn ATE bootflash 5% Q1 22 344 1 i 4, 5] B 75 ik
i1 FH 25 K% 91 1E it b B8 55| 5 0 5 SC S R TR AT L DA IIE A A A
T, oA FREIMT .

1) “id>/bootflash/CCC’

2) “&.id>/bootflash/CCC’

3) *$ (id>/bootflash/CCC)’

4) “fip:// $ (id>/bootflash/CCC)’

FAR TOS-XE 2% S 5 Mde 4 A 31, F 58 245 50 F 15 8%
S E AL SEAHLE], BRI T R R G009 FI DL % T
5T s,

BEAN R T 4 TR ASR I X R L AR K R T 3R AT AR R A B
BF, TG g ¢ A5 B0 00 3 481 0 AT 4T A A 3R L LA S £ R AT 5

Al
G

Pl 6 B SR T 4 o A b Ay B AEL L 3 o el S A O X R
H— AN AR AT AR S A RS AT AR A= AR 0 3 R 45 (O 3 R 451
WS 52 J5 Az AN —RE B SR o 7 I R R AT AR v o
5 B 5 W AR G AT 52 LR A 2 I R AR Al T
R AT H5 05 3057 15 57 A I sl T 400 % 326 58 B0 U PR AR IS o 4%
SR BIVET A S AT . S R O iR D T A LR
P TR AR R .

/webui/rest/saveFile{

feature” . *id>>/bootflash/CCC15” , -}
feature” . “ “id™>/bootf{lash/CCC167 ", -+ }

/webui/rest/saveFile{
“feature” :“ $ (id>>/bootflash/CCC17)”,+++}

{
/webui/rest/saveFile{
feature” : ftp:// $ (id>/bootflash/CCC18)”, -}

feature” :“\\'$ (id>>/bootflash/CCC19)”, -}

1
/webui/rest/saveFile{
1

/webui/rest/saveFile{ "

6 ik g
Fig. 6 Test cases
3.3 BREkKE
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FUIRZS 24 Web IR 55k & Ja 4k 8 & 2% g 2 /IR 1 91

4 KWL

10XFuzzer 4= # ffi i Python 52 8L, 3 3% JH T JT ¥ B
ANTLR4 #47H % .

SCI T A4 A HE Cisco ASR 1000 & %1 ISR 4000 £ 1l
SEPRBEAS FI CSR 1000v L 5. B RA 55 16, 3. x—
17. 9. x. 331 69 A B A B AS L % TOXFuzzer #E47 T 4 1 0 3t
VL R R 817 .

TEHE R TIOXFuzzer 3G P77 0 EEH & T LT PR
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2 DA 1 A 0 255 236 DA B s 55 R BB 7 28 DA H U T
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S5 s TIOXFuzzer 5 3 B I X T H W13scan
CRFuzzer #E45%F . W13scan J&— 3K I IR 1 Web IR [ & #1
TR, RSP A e H B A S R SR T IR
Uit A CEE G crawlergo i H B A4 Q8 ) L5l 1 A a2 A%
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BB ] 52 2 BE S OCND
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] 75 AR 0 SR IR 7 R B QLR ) 1 v s URL
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A URL W& K AW ASH B8 EA MM RTT
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) BEMAEAE RSB BRI D, 84T S &
ZEH CAT WAL A XA S HEEM TR MR 1+C+
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7, Mz B By 23 Rl 2% i OU x CP),

(3) W32 FH 90 774 - A6 A= ik 4 i, TOXFuzzer DL %8
VF1) 46 3o 2 B 0 3P 061 T A A7 8 22 S (LB 6D T AS J2
R & R — R85 X R 7 2, fi 5 A bootflash H SEF
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H T TOXFuzzer A W) 46 #0778 3 5%, % 5256 56 1L
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Je s Lua P 42 B0 AP {5 B /9 7 30, RE 9% 38 B K 40
URL,{H & % & webui. conf # #84> URL X J7 89 40 B8 3C 14,
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Fig.7 URL number

4.3 POSTHERSH

7 MR TOXFuzzer A B 02 FH 4610 94 28 55 38, AR SC
BT A [ PERE AR (16.3.8,16.9.5,17. 1.1 F1 17. 9. 3a) HH i
8 /4~ URL(UH configController, policy, logs 5) , 3 % H: POST
WK SRR IUE AT 70 e SE 8, 7 2 U ok S 8e
TOXFuzzer 38 i ¥4 @ 1 244 . S 800 19 7 UM Lua J4 4% v 42
WS IR S8 B & T 18P Rh g5 R sk 1 s,

MSEEG S5 R T LR i i W13scan + 2 il i3 /i i DT i
e B g J7 2 AR 1 BT T ER 1, T 3R UL AR U URL 7E A
B BT A DU, JC VR A D ) ool 55 A0 3 b — 28 B 4B O, X
TH— URL. i1 T CRFuzzer J2& Ml s 3 5K W 51 HL & 2 0y
2% 08T W2 DL E S50 X T00A 75 2 i & S 50 1T
A configStaticRoute, configSystemGeneral il updatelnterface-
Details, W13scan+ fll CRFuzzer #f A 48 B¢ Hi JIT 4 2 50 1fi %)
T configSeriallnterface Fl license X 86 4 & & 24 4b B 3% 5 1Y
T, BRI B 8 & DR £ . TOXFuzzer M5 3 5L IR
F (9 2 HO0 v 2 IR 2 MO [ W3scan+ Hl CRFuzzer 2%
ZARZ AT LUAE B 2 R i Fh 7 RO & T R LG
ARSI HE 2

# 1 POST iRk 2 H 48 B

Table 1 Extract POST parameters
W13scan+ CRFuzzer 10XFuzzer

URL 16.3.8 16.9.5 17.1.1 17.9. 3a 16.3.8 16.9.5 17.1.1 17.9. 3a 16.3.8 16.9.5 17.1.1 17.9. 3a
configController 10 8 8 8 11 15 15 15 15 21 21 21
configSeriallnterface 2 2 2 2 7 1 1 1 16 52 52 97
configStaticRoute 15 16 19 14 15 16 19 14 15 16 19 14
configSystemGeneral 13 43 53 56 13 43 53 56 13 43 53 56
http 5 5 6 10 1 1 1 10 11 12 13 24
license 2 11 15 16 3 37 42 40 13 68 87 85
logs 2 4 5 5 6 4 5 5 6 8 14 11
updatelnterfaceDetails 18 18 18 18 18 18 18 18 18 18 18 18
Total 67 107 126 129 74 135 154 159 107 238 277 326

4.4 iR R E

9 7 MK TOXFuzzer (149 T A I 20 %, A< S 30 76 1 BE AR
Xof B84 A SRR 45 ASR1000 EXF H T W13scan+ , CRFuzzer
M I0XFuzzer 7 16. 3. 8,16. 6. 4,16. 8. 1,16. 9. 5,16. 12. 3,
17.1.1,17.2.1r,17. 3. 2,17. 3. 5,17. 9. 3a 3% 10 4™ iR A [# £
L s st A A s D, 25 SR AN TR 8 TR .

M 8 Al LA HY . W13scan—+ {8 M R 3 1€ B g4 )7 =X
PEAT RO I3, #E B S8 K T )5 6 & 5 IOXFuzzer X 2E B9 058
FAGIHEAT T 4T A Ab 2R, 70 A5 D0 3 B B R s 20 T 518 46 %2
H AR EL #E BT 5 T CRFuzzer; [ B I0XFuzzer i 13 L 2 5
SR T3 SR L W T ) R A Bl 4R T TR I A DU 1Y
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Table 2 Comparison of vulnerability detection
D W13scan+ CRFuzzer 10XFuzzer
ISR 4000 CSR 1000v ~ ASR 1000 ISR 4000 CSR 1000v ~ ASR 1000 ISR 4000 CSR 1000v ASR 1000
CVE-2019-1862 1 1 1 1 1 1 1 1 1
CVE-2019-12650 1 1 1 1 1 1 1 1 1
CVE-2020-3211 1 1 1 1 1 1 1 1 1
CVE-2021-1435 0 0 0 1 1 1 1 1 1
CVE-2022-20693 0 0 0 0 0 0 1 1 1
CVE-2022-20851 0 0 0 1 1 1 1 1 1
CVE-2023-20273 0 0 0 0 0 0 1 1 1
unknown 0 0 0 0 0 0 1 1 1
Total 3 3 3 5 5 5 8 8 8
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