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Chosen Plaintext Attack on Chaotic Image Encryption Algorithm Based on Perceptron Model
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Abstract This paper analyzed the security of a chaotic image encryption algorithm based on preceptron model and
found that the essence of the algorithm is to change the value of bits of the plaintext image according to the equivalent
key stream to get the cipher image. However, there is no relation between the equivalent key stream and the plain text
image or the corresponding cipher text image. By applying chosen plaintext attacks, this paper found that the equivalent
key can be cracked,which can be further exploited to decrypt the target plain image. In addition,two other security de-
fects were also reported. Finally, the original algorithm was improved to overcome the shortcomings of the original algo-
rithm. Both mathematical analysis and experimental results show that the feasibility of the proposed chosen plaintext at-
tack strategies and the effectiveness of the improved algorithm are verified.
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