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AFL-VTest:Fuzzing Framework for Aerospace Embedded Software

WANG Shuai' , HUANG Chen®, JIANG Yunsong® , XIAO Xi' , WANG Guanlin' , YU Tingting® and XU Qizhen’
1 Tsinghua Shenzhen International Graduate School,Shenzhen, Guangdong 518055, China

2 Beijing Institute of Control Enginecering. Beijing 100094 , China

3 Xiamen Software Supply Chain Security Public Technology Service Platform, Xiamen, Fujian 361000, China

Abstract The reliability of aerospace embedded software is a critical determinant of space mission success. Fuzzing has become
the mainstream method for defect detection and vulnerability discovery today,and has achieved significant success in the field of
software security. The research on fuzzing methods for aerospace embedded software has profound significance for enhancing the
reliability of such software and promoting the progress of aerospace technology. Therefore, this paper proposes AFL-VTest,
a fuzz testing framework specifically designed for aerospace embedded software. It integrates a streamlined source code instru-
mentation method and a novel checksum-fixing algorithm tailored to address limited memory resources and the prevalence of
checksum verifications in embedded systems. Evaluation experiments conducted on multiple sample programs and practical aero-
space embedded software demonstrate the effectiveness of the proposed instrumentation method and checksum fixing algorithm.
Finally, AFL-VTest successfully uncoveres three previously undetected defects within the actual aerospace embedded software
projects,thus verifying the effectiveness and practical value of the proposed method in bolstering the safety and reliability of aero-
space systems.

Keywords Embedded software,Fuzz testing, Software testing, Defect detection, Source-level instrumentation
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Table 1 Comparison of advantages and disadvantages of different methods
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Fig. 1  Overview of coverage-based greybox fuzzing
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1. ifCul6(buffer) == 0x1234)

2. ul6 length=ul6(buffer+2)

3 if(Xor(buffer+4,length+2) == ul6(buffer+length-+6))
4 if(Add(buffer+4,length) == ul6(buffer+length+4))
5. switch(ul6(buffer+4)) {

[ case O0x11:handle_11() ;break;

7 case 0x22:handle_22() ;break;

8 default:break;
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