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Attribute Grouping-based Categorical Outlier Detection Using Isolation Forest Ensemble Strategy

SONG Yijing and ZHANG Jifu

School of Computer Science and Technology, Taiyuan University of Science and Technology, Taiyuan 030024 ,China

Abstract Attribute grouping is one of the effective steps in high-dimensional outlier detection,but the current ensemble strate-
gies in attribute grouping-based outlier detection only take into account the local outlier information within each attribute group,
and ignore the global outlier information of all attribute groups,which can lead to a biased ensemble of attribute group outlier in-
formation. This paper proposes an attribute grouping outlier detection approach based on Isolated Forest ensemble strategy by
using the local and global outlier information of attribute groups. Firstly,attributes are automatically divided into several attribute
groups based on the local and global correlation among attributes,and the outlier information of data objects is obtained in each
attribute group. Secondly.from the perspective of attribute grouping,the ensemble bias of the current outlier information ensem-
ble strategy is theoretically analyzed,and the ensemble deviation coefficient are defined as the evaluation index of the outlier infor-
mation ensemble strategy. Then an attribute grouping-based isolation forest ensemble strategy for categorical outlier detection is
proposed , this strategy effectively depicts the local and global outlier information of attribute groups and lowers the ensemble bias
of attribute group outlier detection. In the end,experimental results on the UCI validate that the ensemble strategy effectively al-
leviates the ensemble bias and improves the outlier detection performance. Importantly, compared with the competing methods,
the algorithm bolsters the AUC index and the detection efficiency by averages of 7. 83% and 48. 43%.

Keywords Outlier detection, Attribute grouping, Ensemble deviation coefficient,Isolated Forest ensemble strategy,Outlier infor-

mation of global paths
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Fig. 1 Maximum ensemble strategy
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Fig.2 Average ensemble strategy
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18. A S P B X x4 B4 T
19. h=h+1;

20. end if

21. end for

22. endif

23. end for
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0. 15, )& PE {8 16 & K R 12852 B SC#k[24], POtIForest
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RUBCHRAED BRI 2 firg),

w2 FMHERE

Table 2 Categorical data sets

Wt g SOAR WE ERg wmaR

4t (4 <% Xt R A #
NIPS UCl 10884 410 9598 140
usC UCl 11742 67 389 284
Aps UCl 11017 149 472850 100
Covtpye UCI 120048 53 8846 311
Musk UCl 3062 166 40382 97
Optdigits UCI 5216 63 913 50
Ad UCI 3278 1555 188 20
Connect UcCl 10302 41 109 2403

6.2 REHRKERKE
TE J& P 23 4 B R AS I L 4% J P 2 v AN T B8 X 4 BT
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EWEHERAEERRES WU, 768 Al B R B4
T AR T T A A5 T T AL 0 S B A S DA AT A 2
B RIS RERR B . A T 50 UE PR AN R ZR AR (AGIF) £
SR W SR L R R SR BE A DU ok B ML R BT GBFGHY,
WATCHM , ACA™ , AGEOD X 4 Flt 7R [ 19 J& 1 43 4 . %%

J& Ik 2H 4 R 22 &R B EDC I 2 (9) ) A1 ES B 4G 0 o o
AUC 15 R W5 38 b . 78 22 2 BT 9019 B9 4 b 2 A6 °F ¥ 8
B W R K B R S L AGIF 35X 3 Rl AR [ 42 A 5 I Ay
A BRI 0 B DU v L S S R A B ER 3 Mk 4
i3,

3R AR I 22 AR A

Table 3 Results of EDC
A% NIPS usc Aps Covtpye Musk Optdigits Ad Connect
GBFG_MEAN 6.2115 0.8051 1.0764 0.4082 1.0443 0.8245 0.3171 1.6233
GBFG_MAX 5.6073 0.8853 0.7285 0.4852 0.6253 0.9951 0.3616 0.6441
GBFG_AGIF 8.7861 0.9736 1.0778 0.5811 1.0594 1.0642 0.5534 1.9595
WATCH_MEAN 5.7686 1.2514 0.8610 0.4150 1.1667 0.9633 — 2.2991
WATCH 5.0344 0.5946 0.7071 0.3162 0.7081 0.8653 — 0.9128
WATCH_ AGIF 5.8094 1.3313 1.0691 0.4865 1.3230 0.9987 — 3.6382
ACA_MEAN 6.0326 0.8470 1.0730 0.5374 1.1538 0.8039 0.3644 1.7283
ACA_MAX 5.7678 0.6469 0.9802 0.5080 0.7290 0.8463 0.3535 0.8528
ACA_AGIF 6.0991 0.9235 1.0917 0.5765 1.2094 0.8638 0.3790 2.0315
AGEOD_MEAN 6.1127 1.7092 1.2756 0.5201 1.1273 1.2793 0.3694 1.4233
AGEOD_MAX 4.7405 0.4287 0.4423 0.4143 0.9803 0.4745 0.3618 1.0096
AGEOD 6.1626 1.8229 1.3000 0.5872 1.1927 1.3054 0.3722 1.5029
4 AR M PR AE R
Table 4 Results of ensemble strategy accuracy
KA E NIPS USsC Aps Covtpye Musk Optdigits Ad Connect
GBFG_MEAN 0.9144 0.9678 0.8762 0.9253 0.9817 0.8294 0.5932 0.5278
GBFG_MAX 0.8330 0.9319 0.7120 0.6709 0.6919 0.5924 0.4271 0.5102
GBFG_AGIF 0.9155 0.9732 0.8765 0.9321 0.9827 0.8639 0.7058 0.5420
WATCH_MEAN 0.9107 0.7876 0.8488 0.9574 0.9610 0.7720 — 0.5319
WATCH 0.8044 0.8843 0.7068 0.9164 0.9484 0.7671 — 0.5242
WATCH_ AGIF 0.9148 0.8893 0.8651 0.9602 0.9622 0.8186 - 0.5488
ACA_MEAN 0.9134 0.9375 0.8557 0.8787 0.9641 0.8137 0.5210 0.5167
ACA_MAX 0.7395 0.8393 0.6709 0.8250 0.7244 0.6411 0.4634 0.5111
ACA_AGIF 0.9142 0.9469 0.8649 0.8836 0.9793 0.8146 0.6267 0.5218
AGEOD_MEAN 0.9174 0.9637 0.8784 0.9688 0.9832 0.8970 0.7306 0.551 5
AGEOD_MAX 0.8455 0.9324 0.8186 0.6680 0.8375 0.7401 0.6972 0.5253
AGEOD 0.9180 0.9775 0.8871 0.9733 0.9854 0.9083 0.7389 0.5581
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& T OptIForest 2 ¥ , £ Connect, Ad, Covtype, USC 4 %45 4
| W$ 4% T CBRW %, 7 Connect . Ad, Covtype 3 MU | 1%
KT SDRW F3k 4h , Ho g B A M 20 3 35 i T =oAL vk, B
BRI AR RS T 48, 43% L RS TR BRUE R £
M4 S BSR4  HOROR ST RO I, EEEH T

1) OptlForest, SDRW, SCAN, SAnDCat fl CBRW 3 J&
JIT A @ PR A B 0 BRI Bk, AGEOD il WATCH J2 )@ #

Oy B TEA I A 1 L 0 2 T AT R A AT S B AG T 5 A P
D RE AGEOD 5 WATCH %)@ T & 1 43 41 55 B¢ #6 )

Bk (R WATCH FI I e B0CH8 Ja P 22 180 00 A8 0P S5 20
K, i AGEOD F) H @ Al e M i Se 3 @tk | 3h 44, B
e P A DG 1) 5t 22 1] Y 32 B e G AR T R e AR s P 22 1A A
KB R,

3)OpilForest #4822 IR 5 25T m— FR IR 8 W, 2 55 1k I
T4 A B B R — A IR R RGO BRI T
AN RLE TR 0 07 2% s — BRI R TS 2 B 2 B

Xt LA 0 WK, IR 7 5 KA B0 4 Covtpye 38 17
IR K . AGEOD 76 4% J8 P 4 b 31 3 500 3o 42 0 8 1E A5 4%
(L= (2B, Ha?ﬁ'?fr’%%’h@ﬁﬁxﬁﬂ@%%.ﬁt*ﬁxﬂﬂ
OpilForest, F 115552 2% 2 57 J@ 1 UM B A 55052 ma 4 K, B i
B4 Covtpye Fis 7t A4S K ,

4)SDRW ,SCAN FI CBRW %3 F I T J& 1 a5 &5 2¢ &
K BE I BROHE X 2 0 B RE R T L A e M (B 3 0 B, CBRW R
SDRW 7] 1 £z 44 3 J& T (5 88 &, JF B i B0 X 42 i o 7 AR
B, AGEOD 3 i J&@ P40 4 J8 M 4L 0 B ARG TN 5 B AR B
B8 U W S B X G I B R B PR, Y B 4 (USC,
Ad, Connect) 19 Ji& 1 4t B2 #5AIK ELJR P HUE 2  iF, SDRW Al
CBRW F7iL 308 m &

5) M B HE B 1 Ja T 4k B 0 v L) PR BB B £ i, CBRW,
SDRW FI SCAN #4385 Jag ¥4 {8 [H] #5 & 79 12 53 1 F1o5 HI P A7
B, Jo KRN TR MR E B 20 8 % (Musk, Aps,
NIPS),SDRW%HSCAN [ Jag M B TR) 48 A 48 08 B B R B A7
AR Tk AT BT .

F 5 BTG v R A

Table 5 Results of outlier detection AUC
AR & OptlForest SDRW WATCH SCAN SAnDCat CBRW AGEOD
NIPS 0.9093 0.6798 0.8044 — 0.9168 0.9162 0.9180
USsC 0.9363 0.9726 0.8843 0.9565 0.9311 0.9462 0.9775
Aps 0.8790 — 0.7068 — 0.8746 0.8497 0.8871
Covtpye 0.9449 0.5525 0.9164 0.5494 0.9677 0.5263 0.9733
Musk 0.9373 - 0.9484 - 0.9805 0.9667 0.9810
Optdigits 0.7520 0.7089 0.7671 0.6625 0.8631 0.8907 0.9083
Ad 0.7246 — — 0.7262 0.7196 0.6931 0.7389
Connect 0.5522 0.5490 0.5242 0.5342 0.5399 0.5432 0.5581
# 6 BATHSE SR
Table 6 Results of efficiency time
(s)
AR & OptlForest SDRW WATCH SCAN SAnDCat CBRW AGEOD
NIPS 733.71 4421. 86 3753.58 - 1263.23 328. 65 257.09
uUsC 20. 82 14.78 141.81 56.08 44,27 14. 06 24.01
Aps 415.51 - 2308. 24 - 1102. 46 1963.09 808. 07
Covtpye 1586.78 2575.71 839.07 3474.03 875. 48 91.50 219. 89
Musk 145. 87 - 173.79 - 123. 36 168. 38 74.78
Optdigits 10. 65 15.39 54.60 100. 92 18. 96 6.11 10.07
Ad 961. 84 - - 5310. 29 5314.13 1799.70 2648.03
Connect 19.90 3.47 24.04 18.92 15.42 3.48 14.33

6.4 St

T R )R M 4L BR ES AR AR CAGIF) £ W 0K W 78 AUC
AR R DA K s M 4H S BE A DU 5 % AGEOD £ AUC
530R ERAL MM SR T SPSS 483 Y Friedman 4¢3t
K, Friedman SR8 E R EZMHEAR/NXRD
ESHBLT % .

RG4S 00 B, JE R % AUC 19 4834 30 45
Wk 7 gy, Ho, Wk iy B K a=0. 05, chi-
square =70. 484689, p=9.88055 X 107", KK 7,AUC 4
B A9 Friedman #5640 4 fF7R . Friedman 46 56 &
LR LML B A S, WU Rk 2 B
L5 RZINK,

FT BRI MR R A LT A g

Table 7 Statistical test of ensemble strategy accuracy

# % FHE mEZE RAE O RAMME O H4
GBFG_MEAN 0.8269 0.1611 0.9817 0.5278 8.25
GBFG_MAX 0.6711 0.1532 0.9319 0.4271 2.12
GBFG_AGIF 0.8489 0.1415 0.9827 0.5420 9.75
WATCH_MEAN  0.8242 0.1383 0.9610 0.5319 5.37
WATCH 0.7930 0.1353 0.9484 0.5242 3.75
WATCH_ AGIF 0.8512 0.1322 0.9622 0.5488 7.62
ACA_MEAN 0.8001 0.1681 0.9641 0.5167 5.25
ACA_MAX 0.6768 0.1269 0.8512 0.4634 1.87
ACA_AGIF 0.8190 0.1511 0.9793 0.5218 6.75

AGEOD_MEAN 0.8613 0.1390 0.9832 0.5515 10.75
AGEOD_MAX 0.7580 0.1195 0.9324 0.5253 4.50
AGEOD 0.8684 0.1388 0.9854 0.5581 12.00
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AGEOD —_——
AGEOD-MAX —_—
AGEOD_MEAN —_—
ACA_AGIF —
ACA_MAX | —t¢—
ACA_MEAN —_—
WATCH_AGIF —_—
WATCH —_—
WATCH_MEAN e
GBFG_AGIF —_——
GBFG_MAX —_—
GBFG_MEAN —_—

2 4 6 8 10 12

B4 SRS W 1Y Friedman Ky 50

Fig.4 Friedman test of ensemble strategy accuracy

& 4 " A, 24 5 5% B GBFG, WATCH, ACA Al

CAVAG X 4 FhA [ &t 4 41 ok 316 0E - 35 1 4 0 5% g
SN 0% il ey NENC D R & in
AGIF 3R ¥ et BB R A ACA J& 1 4 41 5 ¥ Bt AGIF
5 84 4 A W B M B X A L A S R E v A
J5 ik, AGIF £ B3R s 359 5 7 3948 L Jie K (E 5 B WA W]
WG, XY T AGIF £ K B £ AUC E R AU B
e,

MR 3R 5 rf A9 SE 00 RS B BRI 3595 1 AUC 1Y Fried-
man 48 31K B 45 R A0 g 8 BT 41, Ak b g 3 e K
a=0. 05.chi-square=19.50, p=0.003; {KIEFK 8. & 5 4 T
AUC G580 9 Friedman #5645 % .

8 BRI AR A SR

Table 8 Statistical test of outlier detection AUC

%it %4  OptlForest SDRW WATCH SCAN SAnDCat CBRW AGEOD
M 0.8294 0.6925 0.7930 0.6857 0.8491 0.7915 0.8677
ARk 2 0.1318 0.1543 0.1353 0.1529 0.1395 0.1677 0.1383
&AM 0.9442 0.9726 0.9484 0.9565 0.9805 0.9667 0.9810
& NE 0.5522 0.5490 0.5242 0.5342 0.5399 0.5263 0.5581
#H 4 4,25 2.75 3.37 2.37 4.50 3.87 6.87
OptlForest —— H & 5 AT, AGEOD Y 5 Ffr Lk B8 550 1k iy B 2k B I A 38
SDRW —— Z X8, 7 AUC J7ifi» AGEOD 5 7% 5 OPtlForest, SDRW,
WATCH | ——8— WATCH,SCAN,SAnDCat,CBRW #7EE % B EMEZ R, H
SeaN ¢ AGEOD 5 AUC k. %W T AGCOD B AUC I HA
SAnDCat —_——
HH 5 i %
. U150 (4
AGEOD PG 6 P ACgeEdE . 3% 9 FI W T B BE A A 1L 1) Time
2 3 4 [ 6 7

5 BRI AUC B Friedman £ 5%
.5

Fig Friedman test of AUC of outlier detection

B Friedman 48314 56 45 5 03K o 59 @ & K F «=0. 05,
chi-square=24. 80, p=0.0003, HKIEFE 9.& 6 5 H Tisaf7mf
[ 58 3+ %04 1Y Friedman #6525 5

9 BREARIGE AT I ] A ST A g

Table 9 Statistical test of outlier detection time
(s)
44t %4 OptlForest SDRW WATCH SCAN SAnDCat CBRW AGEOD
A 486. 88 2537.09 1381.08 2422.79 1094. 66 546. 87 507.03
Rl 2 533. 82 2041.78 1541. 32 1921.23 1667.67 778. 22 846. 26
oA 1586.78 4421.86 3753.58 5310. 29 5314.13 1963.09 2648.03
& /ME 10. 65 3.47 24,04 18.92 15.42 3.48 10. 07
#H 4 3.12 4,87 5.37 6.0 4,25 2.12 2.25
AGEOD { ——o—— WATCH,SCAN,SAnDCat #ifF £ % B # £ 5 . £ AGCOD
CBRW { —— BT iE AT ) B BT
SAnDCat — e HRE AXFHEHARTSERHERGEE. /BT
SCAN 1 — — T T B AR PR R M 10 43 28 B g A 3 2 RS R AR I O
WATCH 1 —— o B R R A 4 T T B R X R W A S T
SDRW - ——— TE B RS X S0 4 R B AR S, L RCES RS X S A 45 R
OptlForest | e : : HNEHBEERENR TSGR AR T A
2 3 4 5 6 7

&l 6 B BRI GZ 4T I ] () Friedman #6565
Fig. 6 Friedman test of outlier detection time
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