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Detecting Security of Applications in Chinese Third-party Android Market
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(Department of Computer Science and Technology, Xi’an Jiaotong University, Xi’an 710049, China)

Abstract At present, repackaged apps exist in third-party Android application markets, In this paper, 150 official apps
are selected randomly and 572 third-party markets apps are used as contrast. Android repackaged apps security detec-
tion system was designed. First, we fine-grained identified repackaged apps by calculating their similarity, then gained
resource files through reverse engineering, analyzed overprivileged behaviors according to the mappings matcher between
system API and permission,and analyzed permission abused behaviors according to constructed methods CFG. By paral-
lel processing, the system detects that there are 33. 17% repackaged apps in third-party markets, 19. 58%4 permissions

are modified, and modified permission apps include 45. 95% overprivileged behaviors and 27. 03% permission
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abused behaviors.
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