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(panyy65@mail2. sysu. edu. cn)

B OE OEREER-AATHRRERERNSE T AT 5 A R — %W F &% L8 H T4 FE9 (Proof-of-Work, PoW) fr 4
#E 9 (Proof of Stake,PoS)F . LR LA itk % Hh F R 4t A5k, ATHMAENAR SR E X AENELETR
B IE R R E F AL AT R ek P R R A & RS AR (PBFT) k#4753t . 5l N & T Bayes 2649 35 A 4244 A (Dynamic Trust
Model) B & ¥ S EAEMB K EF LA LRI THEEE FEREEERFTIAFRE. EREPBFTRERNANRST
RAETYRELXETNAEH EWHMABEPH EFRMETIHRERBZHRSEG, B3 5B K, 4004 % PBFT, & 35 89 3L
kA E B 25000 A SR F KB 50 (9t oL T BFaE R A PBET 69 — ¥, BT 4% 75 3 493X 7 2R 45 47 48 b HotStuff %
Fa Paxos F- k4L A 20% ~30% #9429t

KB R ek ok A bR S4B N et 7 23k

FESES TP311

PBFT Consensus Algorithm Based on Bayesian Theory

PAN Yanyang, YANG Binhao and JI Qingge

School of Computer Science and Engineering,Sun Yat-sen University, Guangzhou 510006, China
Abstract Consensus algorithm is a method to ensure that all nodes in the blockchain network reach a consensus,such as PoW
and PoS. The consensus mechanism affects the performance of the blockchain system. In order to solve the problems of low
throughput and long delay of existing blockchain consensus algorithms, this paper improves the PBFT algorithm in blockchain,in-
troduces a dynamic trust model based on Bayes theory,changes the trust of nodes in the consensus round through the node trust
mechanism,and conducts group operations according to the trust degree. In addition to ensuring the stability of PBFT, the system
scalability is improved,and the joining and exiting mechanism of network nodes is perfected,so that the network scalability is im-
proved. Through experimental tests,compared with traditional PBFT algorithms, the improved algorithm has a 25 % improvement
in throughput,and the delay is only half of that of PBFT when the number of nodes reaches 50. These two indicators also have a

20% ~30% improvement compared with HotStuff algorithm and Paxos algorithm.,

Keywords Blockchain,Consensus algorithm,Byzantine fault-tolerant, Trust model.Bayesian theory
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2 MXIE

2.1 PBFT
S 5 R 45 55 815 (Practical Byzantine Fault Tolerance ,
PBFT) H Castro 47 F 1999 4E48 . % 53k LR S HLEI A4
S R B ml B AR AR DA 20 R G b SR — B R
PBFT BB AU WFFELSE N RREN A Hi, /=
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16 SBET By BEAl i A7 SOk, PR HETTBR 2 24 A28 09 1% 0 T il
FF K LIP3, Xu S04 H X B 3R L SG-
PBFT. @13 % Commit B Bt & e it LA B %45 o5 21 9 &1 43 o
GRS Ay I N T TR R i s i = S A
Feng MR THEBS MBS LER LR RENTT
ez Z 52 PBFT 5k SDMA-PBFT. iZ HiR R &
e I PBET [ 45 rp () 1 S5 % 48 400 b A & 0k 20 o X 42 v L3R
MORA W ER . Zheng SO C4. 5 Bk HEAT (R FHIEAR
A 2 R O 15 Y A5 4 T R 4, SR AR B
MU 2 32795 2 Ak 21T A . Liv S0 &3 T — 4
15 FFIBL SR AL 647 43 1 LR

Pl 35 SRR A BT Bl T PBFT ¥ St £
P RE 2O B Y ) B, ) 40, DBFT™ i | DPoS K I
/%5 PBFT iR 09 i gt . BRSE 36, DBET (1 4 £
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B X B 50 T 60 U SRR, FE A L AT A R T
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B AR ME DR UE 78 58 19 28 1 R B .
2.4 EHH

AR SCHEIA VA FE Al X PBFT 8k dF 47 el of , Ml &
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SUEAT B AT HE T 44,6 T 56 1 SR 52 Sy 4 4 o g L) i
— R LR e R LB S AT SSEIA S
1B AR AR e T PBET 4% v 35 o5 500 [ 2 DL R A
S EAESNE, E PBET 4L )7 3 38 55 T 72 M
K SR SRS T IR R G AR R,

3 ETRMHEEENEEERE

3.1 NMHEFE

DU S 230 o 18 22 9 [ B2 AR S - Wi
(Thomas Bayes) 4 H Y 5 AR R H 50,

DUt S R OC TRENLER I A F1 B 19 5 ME3E

_ P(BI|AYPA)
P<A‘B)77P(B) (@)
L3 5 T 2
UL X R R R
I B = b @

LI PARE A MR, P(BIA)/PB) WK
o bR EAEALLEE , U DL 30y s AT A
J5 B AR = A AR B X SRR R (3)
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3.2 EFAHEFFBELHEEER
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Credit(x) = Similarity(x) X PriorCredit(x) 4

H, Credit (o) B —f NG R, T — 5 IFFFRET. 5
Mo ANAE B s PriorCredit (2) R 5 o« FE X L p
5 R A AR B 0 S A AE T BE L Similaricy (2) 719 14
x TEIXFE S v i 19 % UL

M EAR AR PG o, 0 o A eI, B Rl A5 4 BE
HHAWT .

PriorCredit(x) =R f X Rise(x) +Mf X Motive(z)  (5)
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PriorCredit(x) . — PriorCredit(x) i

KOG IR o BEEEE AR Ry 8 IETH K
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PriorCredit(zx) i JG ¥ PriorCredir(x) %725 45 £ 95 &
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3.2.3 fEAEF B
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B 0 B AR . W BIEAEIRE C() ST
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Table 1  Node trust level
Trust level Interval
Low [0,a)
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High [b.1]
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4. end if

5. for x€ L do

6. Verify RandNum, Proof
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Hi A : ((JOIN,t,IP,PK)o,)

it . ((JOIN-SUC, t,IP,PK)s,)

1. Broadcast Joining Message ({ JOIN,t,IP,PK )s,)

2. for x€ L do

3. verify and save

4. end for

. Broadcast Message of Joining Success
6. return({JOIN-SUC, t,IP,PK)o,)
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Fig. 2 Flowchart of nodes quit
ik 4 W FEISBHREE
A ((QUIT,t,IP,PK)o,)
% : New Storage Pool
1. Broadcast Quit Message ({ QUIT,t,IP,PK)s,)
2. for x€ L do
3.  Broadcast ({QUIT-SUC,t)s,»
4. end for
. if x, receive more than 2f Message then
Quit the Blockchain
.end if

wt

0 NN O

. Return NewStoragePool
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i A : List of Nodes: L
i i : New Storage Pool
1. for x€ L do
2. Select Low Nodes
3.  Broadcast ({(FIRE,t,F)c,»

4. if x receive more than 2/3 Messages from Middle and High

Nodes
5. Update Storage Pool
6. endif
7. end for

8. Return New Storage Pool
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Table 2 Experimental environment

Category Version
Operating System Windows 10
RAM 16 GB
CPU Intel i5-12900k
Go 1.21.3

Simulation Platform BlockEmulator
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Table 3 Comparison of communication cost
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