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Research on Safety Analysis of Mode Transition of Flight Guidance System Based on STPA

ZUQO Chencui, HUANG Zhiqiu, HU Jun,XIE Jian,XU Heng and SHI Fan

School of Computer Science and Technology,Nanjing University of Aeronautics and Astronautics, Nanjing 210016, China
Abstract In the process of automatic flight of civil aircraft, the mode transition of the flight guidance system is an important fac-
tor affecting safety and should be subject to a comprehensive safety analysis. Traditional safety analysis methods mainly focus on
the failure factors of individual components, ignoring the safety issues arising from the nonlinear interactions between compo-
nents. For this reason, this paper adopts the System Theory Process Analysis(CSTPA) method to conduct a systematic and com-
plete analysis of the mode transition of the flight guidance system. Meanwhile, considering that there are parts in the STPA me-
thod that require manual analysis,the formal model checking tool UPPAAL based on the theory of timed automata is introduced
to model and verify the system,so as to ensure the correctness of the control structure diagram and identify the truly Unsafe Con-
trol Actions(UCA) , thus avoiding the waste of resources. Finally.a standardized causal factor analysis framework is proposed to
analyze the verified UCAs one by one. The example proves that the proposed method is effective for the safety analysis of aviation

complex systems.
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Overview of flight control system
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Table 3 System correctness verification
B MR BNF % i & EES
| A[] not deadlock True
FD # 4T . AR A B 3, b m KX AO FD. ON imply(FGS. Mode_ON and MLROLL. ROLL_Selected and MLPITCH. T
# ROLL.# E £ % % PITCH PITCH_Selected) e
AP B AT I, ®ATHE R B 3, 40 46 86 i A% A() AP. Engaged imply (FGS. Mode_ON and MLROLL. ROLL_Selected and ML- -
S N < True
A % ROLL, # HA# X 4 PITCH PITCH. PITCH_Selected)
A[]! (Modes= =1 and MLROLL. ROLL_Cleared and MLHDG. HDG_Cleared and
§ KAT.E—wuBEbAH— - -
ﬁgii’;_gj‘ E-HAREDH M (MLNAV. NAV_Cleared or MLNAV. NAV _ Armed) and (MLLAPPR. LAPPR _ True
R SRR Cleared or MLLAPPR. LAPPR_Armed) and MLLGA. LGA_Cleared)
A Modes==1 a MLHDG. HDG_Clea a MLNAV. NA “lea ML-
BRATTRA T A RS () (Modes and G (7(,(‘1rcd1nd(‘ NAV. NAV_Cleared or
W34 ROLL # % 3% M 5 NAV.NAV_Armed) and (MLLAPPR. LAPPR _ Cleared or MLLAPPR. LAPPR _ True
o R R Armed) and MLLGA. LGA_Cleared) imply MLROLL. ROLL_Selected
AR AT A E DA /\D‘! fM‘ode‘S:‘:l and MI,PITCI—!.‘PIT(}?—I??leared and MLVS. VS_Cleared and N
B R MLFLC. FLC _ Cleared and MLALT. ALT _ Cleared and (MLVAPPR. VAPPR _ True
R AR Cleared or MLVAPPR. VAPPR_Armed) and MLVGA. VGA_Cleared)
A()(Modes==1 and MLVS. VS_Cleared and MLFLC. FLLC_Cleared and MLLALT.
BATARAT FE RS ER XM T K ode -+ cared an L earec an N
ALT_Cleared and( MLVAPPR. VAPPR _Cleared or MLVAPPR. VAPPR _Armed) True
& A 4 PITCH 4 R # i 7% . A . . S
and MLVGA. VGA_Cleared) imply MLPITCH. PITCH_Selected
SABKAF B ET REAEFHHERAH  EOFCPVM. VS_Button and FCPVM. time3<ml and FCPVM. FLC_Button and T
W B MLFLC. FLC_Selected) e
®AT R x W AP fu FD, ®ATH R 4 % A E() (AP. Disengaged &.&. FD. OFF) implyModes= =0 True
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Table 4 UCA reachability verification
PUCA BNF % i & %R UCA
PUCA-1 E<‘>(Modes: =1 and FCPVM. VS_Button and !MLVS. VS_Selected and VS<C=1 and !FCLVM. Send_VS_ True UCA-1
PGV)
. E()(Modes= =1 and FCPVM. FLC_Button and ! MLFLC. FLC_Selected and FLC<X=1 and !FCLVM. Send_ .
PUCA-2 True UCA-2
FLC_PGV)
PUCA-3 F{)(Modcs: =1 and ADS. OverSpeed and !MLFLC. FLC_Selected and FLC<=1 and !FCLVM. Send_FLC_ True UCA-3
PGV)
E()(Modes==1 and FCPVM. ALT_Button and |MLALT. ALT_Selected and FLC<_=1 and !|FCLVM. Send_
PUCA-4 . True UCA-4
ALT_PGV)
. E()(Modes= =1 and FCPVM. APPR_Button and VAPPR_Track_Cond= =1 and | MLVAPPR. VAPPR_Active - .
PUCA-5 True UCA-5

and VAPPR<C=2 and !FCLVM. Send_VAPPR_PGV)
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PUCA BNF % i & RS UCA
E()(Modes==1 and FCPVM. GA_Button and |MLVGA. VGA_Selected and VGA<Z=1 and |FCLVM. Send_
PUCA-6 N . True UCA-6
VGA_PGV)
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E() (Modes= =1 andFCPVM. VS_Button and MLFLC. FLC_Selected and FLC= =2 and FCLVM. Send_FLC_
PUCA-8 . True UCA-7
PGV)
PUCA-9 E() (Modes= =1 and FCPVM. APPR_Button and FCPLM. APPR_Button and MLVAPPR. VAPPR_ Active and Fals o
VAPPR= =3 and |MLLAPPR. LAPPR_Active and LAPPR<_3) ame
. E() (Modes= =1 and FCPLM. HDG_Button and | MLHDG. HDG_Selected and HDG<C=1 and !FCLLM. Send_ . .
PUCA-10 . True UCA-8
HDG_RGV)
E()(Modes= =1 and FCPLM. NAV_Button and NAV_Track_Cond= =1 and !MLNAV. NAV_ Active and
PUCA-11 . . True UCA-9
NAV<C=2 and 'FCLLM. Send_NAV_RGV)
PUCA-12 E() (Modes==1 and FC‘P‘LM. A]?PRiButton and ?,APPRiTkaiCond: =1 and !MLLAPPR. VAPPR_Active True UCA-10
and LAPPR<C=2 and !FCLLM. Send_ LAPPR_RGV)
. E()(Modes= =1 and FCPLM. GA_Button and | MLLGA. LGA_Selected and LGA<Z=1 and | FCLLM. Send_ - .
PUCA-13 . True UCA-11
LGA_RGV)
E()(Modes==1 and ADS. OverSpeed and MLLGA. LGA_Selected and LGA= =2 and FCLLM. Send_LGA _
PUCA-14 False —
PGV)
PUCA-15 E()(Modes= =1 and FCPLM. HDG_Button and MLNAV. NAV_Active and NAV= =3 and FCLLM. Send_ True UCAL2

NAV_RGV)

3 b B 7T A& 3. PUCA-7, PUCA-9 Fl PUCA-14 7£ 7]
KPR B HIE R T8 2o, BT DATE B I R e T b N R AE AR AT —
ot I B A3 X I AP PUCA & 2B, 8 A BEINE N UCA.,
4.4.5 BERBRERBREGF 5N

ARSCTT W d Ja — 0 AT SR R R K 3 5 A . X
— T ELE A KA Ll AU R, 7 STPA Jy ik 3 F A

FOMHESRAO A B R L 3% 4 HE A T fE 5 80 UCA 7= A4 R RN
DRSSP T A0, BIRHEE T ELR K 16
J7N o

ARSCLA“UCA-1:FGS 7E €47 51/ AT Rl 36 88 T VS #
3 LA S 4 1) 0 L R AT IC T BT [ Bk R i VS B A
S I REA 1 5 i 27 h 19 R It — 2B 4y #T

BN A
) EAER /K
[
Thed. B - R
EEue Ik 2 BRI (AR, HEHRAT B e R
JAEEA. B HRE# R —E. AR | |
B M R BN EH
WATE | pm
PATET Y P
s 1k
B AR X
F R
R FARFER
45 %ﬂ ES) i : rﬂﬁ’:i‘ﬂ TN 3
o 1E o B
R R AR N EY VA
ﬁib‘%ﬁlﬂﬁiﬂﬁ f’*}ﬁﬁﬁﬂ)\
E T

[l 16
Fig. 16

FRAR B A AT R B0 B UCA-1 R & 5895 &
mr,

D) 5 R4 G T il 4547 R A 26 A SR R 2%

RAZEAERZKH TR EZBWATHF VS ERAELSZ
i IR ARRAR K E VS B OE 0915 5 48 AT A
He FLICR] Tk 1 FMS CAT TR 015 a2 16 3005 oAt 3E S A
T EMANMIE S R TR AL, FGS 1 808 5t 4b 2 3% op
B RATRL AR A TSR R 26 VS AR 2 OG0 IR0 1 5 48 4

2) 5 ¥l AR AR A B &

FGS P30 i Ab B T 4T IF VS B b 47 RATRUAE T
YE AR/ T FGS 5 AP Z [nl Ay 3K 8 2k 4 & 2E 0%, AP JE ik
U E] FGS & R VS B S0 T35 4 .

STPA B K & 4 #7442 %]

Framwork diagram of STPA casual factor analysis

RIEL ZIEH, BRI E R4 S8 UCA-1 MR E,
2009 4F VLML 447 ST BEAE KA EPE R P, AL B R LT
o, AT ROR A A SO I AT 5 RGN R IE A 2K
MEM KA . R AR R R A o o — A R
S TRAT AN TRAT B LR G ST AR R UK BR A 2
ERHCRA . “ATR R R E S FMS 0 €471 H 3o
5, P ECRHLEA B T ORGP, A 404 L A BUH K R
1 BEAS T S5 F MUR IR

R ZE MR b BR T 15 2640 2k 35 5. 43— 4
UCA AT R 3 5 5 B H 2 04 75 208 — 43 BT ik S B K]
Wz, mElpSHr T 15 4 PUCA. LB T 12 M8 %
AR UCA,WE T 45 WA BTl 72 . B R W1, 1l 50 2



ZEIR AR AE FET STPA ) AT T 51 R GERE s e 4 0 22 A2 P 4 B B 52

351

6 80 Xk AN 4 4 W AT DRy BEAT 07 2 BE A8 4R R R B0 T IR
W IR IR B . BLABOR Ik 5 TS

#5 HHEEE SRR
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