wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

WEEHE TEFRERECFZINRSMEERRERS S E
[BfEse, =4, i, BB, B

5IAEX

B, =, B, BB BN REEES TETRERUCEINRSMERRERETTEN]. HE
HEZ, 2026, 53(1): 371-381.

ZHOU Degqiang, JI Xinsheng, YOU Wei, QIU Hang , YANG Jie. Attack Graph-assisted Deep
Reinforcement Learning-based Service Function Chain AttackRecovery Method [J]. Computer Science,

2026, 53(1): 371-381.

BUXEEE (SERXIME IE JIREREEXE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETWEEBNMBARUF I TTERERIEF I T BE E R

Reinforcement Learning Method for Solving Flexible Job Shop Scheduling Problem Based onDouble
Layer Attention Network

HENRSE, 2026, 53(1): 231-240. https://doi.org/10.11896/jsjkx.250100088

— ISR SUREAI E OB R I &%
Decentralized Federated Learning Algorithm Sensitive to Delay

HEHNRIE, 2025, 52(12): 314-320. https://doi.org/10.11896/jsjkx.241100085

BHRE RTINS BN S SAREHAR
Research on Multi-agent Joint Navigation Strategy Based on Improved Deep ReinforcementLearning

HEHNRIE, 2025, 52(11A): 250200095-7. https://doi.org/10.11896/jsjkx.250200095

FIARE2-optAERWFEIEIEKAETSPIEJRR
Hybrid Reinforcement Learning Algorithm Combined with 2-opt for Solving Traveling Salesman
Problem

HEHNRIE, 2025, 52(11A): 250200121-8. https://doi.org/10.11896/jsjkx.250200121

ETERNERRERELREEENEENKZSRFRBEE
Multipath Routing Algorithm for Satellite Networks Based on Convolutional Twin Delay Deep
Deterministic Policy Gradient

HEHNRIE, 2025, 52(11): 280-288. https://doi.org/10.11896/jsjkx.240800161


https://www.jsjkx.com/CN/10.11896/jsjkx.250300076
https://www.jsjkx.com/EN/10.11896/jsjkx.250300076
https://www.jsjkx.com/CN/10.11896/jsjkx.250100088
https://doi.org/10.11896/jsjkx.250100088
https://www.jsjkx.com/CN/10.11896/jsjkx.241100085
https://doi.org/10.11896/jsjkx.241100085
https://www.jsjkx.com/CN/10.11896/jsjkx.250200095
https://doi.org/10.11896/jsjkx.250200095
https://www.jsjkx.com/CN/10.11896/jsjkx.250200121
https://doi.org/10.11896/jsjkx.250200121
https://www.jsjkx.com/CN/10.11896/jsjkx.240800161
https://doi.org/10.11896/jsjkx.240800161

0 'H‘ :ﬁ‘ *fh ﬁ‘*‘ ‘% http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 250300076

WEEHB TETRERBUFINRS ISR TRE 7T E

AERE FEFE K & OB oM # N
I EEITRAFEAEEARF R A M 450002
2 %42 LERE  # X 210000

(zhoudeqiang0518(@163. com)

H B BREIRESFOREREHEZEAMEREA G AKX ZRAEZ RS ,6G M % 0 2R 52 s st e b
FHER, BRABREGRETZIXEZ, 2RSS LERRARADRFLEA TR L P HRBRIZXEH K,
NAWREF FAAELTENIH . FETRRET AL T XRENRALGY ., FRRAAREARIE, B . A0 HE
W% RN ARSI AL FAHERS I, TR AERIFTE, O VNFIRECBASLERAIFRER, At
— RS TR ER I T ENRESTE BT A TRERLSE T HIRS 2 s stk I H % DRL-SFCAR, #%
AEREYW,5IA 7 =48k ,DRL-SFCAR & 4R IE ¥ £ o0 & 09 B B, 48 8 28 Ao b J R AR o7 1 & ILAL 5, 4% 45 PR 9E = & i B &%
R, KRIE A RAR, ARNB L EG T TH SFCRARB T T £,

KR RS DA IR F A RAERILE T R A

FESES TNILS
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Abstract SFC can provide customized services for the six scenarios of 6G with the advantages of on-demand orchestration, flexi-
ble networking,and other benefits,and 6G networks also put forward higher requirements for SFC. Resilience is receiving atten-
tion for the first time in 6G networks, requiring SFC to ensure stable and continuous service provision of fundamental function,
with resilience recovery being a key stage. Existing recovery methods are often based on backup mechanisms leading to resource
wastage, while ignoring the impact of network attack characteristics on recovery leading to difficulty in guaranteeing the recovery
effect. Considering the characteristics of network attacks, this paper uses SFC attack graph to determine the customized attack re-
covery scheme for SFC, including the VNF recovery range and the demand of attack recovery level. To solve the placement
scheme that conforms to the customized attack recovery scheme,a deep reinforcement learning-based SFC attack recovery method
(DRL-SFCAR) is proposed. Extensive simulation results show that DRL-SFCAR performs better in terms of delay and recovery
cost than the three comparison methods while ensuring recovery success rate. DRL-SFCAR can meet the attack recovery level re-
quirement and minimize the long-term recovery cost, which achieves the customized recovery for SFC in network attack scenarios.
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