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Composite Trigger Backdoor Attack Combining Visual and Textual Features

HUANG Rong'?, TANG Yingchun' ,ZHOU Shubo'* and JIANG Xueqin'*?
1 College of Information Science and Technology,Donghua University,Shanghai 201620, China

2 Engineering Research Center of Digitized Textile & Apparel Technology,Ministry of Education,Donghua University, Shanghai 201620, China

Abstract A backdoor attack refers to an attack covertly poisoning the dataset,subtly inducing the victim model to associate the
poisoned data with a target label, thereby posing a threat to the trustworthiness and security of artificial intelligence technologies.
Existing backdoor attack methods generally face a trade-off between effectiveness and stealthiness. Triggers with high effective-
ness tend to lack stealthiness, while those with good stealthiness tend to have weak effectiveness. To address this issue, this paper
proposes a composite trigger for clean-label backdoor attack, which combines visual and textual features. The composite trigger is
composed of two learnable triggers:a universal part and an individual part. During the design and optimization of the composite
trigger . pixel values within patches are constrained to follow a congruence rule. This constraint aims to induce the victim model to
capture the congruence.thereby establishing an association between the trigger and the target label,forming a backdoor. The uni-
versal trigger ensures that pixel values within patches of poisoned images are congruent modulo 2, maintaining a fixed signal pat-
tern across all poisoned images. The individual trigger,on the other hand,ensures that edge pixel values of poisoned images are
congruent with respect to the weight of the LoSB,rendering its signal specific to the edge positions of each image. The two parts
of the trigger are integrated to balance both effectiveness and stealthiness. Building on this., this paper introduces the CLIP model,
which combines visual and textual features to construct the supervisory signal for training the composite trigger. The pre-trained

CLIP model has strong generalization capabilities, enabling the composite trigger to absorb disparate textual features,which helps
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diminish the image content features and further enhances the trigger’s effectiveness. Experiments are conducted on three data-
sets: CIFAR-10,ImageNet, and GTSRB. The results show that the proposed method can evade detection by backdoor defense
techniques and outperforms the second-best method by an average of 2. 48 percentage points in terms of attack success rate. Addi-
tionally, it surpasses the second-best method by an average of 10.61% ,0.31% ,68. 44 % ,and 46. 38 % in peak signal-to-noise ra-
tio(PSNR) , structural similarity index (SSIM) , gradient magnitude similarity deviation (GMSD), and learned perceptual image
patch similarity (LPIPS) ,respectively. The results of the ablation experiments demonstrate the advantage of combining visual and

textual features in guiding the training of the composite trigger. These results also validate the roles of both the universal and in-

dividual triggers in enhancing the effectiveness and stealthiness of the backdoor attack.
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Table 2 Quantitative comparison of the trigger effectiveness and stealthiness across different attack methods
HEE K& F % ASR A MAD ¥ PSNR 4 SSIM A GMSDy  LPIPSY
BadNets[11] 1.0000 0.0104 23,2755 0.9833 0.0459 0.0015
INKE16] 0.9992 0.0001 42.9515 0.9961 0.0020 0.0002
BadNets * [11] 0.5751 0.0001 23,2755 0.9833 0.0459 0.0015
INK * [16] 0.5520 0.0001 42.9515 0.9961 0.0020 0.0002
LCBAL18] 0.9121 0.0043 21.6434 0.8762 0.0673 0.0214
SIGL9) 0.4580 0.0126 23.6781 0.7557 0.1427 0.0495
CIFAR-10 Refooll20] 0.8361 0.0080 15.7410 0.6054 0.2366 0.0935
Invi2l] 0.8932 0. 0080 13.3719 0.8460 0.0918 0.5269
Pa e e B 17 g 2] 0.8300 0.0115 43,4324 0.9963 0.0017 0.0001
HTBAL23) 0.6787 0.0010 21.4134 0.7130 0.0800 0.0418
SAAL24] 0. 9060 0.0013 27.1027 0.9402 0.0172 0.0050
DAL25] 0.8222 0.0009 21.8243 0.9467 0.0195 0.0476
KX T % 0.9544 0.0001 47.9571 0.9992 0.0005 0.0001
BadNets[11] 1.0000 0.0020 23.9212 0.9277 0.0806 0.0607
INKL16] 0.9848 0.0012 40,1223 0.9875 0.0024 0.0050
BadNets * [11] 0.8020 0.0010 23.9212 0.9277 0.0806 0.0607
INK * [16] 0.7120 0.0015 40,1223 0.9875 0.0024 0.0050
LCBALS) 0.9490 0.0057 23.3435 0.7691 0.1021 0.2594
SIGL19] 0.5045 —0.0010  23.9696 0.8709 0.1066 0.1134
ImageNet Refoolt20] 0.9599 0.0049 13.7003 0.6327 0.2474 0.4786
Invi2l] 0.9820 0.0010 17.9664 0.3231 0.0831 0.3968
I W B e B 1T sk £ 22 0.9019 0.0040 43.6416 0.9923 0.0018 0.0034
HTBAL23] 0.6300 0.0001 26.5326 0.7004 0.0981 0.5709
SAALZL] 0.7851 0.0008 27.2933 0.8391 0.0372 0.1438
DAL25] 0.8832 0.0005 27.6373 0.9376 0.0163 0.0951
R 0.9995 —0.0001  46.0899 0.9975 0.0005 0.0005
BadNets[ 1] 1.0000 0.0008 24,1426 0.9925 0.0858 0.0283
INKC16] 0.9781 0.0008 38.0515 0.9965 0.0021 0.0005
BadNets * [11] 0.4780 0.0083 24,1426 0.9925 0.0858 0.0283
INK * [16] 0.4037 0.0023 38.0515 0.9965 0.0021 0.0005
LCBAL18] 0.8972 0.0066 23.6999 0.9514 0.0673 0.0217
SIGL19] 0.8943 0.0048 21.8946 0.7646 0.1734 0.0563
GTSRB Refoolt20] 0.7703 0.0020 16.7609 0.6162 0.1629 0.2398
Invi2l] 0.8601 0.0043 13.2614 0.7870 0.1142 0.0824
I i T e g5 17 ok A L22] 0.9660 0.0033 43.3921 0.9980 0.0008 0.0002
HTBAL23] 0.6122 0.0058 28,7642 0.9209 0.0203 0.0354
SAAL2t] 0.8155 0.0023 25.5863 0.9111 0.0457 0.0517
DALZ5] 0.7921 0.0022 27.3715 0.9392 0.0193 0.0176
A X T 0.9806 0.0065 47.8999 0.9992 0.0003 0.0001
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Fig. 2 Comparison of poisoned images synthesized by different backdoor attacks
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Fig. 5 Results of resisting the SentiNet backdoor defense
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Table 3 Cross-model attack capability of black-box triggers

REHA — tERE
VGG11 Resnetl8  Densenetl21 WRN
VGGI11 0.9992 0.9688 0.9462 0.9964
Resnetl8 0.9512 0.9993 0.9507 0.9787
Densenet121 0.9880 0.9620 0.9544 0.9787
WRN 0.9687 0.9269 0.8721 0.9825
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Fig. 8 Performance comparison of the composite trigger under

different poisoning rates
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Table 4 Performance comparison of the composite trigger under

different settings
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Table 5 Tmpact of different block sizes on the effectiveness of
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Fig. 9 Performance comparison of individual trigger under different hyperparameters n
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