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Adaptive Box-constraint Optimization Method for Adversarial Attacks
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Abstract  Deep neural networks are vulnerable to adversarial example attacks. Existing transfer-based attack optimization
methods commonly employ fixed constraint upper bounds to represent imperceptibility intensity,focusing primarily on improving
attack success rates. However,such approaches overlook inter-sample sensitivity variations,resulting in suboptimal imperceptibi-
lity(measured by Fréchet Inception Distance, FID). Inspired by adaptive gradient methods, this paper proposes an adversarial at-
tack optimization method with adaptive constraint upper bounds,aiming to enhance imperceptibility. Firstly,a sensitivity metric
based on gradient magnitudes is established to quantify sensitivity differences across samples. Building on this,adaptive constraint
upper bounds are determined to enable differentiated perturbation handling — applying low-intensity perturbations to sensitive
samples and high-intensity perturbations to non-sensitive ones. Furthermore. by replacing the projection operator and step size,
the adaptive constraintmechanism is seamlessly integrated into existing attack methods. Experiments on the ImageNet-Compatible
dataset demonstrate that,under equivalent black-box attack success rates,the proposed method reduces FID by 2. 68% ~3. 49 %
compared to traditional fixed-constraint methods. Additionally, the MI-LA attack algorithm based on this approach achieves
6.32%~26.35% lower FID than five state-of-the-art adversarial attack methods.
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100
A &
&
60
40
03 04 05 06
Attack_sucess_rate
K7 I 2 5K 7 36 MI-FGSM 5532 195 1R
Fig. 7 Impact of adaptive constraint methods on MI-FGSM

FHEPEARAE 1T 5 ASR b 40%6,45% ,50%,55% .60 %
A Fh o B 1y FID, 25 S N3 4 Fr g, ol LA ), 7 A 7 i
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F 4 MI-FGSM Lk VA S A A ASR X RL FID (1 T B 5
Table 4 Decrease of FID corresponding to the same ASR after

MI-FGSM linear interpolation

o ASR FID
ViiS )
0. 40 0.45 0.50 0.55 0. 60 TH/%

MI-FGSM 56.70  67.28 77.93  89.56 101.87 —

MI-FGSM-AdaConst 56. 01 65.60 75.52  86.01 97.35 v 3.04

3)PGD

2 I PGD Bk BN 8 IR 8 step=10, £ K
a=e/4 PR/ e I 4 B 32 I BEAEfb ., WA B Tk
PEREXS LLan2e 5 075, ARHE 2R 5 14 92 HHE 2 1 B & TG AL
D5 FID (IR CRIE Qs 8 s,

%5 PGD R AdaConst J5PEREXT L

Table 5 Performance comparison of PGD using AdaConst
PGD PGD-AdaConst
eps ASR/ % FID eps ASR/ % FID
4 18. 28 17.22 8 22.20 25.86
8 28.72 38. 84 12 29.48 40. 27
12 37.36 57.27 16 36. 80 53.72
16 45.62 75.93 20 42.54 66. 15
20 51.74 91.42 24 48. 64 81.67
24 57.18 106. 55 28 54.24 93.45
28 62.72 119. 82 32 58.00 103. 64
——PGD
100 | = PGD-adaconst

90

80

E 70

60

50

10

030 035 040 045 050 055
Attack_sucess_rate
&l 8 B2 RT3 % PGD 5332 19 5 i)

Fig. 8 Impact of adaptive constraint methods on PGD

LR E % ITE ASR  40%,45%,50%,55% ,60%

B AP ik iy FID. 45 L an sk 6 Argil, ml L& . 78 A R %
ASR L B 5 B (0 FID R 52 T T 20 3.49%.
F 6 PGD L MEARES AR ASR X1 FID 9T B A% 5

Table 6 Decrease of FID corresponding to the same ASR after PGD

linear interpolation

. ASR FID
VS — — — o
0.40 0.45 0.50 0.55 0. 60 TH/%
PGD 63.23 74.53  87.02 100.49 106.55 —
PGD-AdaConst ~ 60.65  72.41  84.53  95.51 103.64 v 3.49

4.3 itk

HEUE MI-LA BE RO A 19 ik BUR 4Rk R ELE 5 19
5 P Xt B o o Bk AR A X B O Rk A AR TR S 1R R Ak AT
3% 5 RS F R A & APGDYY, Autoattack!™™ , Admix!*
FIA™7Hl DeCoWA™ | & B LIEBRINS IR E .6 Fp i
J5 ik B Pk RE X He gk 7 B,

R 7 OARXHUECE R & R RS FID BE RS AR L

Table 7 Comparison of black box attack success rate and FID distance under different adversarial attack algorithms

. K& EARE A Eadk& FID
b &S eps . — - s o) g /0 .
Inc-v3 Googlenet VGG-16  Res-152 Mob-v2 ViT-B R E/% i
4 6. 20 13.50 21.70 68. 30 23.30 7. 80 14.50 12. 90
8 12.70 21.30 32.10 70.90 37.20 8. 40 22.34 29.08
12 18. 80 31. 60 43. 30 71.10 47.50 8. 20 29.88 43. 80
16 23.90 39.50 48. 50 71.10 55.10 9.20 35.24 53.57
APGDL27T]
20 29. 80 47.60 52.80 71.10 59.50 11. 30 40. 20 65. 36
24 34.90 53.20 55.30 71.10 63.10 11.50 43.60 73.90
30 41.60 58.00 60. 40 71.10 67.40 12.90 48. 06 88.55
40 50. 80 63.50 65.90 71.10 70.60 19.00 53.96 106. 26
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(8E3)
— Bk B 2a%kE  FID
& & 7 eps . o
Inc-v3 Googlenet VGG-16  Res-152 Mob-v2 ViT-B RIE/% i
40 7 12.90 23.80 34.60 69.90 33.80 7.50 22.52 26.98
Avtonttack. 80T 18. 90 33.00 43.40 70. 90 44.70 8. 60 29.72 140. 48
LqC2s 160 % 33.90 51.20 55.30 71.10 60. 30 10. 30 42. 20 66. 88
300 % 51.00 64. 40 65.90 71.10 69. 60 16. 40 53. 46 105. 02
450 7 59.90 69. 40 70. 30 71.10 72.60 26.70 59.78 143. 86
1 15. 30 24.00 30. 10 89. 00 35.00 10. 30 22.94 22.99
8 31.10 43.20 49.50 98. 30 57.40 12. 80 38. 80 54.17
Adimix[29] 12 46.10 59. 60 65.10 99.50 71.20 15. 00 51. 40 80. 40
mx 16 59.50 73.70 73.00 99. 90 80. 70 18. 30 61.04 102. 01
20 67.00 82.50 79.00 99. 90 85.70 22.10 67.26 122. 46
24 73.10 86. 20 84.30 100. 00 88. 60 26. 30 71.70 137. 32
4 14.50 22.70 29.00 92.00 34.40 9. 80 22.08 23.56
8 30. 30 42.10 52.60 99. 40 56. 60 13.00 38.92 55.34
. 12 45.00 57.40 65.10 99. 80 69.70 14.10 50. 26 82. 22
16 58.10 72.20 73.40 99. 90 79.70 18.00 60. 28 101.78
20 66. 40 78.00 79. 60 100. 00 84. 80 22.20 66. 20 120. 04
24 74.20 84.40 84.90 100. 00 88.70 26. 30 71.70 134.79
2 12. 60 20.10 22.00 25.10 26. 60 10. 40 18.34 13.56
4 24.70 37.60 37.80 57.50 45.10 12. 30 31.50 38.71
8 53. 40 70. 50 65. 50 91. 10 75.20 18. 30 56.58 87.42
DeCoWAL31] 12 73.40 84. 60 80. 30 97. 80 87.10 26. 00 70. 28 119. 36
16 83.50 92.70 86. 30 99. 00 92.10 33.10 77.54 141. 28
20 88.50 95. 40 92.10 99.70 95.00 39.70 82.14 156. 96
24 92.70 96. 80 93.30 99. 80 96. 80 48.10 85. 54 172.99
10 7 12.70 20. 40 25.40 57.10 25.80 8.30 18.34 13.33
30 F 21.50 28.40 33.30 84.10 36.70 10.10 26. 00 27.69
MLLA 90 7 41.80 46. 80 52.00 97.70 54.10 14.00 41.74 54.16
150 5 55.90 61.40 62.50 98. 40 65.70 18. 40 52.78 74.36
250 5 67.30 75. 60 75.50 99.20 77.30 24.00 63.94 100. 48
350 7 75.30 83.90 83.20 99. 60 83.30 32.10 71.56 121.76

FRYE R 7 09 52 98 R 2 ) PR Oy s & ASR 5 R T
%?R'i%‘aﬁ FID X R & A&l 9 fiezs . ar KL L 7E AR R (Y

B IGE RIS s MIELA 5503 09 A8 7] 456 M98 47 FID
P RE f A .
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—— Autoattack
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Fig. 9 Relationship between ASR and FID using different

adversarial attack algorithms

R T B L SR T A (B 1 35 ASR 2B 40%6,45% .
50% .55% .60 Y I 6 Fh 7 ¥k 9 FID, Z5 503k 8 B g, o L
F L IEMFE A ASR F L MELA 8% FID {4 07 % T %
T 6.32%~26.35% .35 UL T Be it Oy B A A Ak bk

8 LVEHRMEE MR ASR X R FID 9 F F A% 5
Table 8 Decrease of FID corresponding to the same ASR after

linear interpolation

% # ASR/ % MI-LA
Wk 40 45 50 55 60 FID T#/%
APGD 64.88  78.50  94.37 106.26 106.26 ¥ 22.06
Autoattack  62.23  76.36  93.30 105.02 143.86 ¥ 26.35
Admix 56.67  67.08  77.49  88.47  99.68 v 9.82
FIA 57.90  69.75 81.60 91.47 101.23 V12,66
DeCoWA  55.22  64.93  74.64 84.35 95.15 v 6.32
MI-LA 51.23  60.13  69.27 79.55  91.26 —

5 BESRE

5.1 R

Zlijc%ﬂﬁ)rﬁ/ﬁﬂﬂiiﬂtd}ﬁ?ﬁ*Iﬁl%é@%%%@ﬁﬂﬁﬁﬂ
ZEAE RN JE B ) B, 4R 11 T — b T 8 R 2 R SR A R A
Yol R A HESE . Sl B O3 B 5 SE 3R S TE L IS T LA R .

D REA B 5 2 U0 3 A GE B T O ST AR AR
TP A 5 X BT AL 3 24 SR A B 2 AT AL Rk T AR S

I RE LSRR . T B B2 A el R e B AR B Y, R

I TR) T SO AE R A B 48 3l 0 {8 22 S MLAE L D 1 3 L G o 4 At
A R S S
DA 5 S S AL < £ B 25 R R 0

S A B E AL AN OO R O R8T &4 9
REGE BB, 456 SRS RRE R T 3 25 29 3w 5
PRI, S0 B T A IR 2 B I - v 2 R 1 25 Ak B
3B, AE M A el T R FID 5 b5 42 B G 29 3 7 5k AR
2.68%~3.49%.

3B M5 A Ak 6 UE . BT O Ik T G s R L E
FGSM,PGD fil MI-FGSM % 3 it B fE 42 AN B e 4%
FHRE KT MBS AR, BT MELA B3 b 9e e
FH,H FID {5 % APGD 1 AutoAttack 28 5 fp 5 B X T
6.32% ~26.35% , 0 UE T HE 2L 1 p b
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