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Deep Learning Model Protection Method Based on Robust Partitioned Watermarking

LYU Zhenghao'* and XIAN Hequn'"’
1 College of Computer Science and Technology, Qingdao University,Qingdao,Shandong 266071 ,China
2 Key Laboratory of Cyberspace Security Defense, Institute of Information Engineering,Chinese Academy of Sciences,Beijing 100085, China

3 Cryphotography and Cyber Security Whampo Institute, Guangzhou 510700, China

Abstract Machine learning often involves high costs related to data collection and model training, which raises concerns for mo-
del owners about unauthorized replication or misuse, potentially infringing on their intellectual property(IP). Consequently, the
protection of intellectual property in machine learning models has become a pressing issue. In response, researchers have intro-
duced the concept of model watermarking. Similar to how digital watermarking embeds identifiable marks into images,model wa-
termarking involves embedding unique identifiers into machine learning models to facilitate copyright verification. However, exis-
ting watermarking techniques face several limitations in practical applications. Firstly, embedding watermarks inevitably affects
model performance to some degree. Secondly,watermarks can be removed through techniques such as model fine-tuning. To ad-
dress these challenges, this paper proposes a novel neural network watermarking scheme,employing a regional and staged embed-
ding approach. This method not only aims to minimize the impact on model performance but also seeks to enhance the robustness
of the watermark itself. Experiments conducted on the MNIST,CIFAR-10,and CIFAR-100 datasets validate the effectiveness of
the proposed scheme. The results demonstrate that this watermarking approach maintains a high watermark retention rate while
having minimal impact on model performance. Compared to existing baseline watermarking schemes, this method achieves per-
formance improvements of up to 18 percentage points. Additionally, the proposed scheme exhibits strong robustness against at-
tacks such as fine-tuning and remains unaffected by model pruning operations. Even if adversaries attempt to completely remove
the watermark.,they would have to significantly degrade the model’s performance as a trade-off.

Keywords Deep neural network, Model watermarking., Copyright verification, Artificial intelligence security, Watermark robust-
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#i A :Model, D, epochs, layers_to_turn
fiH : My
1. parameters <= Model. parameters()
2. for each param in parameters do:
3. param. requires_grad < False/ * 45T A S5 » /
4. end for
5. layers_to_turn <= Reverse(layers_to_turn)/ * ¥ 51 £ 7, LIE 2

J5 B2 E TR+ /

6. number_layers <= len(layers_to_turn)

7. for epoch=0 to epochs—1 do

8. current_stage < epoch //(epochs // num_layers)
/ * HRHE S AT B Bt epoch XF layer to_ turn %) & H ) # 48 o i
U ox/

9. for i=0 to current_stage do

10. for name, pame in Model. parameters() do

11. if layers_to_turn[i] in name do

12. param. requires_grad < True

13. end if

14. end for

15.  end for
16.  Reset optimizer
17.  Train the Model on the watermark dataset D
18. end for
2 W 2 1 43 XK BB IR K K EDAR D A B BB BT A
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Fig. 2 Performance of two watermarking schemes against model fine-tuning



428

Computer Science THEHLELZ  Vol. 53,No. 1,]an. 2026

S 25 AR, 43 XK By 48 7E AR AU B0UR ) 1 K B A IR
R FARL R RN HE R IR R RE S, B 2
R, 7E MNIST,CIFAR-10 #I CIFAR-100 ¥t 48 4w, 43 X 7K
B 676 SO G PR FE T R A K ER AR I 3R, T S 2k O KK
EPAF 15 T B PR, JE v ROIE A A T A AR B, ik s 2 IR 3
W, 43 XK B 77 28 AR AU E R 25 AR W) 9 45 10 1, e 4R AL T AR
fa K ER DR AT, 3Rl £ e R O 34 RT i A R F 43 X O 28 5% K B
AL E A o (5 L AR A5 7 2 B2 b B A7 RE AT A0 2 R K
B g 4P, DI 38 58 T %t K D 3ok i HR B RE 7T
5.4 JKEDFAREMBEHE THEHMETM

AATVEAL T 43 IX K B 58 76 VR B M 4 ) 445 A5 8 B A ) 1Y
R L S A 3 XK ED R 3 2 KB Y AR I R AT BT A L 1B B
TR I R B AR A 8 T L AL S B R R v i A A T 46 R 5 IR
PeAk s LA SR S 20t 2 3 P e B A S R K ED A B AR . BT B
SEH #E MNIST %4 48 bk A7, LS8 iE /K BNy 28 1Y 45 e
SR A R 3 B

100 —— ¢

— B et &
% — e 8 (EBAW)
80 N HRRAE
" SGrEAH)
R g = i
%— K EIAE I
. (NEAH)
£ .
30 AE IR
" (EZAH)
10
0
0 10 20 30 40 50
B R TFr% W4T

P 3 WK By S8 A T 59 A I A 2R B
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