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Research on Fuzz Testing Techniques for Closed-source DBMSs Based on Black-box Instrumentation

LI Zhongjie' , LIANG Haotian' ,JIA Haoyang' , WANG Qingxian' and CAO Yan'**

1 School of Cyberspace Security and Engineering,Zhengzhou University, Zhengzhou 450002, China
2 Songshan Laboratory, Zhengzhou 450000, China

Abstract DBMSs are widely used application software for managing business data,and their security is critical. Any form of data
leakage or corruption could lead to significant security issues. Currently,there are relatively few public research findings on vul-
nerability detection for closed-source DBMSs. To enable effective testing of closed-source DBMSs,a novel approach has been de-
veloped. It proposes methods based on grammar structure mutation and semantic rule-based variable filling to generate test data-
sets in batches.creating syntactically and semantically correct complex SQL queries from provided raw corpora. These inputs al-
low for in-depth exploration of the deep logic of DBMSs. Additionally,a dynamic coverage analysis method based on Pin is intro-
duced to collect real-time coverage data for closed-source DBMSs, using feedback from the coverage to guide seed scheduling in
fuzz testing. Based on these methods,an automated testing prototype tool for closed-source DBMSs,named OFuz, has been deve-
loped. Experiments conducted on Oracle and SQL Server validate the effectiveness of OFuz,demonstrating superior performance
in test dataset generation and coverage analysis compared to other tools.

Keywords Database security,Closed-source database management systems,Black-box testing, Fuzz testing,Coverage analysis
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At By BERE 45 A5 0l £ AT 7 %2 5 th DBMS AR 8 X4 117 5 5% 5k )
W7 At B e A 1) T 58 L R AT S

AN AR AR AP 0 e o A b AR ERPRAT B AR B £ B R
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AJ“SELECT ¢l FROM t WHERE ¢2 > 1778 #k A SC¥: it b7
MrBt B, 2 98 Bk 4y S 2 A B . SQL G iR “ SELECT”
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SELECT ¢l FROM t WHERE ¢2 > 1

SN

ART+RE K F+EE KT HRE X
SELECT ¢l FROM t WHRER ¢2 > |

K1 SQL & w53 ffk 7 ol

Fig. 1 Example of SQL statement decomposition
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select_stmt
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ted_list from_clause? where_clause?
group_by_clause? order_by_clause?

H A ARUA select F4] H B B8535, AT AL & from
AT where FA] 5 . 0B 1 1 1 0 D0) d5e ¢ 25 o 1) 1 U DG
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B2 G SQL AWM SCHE IR, BT IOk MR R A
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ikl T ORSMN SRR
A B F SQLSeed
itk 254619 ABRTree
1. function SyntaxBasedMutation(SQLSeed)
2. ABRTree < ParseToABR(SQLSeed) // ¥ SQL 2 ifil fift ¥ h
ABR
3. PlaceholderReplacedTree < ReplaceVariablesWithPlaceholders
(ABRTree) // ¥ ABR (728 5t B0 Ny o 437 45
4. for each Node in PlaceholderReplaced Tree do

5. if RandomProbability() << MutationThreshold then// A= Ji& i
ML, D5 S 5 5 2 R A7 28 S e A
6. MutationType < RandomSelect ({ Addition, Deletion, Re-
placement}) // M I W3R R0 45 48t 6 4R v i L 32 4% — Fb
5 5 SR W
7. if MutationType= = Addition then // 3 ¥ 4E
8. NewNode <= SelectFromDictionary (Node. abr_t) // M
ABR “F # i 3%  — AN AH R 6 B g ABR
9. InsertNode(Node. Parent. NewNode) // #§#i ABR f ¥
19 R 5 4 2 T
10. else if MutationType= = Deletion then // M B #:1E
11. RemoveNode(Node) // BUH A9 500 1% 19 5 1951
12. else if MutationType= = Replacement then // & 4E
13. ReplacementNode <= SelectFromDictionary(Node. Type.
abr )
14. ReplaceNode(Node, ReplacementNode) // # Ji 4 ABR

PO RN DL T &k T F A e E N O D

15. end if
16. end if
17.  end for
18.  return ABRTree
19. end function
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valuest — A~ 51 3K, BLTH AF 0B XN T M key 19 6] — 26
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HElde A FERZEERNELAE T ERL. R
Xt AST #4720 81 TT A1 FH T 1% SQL B4 M2y AT 3 3. %
BFBBAR FERERMAFMREEGRAAR, HRLAFEK
AT eI R, F BRIV F MBS R B WAL e g
wRZ,

Ak &4 5B KA A BN %
SELECT $. COUNT($) FROM $ WHERE $ > 1 GROUP BY §
§ RRER
SELECT v1, COUNT(v2) FROM v3 WHERE v4 > | GROUP BY v3
| B R (el
SELECT v1. COUNT(v2) FROM t1 WHERE v4 > 1 GROUP BY v3
¢ FEHAHE (clAnc3H & Ful)
SELECT cl, COUNT(c3) FROM tI WHERE v4 > | GROUP BY v5
¢ FEABLE (LA ABMEE)
SELECT cl. COUNT(c3) FROM t1 WHERE ¢2 > 1 GROUP BY v5
l”ﬂé@#«rﬁé GROUP BY
SELECT cl, COUNT(c3) FROM t1 WHERE ¢2 > | GROUP BY ¢l

(SR W ESD ORS¢ & Wi 1]
Fig. 4 Example of variable filling based on rule constraints
THFEAARME  FROM F/H) Hl WHERE 41 H {fi
FE 2 47 b AU B 2 A i 19 A 40K . B SELECT 7] i
A 7 B4 Ak [ T FROM 1) o i 3%, 40 1 5 w77 78

EZAERAE A B AR LR — . FRRE A AR
FLAE AT A AR ) P i BRI L T AR 2 A SOk
VEREAT G 98 BRI AL i, 4 RS B L 7 N A B HR
RGP RB AL @d R BRI E A %,
M SQL 3 A) B 37 8 SELECT v1,COUNT(v2) FROM tl
WHERE v4>1 GROUP BY v5,SELECT T4 1 & 4 B 4> ok
WA i vl F v2, MR AL v1 A v2 BN o Fr S
TR R T RR AL 2 A F B XS £ A E
i, N REHLIERE P4 . [REE , WHERE 4] Bl HLEL— A4~ 72 Bt
BRIl H WHERE F/4a) b i v4 28 B iy bR S0 — D3
Feak R0 T5 B H AT B 24 o), 638 A2 AT BUE
BRI LA BN I B R B S B R R AT I T
WA v il v2 Z HAAFAE R OE R L v F v2 ] DL [
—AE. KRB EEEH N, 2 v A ov2 BURFH el A e3,
WHERE F4] i iy vd BUSUE 287 BB 2 1), SQL 1 A 3t A8
4 SELECT cl, COUNT (c3) FROM t1 WHERE c2 > 1
GROUP BY v5, M SQL & m) 4 HF T v5 & R0 IR 1k,
B4 B A ¢ GROUP BY Bl JH# & T GROUP BY
TAI HER X SRk A T SELECT FA P IR E A W
BN BT A B B V5 B AE S o1, Tk, AN SQL B Al
AR 4 I 7S o8 e A AR MUY 45 R O SELECT cl,
COUNT(¢3) FROM t1 WHERE ¢2>1 GROUP BY cl, #
A FERR I DA RS WL 2 TR .

ik 2 BT SO A A R S T A

B AL 4 AL FF Y PlaceholderTree, $UH 4 19 T £k DBMetadata
ity LS 52 AR B Y PlaceholderTree

1. function VariableFilling(PlaceholderTree, DBMetadata)

2. for each Node in PlaceholderTree do

3. if Node. IsPlaceholder() then
4. ApplicableRules <= DetermineRules ( Node, DBMetadata)
[/ T LR S0 E A AR
5. for each Rule in ApplicableRules do
6. CandidateValues < ApplyRule ( Rule, DBMetadata,
Node. Context) // BRAHH & LA AL 19725 B

7. if CandidateValues. IsEmpty() then

8. continue

9. else

10. SelectedValue <= RandomSelect (CandidateValues) //

A RS 8 A 258 4  E A Th BE L A

11. Node. value <= SelectedValue // #4725 i {H 43 L 45 o5 1 FF

12. break

13. end if

14. end for

15. if Node. value==null then

16. Node. value <= GenerateFallbackValue(Node. abr_t) //
9 2R R 3 3 A AT LU A AR 1 o LA 5 A R — A
BN

17. end if

18. end if

19.  end for

20.  return PlaceholderTree

21. end function
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Table 2 Comparison of SQL query generation efficiency among

different tools
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Fig. 6 Comparison of the correctness of generated SQL queries
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Table 3 Comparison of SQL queries generated by different tools

£k SQL &1 F £k SQL 21

DBMS il i T £

TR EHE/%
SQLsmith 1.0 98. 1
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