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Time-Frequency Attention Based Model for Time Series Anomaly Detection
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Engineering Research Center of Sustainable Urban Intelligent Transportation, Ministry of Education,Chengdu 611756, China
Abstract Time series anomaly detection is a challenging task due to complex temporal dependencies and limited labeled anomaly
data. Previous methods have predominantly focused on modeling in the time domain,overlooking valuable information contained in
the frequency domain,resulting in a certain degree of performance bottleneck. Taking this as a breakthrough, this paper proposes
a Time-Frequency Attention Based Model for Time Series Anomaly Detection— TFA-TSAD, which firstly innovatively performs
progressive decomposition of the input data to explore the anomalies of the data in different modes,and then utilizes the well-de-
signed time-frequency domain modeling module to efficiently extract the time-domain information and frequency-domain informa-
tion of the origin data respectively,by taking the attention mechanism to improve the performance of anomaly detection. Finally,
based on the traditional error loss,a loss function incorporating average MSE is utilized to further improve model performance.
Extensive experimental results on multiple datasets demonstrate that the proposed model outperforms 13 other benchmark models
with a significant performance.

Keywords Time series anomaly detection, Time domain, Frequency domain, Attention mechanism,Decomposition
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se) J=— AR5 I B AR L R A — K EB A F A
GRS T 28 B ML 09 BT IR A A5 ] IE % ; MSL (Mars
Science Laboratory dataset) H NASA U4 . B/R T Kk 2 H
i 09 12 S AT PAT 5 B0 19 AR 25 s SMAP (Soil Moisture Ac-
tive Passive Dataset) t4&H NASA WEEM, BN T K B8 it
TR A £ HEREAC A W 5 B, 55 MSL A EL, SMAP B 46
WEEZH S FH ;SWaT (Secure Water Treatment) J&—4
SET 51 A FEAL IR AN 09 B A WAk A RS aE AT T iy O HE

ALt & 4% ; PSM (Pooled Server Metrics Dataset) &% H
eBay M5 SR HLEE 00 A FF B4 . (0% 25 4 UCR 2
KDD2021 1) 2 $i s 58 i ] 77 51 5 8 A6 0 3 S8 42 AL 1Y L 40 50k
H &R AR IR 250 A7 $dE 4 s NIPS- TS-GECCO 7 —
A FH T 086 I 1 AR K B B 4 R A T 2018 AR s 4%
S35 23 NIPS-TS-SWAN 2 — A FF il 77 1) 14 25 4
AR ik I [R] 37 3 o AU 42 L 4R B H Spaceweather HMI 11 3
X 5 22 50 o 4 K B OGBR 26 B A

#1 BUREMR
Table 1 Description of each dataset

g% ER % I % & ®iE £ R & &
SMD Internet Server Machine 38 566724 141681 708420 0.042

MSL NASA Space Sensors 55 46653 11664 73729 0.105
SMAP NASA Space Sensors 25 108146 27037 427617 0.128
SWaT Infrastructure System 51 396 000 99000 449919 0.121
PSM eBay Server Machine 25 105984 26497 87841 0.278
NIPS-TS-GECCO Water Quality for IoT 9 55408 13852 69261 0.011
NIPS-TS-SWAN Space(Solar) Weather 38 48000 12000 60000 0.326
UCR Various Natural Sources 1 1790679 447670 6143541 0. 006

4.2 BELFIFMIER

WA SR 5 13 AN LA B I AT X BB A5 50y
% OCSVM"! FI TForest™, 3 F 3 2§ 9 Jr 3 ITAD™ f
THOCM!, g [l 78 & CL-MPPCAS* fl LSTMU2, DL K ik
T H # 8 J7 ¥ InterFusion™! , OmniAnomaly™* #1 LSTM-
VAEF™ , Btz A8 AR SCHE B AN 5 AT 4 AN FEF Transformer
4 S5 B ARGy Ok 6 T AR R 1 S H ARG T P BB L {45 Anomaly
Transformer* , DCdetector'™ , TranADY? DL & —~ B B £ 87
BB TEMAER® . TEFMAE #2 % {ff Ff] % /> & T Transfor-
merf F &, 50 S0 45 B T B T8 000 i R IR SR R ik
T B 1 AT S5 WL SR W L TE A SR O 22 R L T 2 ST R,
IR A SR B R B EE RN,

ARSCRA)IZ A 3 A48 bR, B #) % (Precision) , A
[m] 3% (RecalD) Fll F1 43550k PEAil 452 80 () o4 6 .

TP

P*TP+FP (20)
TP

R*TFIFN @D
_2XPXR

Fl="%"F% (22)
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HEBLNG S bR bR R 09 RE AR B R IR B O TE R AR AR
B,
4.3 EHWEE

5 Anomaly Transformer & 3 28 B & v (1) 3 8 — 8, R
SN BT B SR 2 4 U 24 IR I IESE . TR SO
FERE O R/ANG —i% BN 100, T SWaT %04 4 19 batch
size B H K 128 Fb, H A HHE W) batch size ¥ & N 256,
MR RIS 3 EmmMAt . BRI A4 E 4 WikE
256, BTERE RSB E S 8, BRI SRt B v ok A
Adam 1ERRALES AR5 T R E R 0.0001, KT HHITL
ST HG BT RO AR A RN S 3 B, AR SCSE g b Y T A

T 43 7E — 3% NVIDIA GeForce GTX 3090(24 GB) GPU
AT BRI Py Torch HEZERE 22 .

FAN AR BT T R L E R F1 A3 ar e, R AT
2 A S R R R SR TR 2 R B A% 0 DL R O X 5%
S 55 DX IA] YA I 3 3 D — AN R R e, B R HE R R
HBLRY SE RO L 2R W 1) A B VR T SR M U R SR, BN AR
RO R W AT A T8 SR A ORI R DL i & 150 B
4.4 IWHHER
1.4.1 3 X FHAZHES

R T B UE A SRR (A RO T SRR 5 A B SRR AE 1
BEATIOAUE . 1R F 13 A ST AT 4 LU B AIE . oA 1 4 1
IRVE A SEB A 3 WM 18, e e 45 R a0 5k 2 fr g,
oo R e R a8 L, F R KR Ik 4

45 R F ], TFA-TSAD 76 it A 808 4 1 3 A T e
FWRAC ISR, HR I H, 7E MSL, SMAP,SWaT Hl PSM % i
4 I, TFA-TSAD ) F1 I b B A B TEMAE 5 Jin
W, (A AR R SMD b A4 45 5 % 5 i A5 L i )
il 2 R S 2 500 A b B 0O S e 5 AN B0 A PR R IR
Xof o7 Y S R TE BT A BN A L B LA W T 00 4k 4 A8
P A 7R AR LAG I 45 5 A RS i 3% L BB A F1 43 0RR
AR B (9T B, BDAE itk , TEA-TSAD 78 % 8096 45 1147
SRIUAS T A 84 T 19 46

DCdetector 5 Anomaly Transformer #B 7] UL & 1E M i 45
rh i R TS R R A R AR B A A B L R TE B o
RIS T R RRAE R 22 SRR HEAT IE B SRR X
53 5 ERWA T BN E f52 , A SR T e dal F0 AR A £
FESS A 3 B T B L A 45 5 L E B T BT 4 0 e SR
WIS G 0 7 A Rk . [ B, TEMAE b J2& 5% H i 30 A
SR 25 A 1 v B SR SR R KL B R B e I SR A v
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Table 2 Comparison of results on all datasets
0
AR SMD MSI SMAP SWaT PSM
HA /A Venue p R F1 r R Fl1 P R Fl1 P R F1 P R F1
OCSVM MachLearn-04 44,34 76,72 56,19 59.78 86.87 70.82 53.85 59.07 56.34 45,39 49.22 47.23 62.75 80.89 70.67
TForest ICDM-08 42.31 73.29 53.64 53.94 86.54 66.45 52.39 59.07 55.53 49.29 44.95 47.02 76.09 92.45 83.48
ITAD CIKM-20 86.22 73.71 79.48 69.44 84.09 76.07 82.42 66.89 73.85 63.13 52.08 57.08 72.80 64.02 68.13
THOC NeurlPS-20 79,76 90.95 84,99 88.45 90.97 89.69 92,06 89.34 90.68 83.94 86,36 85.13 88.14 90.99 89.54
CL-MPPCA KDD-19 82.36 76.07 79.09 73.71 88.54 80.44 86.13 63.16 72.88 76.78 81.50 79.07 56.02 99.93 71.80
LSTM KDD-18 78.55 85.28 81.78 85.45 82.50 83.95 89.41 78.13 83.39 86.15 83.27 84.69 76.93 89.64 82.80
InterFusion KDD-21 87.02 85.43 86.22 81.28 92,70 86.62 89.77 88.52 89,14 80.59 85.58 83.01 83.61 83.45 83.52
OmniAno KDD-19 83.68 86.82 85.22 89.02 86.37 87.67 92.49 81.99 86.92 81.42 84.30 82.83 88.39 74.46 80.83
LSTM-VAE RAL-18 75.76 90.08 82.30 85.49 79.94 82.62 92,20 67.75 78.10 76.00 89.50 82.20 73.62 89.92 80.96
AnomalyTrans ICLR-22 88.83 91,76 90.27 91.94 95.22 93.55 93.61 96.05 94,76 88,23 100.00 93,73 97.11 97.53 97.32
TranAD VLDB-23 74.30 81.65 77.80 90.72 94.73 92.68 93.12 71.33 80.78 94.23 94.36 94.29 97.44 98 19 97.92
DCdetector KDD-23 85.80 83.63 84.70 92.27 97.48 94.80 94,29 98.52 96.36 92,97 99.89 96.30 97.07 97.89 97.47
TFMAE ICDE-24 91.54 87.46 89.46 92,60 92.69 92,64 94.36 98,03 96.16 97.36 95.16 96.24 97.40 98.16 97.78
TFA-TSAD(ours) - 86.50 87.58 87.04 91.74 98.34 94.92 94.43 99.08 96.70 93.25 100.00 96.51 97.53 98.81 98.17
4.4.2 3R FHARKBE F 476 UCR BHR 4 1 iy 45 R 5 1k
ST PR — A I A R b RS R S A I RE T . AR SCHE Table 4 Comparison of results on UCR dataset
SNy 0
NIPS-TS-GECCO #l NIPS-TS-SWAN F A~ £ it 5 4% 4 1= %% oo
e s AL - " e - ataS UCR-AUG UCR
BERLGHEAT S UE . X EE R L Bik 5 N E SRR R AT Dataset
Metric P R Fl P R Fl
Al ik > 5 Rl gAY bk H 3
20 B0 S IS OO IO A S RS I A T L PR L AR X A AnomalyTrans 88.63 77.55 82.72 33.18 60.32 42.81
B 5 P A B AR (NIPS-TS-GECCO: 1. 1 %) Fl 5 i (0 5 3 TFMAE 73.98  63.74 68.48 32.86 45.05  38.00
TFA-TSAD 90.28 85.94 88.06 33.37 61.79 43.34

H (NIPS-TS-SWAN :32. 6 %) » {H J& 4% 3CHE R A 46 I 4 68 £t
T A 7 1 B 3R B AR T, BB 1A SO AL 7R 2R i 4
P dE 13RI R AT, AR SO0 X ACHE 1 2 Rt KR A SCA
BIE NIPS-TS-GECCO $#5 4 b 1 F1 43 $0A U M AR 0 iy Sk
fili LERAT 15,200, LR AR ISR 3 T A

# 3 7E NIPS-TS #4445 Roxt e
Table 3 Comparison of results on NIPS-TS dataset

%)

DataSet NIPS-TS-GECCO NIPS-TS-SWAN

Metric P R F1 P R F1
AnomalyTrans 23.17  58.08 33.12 90.73 47.42  62.28
Dcdetector 38.25 59.73 16.63 95.48 59.55 73.35
TFMAE 25. 36 32.86 28.62 94.23 57.65 71.53
TFA-TSAD 43.91 69.18 53.72 95.49 59.92 73.63
4.4.3 REFHAFHEL

I A B0 4 14 A 22 A B B 4 T PR AR B R 4R b i
HOHE AN R 24 B 22 1) AR 06 R L itk — B 4R T TR HERE . R
T3 UE ST B AR RS B e R [ S R R T 8 X A Y
76 UCR U 38 504 £ UCR-AUG & T80 4% L
SRR F B AT T, L e A R Ak 4 A,

SRR A SO AL TE AR RO AR M T AR R A A
W RE NS BRI B 45 5, B 7E UCR-AUG % #iE 4 E /Y F1 /3%
B RET T 6.5%,

4.5 HEhIE

Ry T ASE AR v filE 3 A% o 3 X e SR s T AR 3] X
B — 2 DR 2 o R Xy N R R T R T
TFA-TSAD A~ REL , 25 R B a3k 5 31,

15 11 0 5296 25 SR 3R B L 55 O {4 il 562 Wi AL LG, e S 2R
i HP O I A8 1T A 2 40 fige i O 2R A AR PR AR
3 fiff BE A ASE 20 43 1) e 20 J) H0 3000 e IO A S

115 IO (9 52 56 25 R 3R B, 5 {40 ARLAS £ P i i =X 4
fiff AR L L A5 R ) B — 2 4 o 9 0 KO0 A T
Hik.

11 5 1V (i XF H 25 SR UL L oR P B ik o 2 S 1 O 2Rk A
SRR LA T KL 10 B R AR 25 F] 0 s 22 O
4, M IV 5 TFA-TSAD (45 8% b s R A% 40 i) B A
TR F5 J i B A e 22 R AR L R — R A T
SEHEAT AT Y5 PR 22 AR B0 T A SO RN T 1 A4 30k .

F5 REBRARE F1 58
Table 5 Comparison of F1 scores for different model variants
[€79)

Model SMD MSL SMAP SWaT PSM  Avg Fl

No. . Progressive Loss with Loss with Loss with .

Decomposition . F1

decomposition KL mse avg mse

1 N4 85. 84 94.58 94. 05 96. 24 97.79 93. 81
11 J J 85. 60 94. 32 95. 89 96. 30 97.76 94.13
111 N N 86.11 92.89 91.55 96. 34 97.96 93. 24
v N N 85.29  94.61  96.23  96.19  97.89  94.20
TFA-TSAD N J 87.04 94.92 96.70 96.51 98.17 94. 67
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Fig.4 Parameter sensitivity studies of hyper-parameters in the proposed model
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