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Heterogeneous Graph Attention Network-based Approach for Smart Contract Vulnerability
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Abstract  Security vulnerabilities in smart contracts on blockchain platforms such as Ethereum have long been a focus of industry
attention. Bytecode analysis and vulnerability detection have become one of the mainstream approaches for identifying smart con-
tract vulnerabilities. However, traditional methods.such as symbolic execution.rely on predefined vulnerability rules,leading to
inefficiencies and low precision. Deep learning-based methods,on the other hand,lack a comprehensive understanding of bytecode
semantics and struggle to simultaneously filter noise generated during the compilation process while capturing complete control
flow and data flow information. To address these challenges, this paper proposes a novel method for constructing critical semantic
graphs to detect smart contract vulnerabilities. Firstly.a set of specific denoising preprocessing rules is defined to remove irrele-
vant data while preserving key semantic information related to vulnerabilities. Next,a heterogeneous graph representation method
is introduced to capture rich program semantics. Finally,a vulnerability detection model based on the HAN is designed. Experi-
mental results demonstrate that the proposed method outperforms existing approaches for smart contract vulnerability detection.
For denial of service,integer overflow, timestamp dependency,and unchecked function return value vulnerabilities, the F1 scores
of the proposed method are improved by 17. 75,5, 94,28. 94 ,and 27. 85 percentage points,respectively.
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BRI TR

Bt DA b TR AR SCHEAT T AR AR

DA T — MM, T B & 29 5 IR JE ¢ A .
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[d] % 7% (Intermediate Representation, IR) ., £ 74 B M A J5 1
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FEHE A H TR BEA AR . 72 ST, Zhuang 4532
TR BE A AR RS R A A B R O D KA A RS
WAL R EIR TR . ZJE A E ST S IR 5 A O, D
AL, B 5. &I T — A i F L W 4 (Temporal
Message Passing, TMP) & 7 Fl— A~ &) 45 B 4 25 R 4% A5 Y, %
SARPEATISE, AE T ¥ b Lin 209 IR RS A 38 BT
) 5 2 ) & FAARAE , 2 5 F g A 2 1B R IRV AR J5 5 T
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15 B CUNAIG 31 25 #9 L pR 800 FH 45D . Mando!™ B 58 i & 2 AR
W H# CFG Ml Call Graph, Z G TRIHWHE T EHA R
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KRR HEAT VIR SRR B T — b 0 M TR AT
AT 1] i T S 7T kA P BE A o] e, S UV TR TR R & 20 5
A 1R 5 249 1] B2 (v g4 AR AL AT LSRG S Y T Y B 2 T
iR BEA 2. Vulhunter "W 85 & T HLE % 5 5455 AT 7
RGN GAMERRZE. M EFRRETEX G A ERTE X
AT IR B S 2 R TR

3 FeesAREERMIA

AR B A 20 I 20 R 0T, Y A AR A 29 TR 3k
37 i, Heop DX H A S AR I TR R B0 s TR R A A AR [
{8 Tt 10 A 24 IR 45 T i 2 5 L EL BLA o s o S M B T
A SCOH X SE R AR I WE A R o A B A 15X L T 1Y S
HE
3.1 EREBKRBIRETR

PARE; I H b 22 R A7 — 26 X BRAH G 1Y 15 B 40 2 1/ 1942
A AEBE AR B B I ) AR . — S 2 2 AR B X L8 1R ROk
S2 B L T ] QK I BB B D A A B AL R T L AR T X
HRAZAER., STREXRET AL A BRI EFE.

P 145 T — A O IX B i ) B A R T 5 1R T R R
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P {6l 0 18] A S ML T~ ol T 4T 6L X B 35 AT LA AR —
SE 0 B A IRULE AL S i L, R T LU Sy i i B
JHE ) 8y 25 2 DT AN T 5 BB 43

/] IR KEUKRTS SR
function play() public payable {

require(msg. value==0. 1 ether,“Must send exactly 0. 1 ether to play”);
// 4§ 1] block. timestamp 1 Jy Bifi HL &R
uint256 randomNumber=

uint256(

keccak256 (abi. encodePacked(

block. timestamp, msg. sender)

) % 23
if(randomNumber= =0) {
/) BEGRER] L AR AT B v i) B AT B 4
uint256 prize=address(this). balance;
(bool success,) =msg. sender. call{value:prize} (“”);
require(success, “ Transfer failed”) ;

//H randomNumber==1.3t% M T, "4 EESAH

B XA B R T 7 1)

3.2 AKERIREERRE

R A% 25 149 3R 948 3% 17 (Unchecked Low Level Calls) 2%
REAAFREPHERAENLEREBZ — T UKW
BAGE R . IR 3 B & R 4R
F3 (0 callO) , delegatecallO) , send O %) i, A % H IR [ 4 3
FTIE R 2

DL 55 %8 G829 v 19 IR 8 P 2 5 41 4 24 stk 3 A7
A HMEENG ., 5 transferO B function call O %5 75 2% 4
ANF ALK A 2 A 3h & 38 5y, WAE & A 85 R  e 145 T
fiE IR [ false A& M B 54 . &K A5 53X 225K [ H 7T fE 5 30
WA 15 B G A BE S R T IX — ASUBH IR DGR A S AR
A AR R B, A LTSN A A G R RR G
F] call O3 [ false, SN G 249 10 PAT 2% WCHS 9 200, I TT 5
B BB LUk SE AT IS SLERAE L T REAE & U A MRS
3.3 EHEURE

BB W R A A — A RO 4 S s RO 2 BT R
FRIFEFE R, 40, 7E Solidity W, uint256 35 (%) 5 ¥ 3 Fl &
0 ) 270 —1, WEREAFAR Z 5 T B8 B8 WA L )
OB 4 & R B0 AT LR A R T i
3.4 IEHREIFR

BBEA A1 Dos I il 2 A R, 5 —Fh 2T Gas
Limit i) Dos Il . LLK 58 8 & 249 77 76 — Fh R R S 8} (gas)
RN AT AT T AR TH 5 R IR A B AR AR 37 A — 2 1Y gas 2R HT.
MG —A MBI BRI 2, T RE S B Gas TR
R 1 71 5 | K 45 446 R 45 ek . 9000 o 8 — A oA B Hp A 3 — 4 SR A
KRR AT e 508 SO A O A 2 A
TCRRIGHR . B8 AR 3L T A Mg A58 FH IR IR . R RE A 2
BRIR 285 BB e T A1 38 R B B RAT 45 SR — AR 2 T W 3R
#t 32 T DoS Wity . M AWTEMH — MG KT Z 450
R R B, — AN VR R 2 S B0 T OR AR T TA I T

4 FARERNTESER

AT TER N BRI ET A AF WA A A LE
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Fig. 1 Block information dependency example
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FEHEAT IR A 2 i, e W B AR A s R, H
FEURE BT o 1 SCIET R AT RE AL 7 5 3 T AR 5G4 AR A e B T
A A H SC ) 0 AR B A M s, M R R g HE B L DA O
o RGO S R 0 T e . SR L 7R SEBR G 24 v T AH G 1 AT 1
Vb )38 A . R AR TE A AR R, 5 BOX R 1 R
HEEZG WA

D) A A I T A A A B 005 & 29 1 D 4%

DUEGAmFL R, WIFR S-S 5B H Ik
FIfE A B INB R LM F . Gl b TR E N A L
92\ BRI R RE 5 Bl HL b & 29 SR P R R S R A AR S 0 A BRI
BORPERRA AT, RBE R ERBE AN 4 F . 4%
B YR AR R B 3 1 SR AT, T A I B R Sk 1R T Y pR 4
B AR AR 5 G 29T I TE G L B I U O RS I

BRIt 2 Ah , HoA e 75 R VR R 4G 5 gas T #E S VR AH G
B F A L DL 508 3R 543 S S A M A G R B, X
S ARG 5 A I E AR R T B O AR S B CE R
i T HLARAS PR R RE L SRy R 7

SR T AR BR YR R AH DG T8 S [7) B T B A 24 5 v g e
B AR S SCT — AN T W B R AR B OGS R
I 3¢ 4 R D00 5 ik T ek A 0 % R0 0 U R 0 43 AT, R A AR
FLLF 3 MBI

D 5 RS HOH B AR S5 IRTHA G . #5044
55 oA B A VI OG L 2 bR B AP A T & TN A R RT
VIIE B 84T o A 2 Bk 2 0% B0 3 Ry 1) i A B, 2 35 vl i
HH R A T 0 2 B A R TR R N B AR R S
A i 5 R U A S I R 2 R AR Y L R R

D EEREL MR SRR, DRSS 2k
P AE A PR R A O 3, ARG 20 PR A R P A 2 A I e AR
AR TE N AR TR B8 A2 7 16 R 2 A8 B A i 7E A7 4 (stora-
g, RELRMEAGEAHEYWETERB LK, RS
WETHFETE 2 (1 gas. BRI AR B2 1R 25 48 o 1 152 55 % 40 7 i 31
TR EE,

DE XY A5 B i RS 5T AH G, RIS 3.1 i
LR X HUE B R B A AR T AR R B FRAE L SR X
A A s T

EF AR EIT M FEEREN Tk, Z
BB Gigahorse-toolchaint™' X} 5% 5 i #E 47 4 3, 4 B = #h
WA R R IR, RS 76 IR ROT A BR1ERS o, AR B 0 2 ik
3 B A 4R R U8 ) L G o ) D) A I B

I T BRSO EAEM, b1 x5
CALLDATA #5¢ P4 AR5, B 2 X R A7 fiff A% 0 4H G 1Y) #2
RS (R 3 %t BLOCKINFO #158 BY BR A G , B b iR 445
4k ARTTH 28] A48/ E Tt 2 AR B8 IR O B 1] 0 4% st
FHARKIGE 5 008 HH A8 5, A WU 728 L 3K R R 5 O R A 06
B SCHE B S A RSB i 8l ™. 5 Ah . BNR R [ kA
15 1 SR AR D B O BRI D e R 4 I 0 OGO A

R T H AR A AR R T 4R

#* 1 GigahorselR #AEME R E 5553

Table 1 Description and classification of GigahorseIR opcode

®ED r & 7
BLOCKHASH, TIMESTAMP BLOCKINFO X 15 B
CALLDATALOAD,CALLDATACOPY  CALLDATA A
CALL.CALLPRIVATE CALL & %9 A
ADD,SUB,MUL::+ ARITH iS4 1E
SSTORE SSTORE EANTHEE
SLOAD SLOAD AR E
JUMP,JUMPI JUMP Bk 4% 45 A
REVERT REVERT [
RETURN RETURN R [E
STOP STOP (=3

TEA B B SO YRR S, — 15 LAY datalog #L 0
W H TiR5 IR PSR B, BEE T2 MEiHE2
ANFEIL IR T B ] Rl O R T SR B i R
W — oo, BARTR BN = (D prs, g5
2 A Gigahorse $24it

StatementOpcode(stmtsopcode) »

— KeyOpcode(opcode)
NoiseStatement (stmt)

DG T AR 0 M 15 AR — 0, HE 5 SO 2 % T
—MRIER R opcode 1Y TR ] W1AR opeode AT B2 #: 4
AR A N A A AR 13X 2% 15 A g R P, 7 {0 79 4 o 52
o1, KeyOpcode B &l 1 & 3L, 1fii StatementOpcode 1) & X Ky
stmt i 7] LA opcode A #AERD

StatementOpcode(stmt,opcode)

(D

Unary (opcode)
StatementUses(stmt,a ,0) ,

NoiseVar(a)

NoiseStatement (stmt) (2

StatementOpcode(stmt ,opcode)
BinArith(opcode)
StatementUses(stmtsas0) »
StatementUses(stmt sb,1)

NoiseVar(a) s NoiseVar(b)
NoiseStatement (stmt)

3

StatementOpcode(stmt,opcode) »
TernArith(opcode)
StatementUses(stmtsa,0) »
StatementUses(stmt0,1) ,
StatementUses(stmt+0,2) , NoiseVar(a) ,

NoiseVar(b) , NoiseVar(c) ,
NoiseStatement (stmt)

H (2O =D T hRiC S H A RA e SR
FIFEI 1 AN B IR o8 A Bl NI, T 3 A 3 3 4R 00, W
DA I 3o 4 AN o ) AR O 4 S b 0 T AT O D . sk R
N B 25 52, UnaryArith, BinArith, TernArith 435 38 75
PRI JE —J0 . 00 e R VE AT . StatementUses 192 4043l
fRF AW IR 5 /A A8 i AR S AE B AR A b (0 5 . SR AR
T fef ) ) 45V B2 O 8 8 B b i S W 75 3 ) 9T S S Ak Bsf
] LB N W 7 AR B b AR i s
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NoiseStatement (stmt) ,

StatementDe fines(stmt svar, * )
NoiseVar(var)

(5)

StatementUses(stmt svar, * )
NoiseVar(nv) ,
StatementDe fines(stmt svars * )
StatementOpcode(stmt,Opcode) ,

FlowOp(Opcode)
NoiseVar(var)

K5 O G T ARIC MR B A AW A HLI . B
i ie o M R (1 ) RE SO R O R PR AR O A R M 3 S g
PSR 22 ) AT 8 B A R AR R R AR R M AR e, o
FlowOp i1 #i R 1 &% 1 Arith 8BRS iy 277 4
WA AR,
RT HMBRARSCN TSR, R 25 T —B IR
B 181, 2 R S e R R AL o B A B AR N TR S R BT
FEELEAFET R mELS L, BTN EEREER,
TR TR BT AR 1,45 K 0,1,5,7,9 FHEA
A A B B R B D A R AR T R AR R R RS TR P, T AR A B
W 2,965 R 2 00 15 AT K i B L TR T R S A E U
A, PR A R BN R R AR 1 O T
# 2 IR E R
Table 2

(6)

IR code example

IR R # 7 4]
Begin block 0x0

0x0 v0(0x80) =CONST
0x1 v1(0x4)=CONST
0x2 v2=LT v0.vl

0x3 v3=CALLDATALOAD vl
0x4 v4=ISZERO v3
0x5 v5(0x10) =CONST
0x6 JUMPI v5,v4

Begin block 0xc

0x7 v7(0x0)=CONST
0x8 REVERT v7,v7
Begin block 0x10

0x9 v9=CONST

4.2 BRUMEAHBEXEHE

S Al A 20T SCIET R R AR O - B S T Gigahorse S 2
T S A B Y 2 I el B A R
P b 322 141 g [ R 1T 49 R 0 B A 2R B AR 28 5 AR a4t
ey e ) T K 0 H D S K T A AT i 8 R 5 N 3 2 T Y
ZARR R R RIS W TP L
4.2.1 FMREHNRAME

PR AR A R TR R AERT - R
Jr PR AT I AR i B B B TR AR . B TTEIE ARR — A
T N T A B AR HAT /Y AT RE U 1 % S RE R — i
BRI AT SR, R R E P S — AR - A
B A — BB AL fof Bk A T AR . 4 A P Y R —
ZR AR P ) — U Bk e . B A9 RN TR BE T T X
TR T J B F 5T bt i T 47 o 3 P sk 8 TR T [ A
B, AN BEAR B b R A R 7 78 AR .

PR L5 T 10 iy gl SR BN 2 Fh LR AL,

TEAL o AR o, BN TE A AR S — A R I U R TR X
NP AERS (AN 1 A A AR 2 D #EAT 4028 . TR B A T
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Fig.4 Workflow of the vulnerability classifier
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