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Bayesian Network Based Fault Root Cause Analysis

LIU Huashuai, TAO Houguo, YUE Kun and DUAN Liang

School of Information Science and Engineering, Yunnan University, Kunming 650500, China
Abstract Fault root cause analysis is to find the occurrence cause of specific problems,faults and events, becoming the important
technique for origin tracing in several paradigms. However.existing methods still cannot satisfy practical requirements of efficien-
cysaccuracy and stability. BN(Bayesian network) is used as the knowledge framework for representing and inferring the depen-
dencies among relevant attributes. Specifically, the vector quantized variational autoencoder algorithm for attribute reduction is
proposed at first. Then.the a-BIC scoring metric is adopted to learn RCBN efficiently. Following . efficient inferences in RCBN are
implemented by BN embedding by calculating the probabilities of fault occurrence for given causes. Finally,the Blame mechanism
in causal model is adopted to evaluate the contribution of causes w. r. t. given faults and fulfill fault root cause analysis. Experi-
mental results on 3 public datasets and 3 synthetic datasets show that the average accuracy and efficiency of the proposed fault
detection are better than current representative methods,such that the precision is 7% higher and the running time is 60% faster
than the comparison methods.

Keywords Fault root cause analysis,Bayesian network. Vector quantized variational autoencoder,Bayesian information criterion,
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1< // VIR A TR E W I k7 0 DRI A
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2. for each Z¢, in Q, do
3. yiex; // VAR IR A JE R AT 5 R )
4. Vd(ch )< ‘ P(ch =X ‘ Zc‘ )7P(Zc‘ =Vi ‘ Zc( ) ‘

P(Ze, =xi1Zc)

5. dr(Zc =x;)<| max{ vd(Ze, )X P(Ze =% | Ze ) T P(Ze =i Zc)

SP(Ze, =x:1Ze) * dr(Ze, =x))
6. db(Z¢ )<

%P(Zg =xi|Zc)
7. end for
8. for i=1 to k do
9. J<TU{Zc ) //30 E Ze, MITTHREETRA ]
10. end for
11, ARAE T 5 Ze, X RE db (X ] 347 K 5 HE P

12. return J
5 XWRERSW

5.1 LW E
5.1.1 #¥EH

ARSI R 3 A F R 4 (CWRU, TELECOMMU-
NICATION, HCV) fil 3 4~ & s 48 (CHILD, HAILFINDE
M PATHFINDER) = b I 32t $ 4 4

CWRU J& 2> FF 114 il 78 5 B A6 00 45 4% 4 s TELECOMMU -
NICATION Z7E 2022 4F ICASSP i 3¢ i 23 JF 1% #3 B 43 bir %k
AR HCV &7 UCL B 122 vh 20 7 (9 79 AL % /8 5 2 W
FIAR K40 M7 B0 A L 80P 42 . CHILD, HAILFINDE #l PATH-
FINDER % 3 A4~ 352 tH A (49 BN 1B 4 0 38 5% 40 4, & At %
FUBLH /N (R AR R R BN, BRI A S 50 & 1 31,

F 1 ARAARESIHER

Table 1 Statistics of synthetic datasets
HEE R e S A H
CHILD 20 25 230
HAILFINDER 56 66 2656
PATHFINDER 109 195 72079
5.1.2 #HrdeAr

AT DURAR Sk AT 500 N s v L RS B R (Pre-
cision) A3 A K (Recall) \F1 43 %, 3F 18 B 4 (Mean recip-

rocal rank, MRR) | 54 — fk #7 it B T 3% 25 (Normalized Dis-
counted cumulative gain, NDCG) F1 47 I [8] 75 4 PF 4 15 4% .
Fob RS BE L8 WISORT F1 43 BOA HE ) PR 98 B MRR 2 X HE
79 R FEAT PEAN A48 B o 32 A0 58 B X 45 5 A IR0k ] HEF 45
AT s NDCG 2 ] T iP Al HE P SR BE 1948 4, B 72 % 18
HE4 8
5.1.3 Lk

KNN© —FhE 28002 vk 5 & A Bt 40 s 1 4%
SRR TS

CatBoost™ . 1 i 48 T} 55 2% 09 JT 5 55 B0, 7] 4b B 43 2% A%
i WA E B Y A5 bR @ PSR, HLCUE IR S O T A
R R

Trans-FL'¥ ;3£ F Transformer Fl Focal Loss Y AR
K 5387 J5 ¥ . 38 33 Transformer 2% 2J K [a] 43 K A 2% , 3@ i Fo-
cal Loss 3 e e .

Squeeze ) H T ST LN L B TR AE B9 TR 4E BE A 4
BB R RIFIET RE PR OB TER o SRR

CMMD . A4~ B 25 B 20 0 — 02 O & 2R 8, ) T &
ol 22 090 228 % 77 50 A v A 2 T B R A2 4 SRR 4 2 )
1R A BRBGHEAT JE 5 53 — A SR AR PR A, SR 38t A% B0k L 7
o 2 KPT 559 J5 » 8 R0CH TR A LA B3R 0T 28 0 5 o 4E i

BN-BI®* . 454 BN A5 5 25 0952 00, 68 1 3 55 vh i 0L
WS4 S BN R, e o 22 T BN AR 1 5 1 5 5 B
AT 5E AL
5.1.4  EEIIRHE

7K 3C 52 B B 85 M - Intel i5-13500H CPU, RTX 2080Ti
GPU,16 GB N 7, Windows 11 4 1 & %, % F2 if 5 5
Python 3.9,
5.2 EWHER
5.2.1 AR K

1) S TR) J7 1 14 e s AR 8] 43 A 45 2R

S T IRAS ST A R AR SO S 6 AT LT i
16 3 AN IR b EAT O AR R 23 45 2R LU B 25 Rk 2
B, H b e A 5 BRI A 25 5 43 0 FTIREL R T R 26w s

£ 2 B E AL o3 b g 2R
Table 2 Comparison of root cause analysis results on public datasets
S CWRU TELECOMMUNICATION HCV
Precision Recall F1 Precision Recall F1 Precision Recall F1

KNN 0. 30 0.64 0.41 0.73 0.51 0. 60 0. 89 0. 85 0.87
CatBoost 0.67 0.53 0.59 0.81 0.58 0.66 w 0.93 0. 95
Squeeze 0.56 LM 0. 60 0.82 0.56 0.67 0. 96 0.90 0.93
CMMD 0.41 0.47 0. 44 m 0.66 0.75 0. 96 0.93 0. 94
BN-BI 0.68 0.62 0.65 0. 84 0.73 0.78 0.97 0.91 0.94
Trans-FL 0.59 0.58 0.58 0.87 0.71 0.78 0.97 0.94 0.95
RCBN 0.76 0.71 0.73 0.89 0.77 0.83 0.99 0.95 0.97

ALLE W ARSI ETE 3 MR By 3 MR T
ST . HAKT L 7E CWRU $03R 48 [, A% SC 7 ¥ 19 4% 30
$5 ¥R It KNN, CatBoost, Squeeze, CMMD, BN-BI #l Trans-FL
18 i 39% 5 18 TELECOMMUNICATION % #iE 4 |, A&
T ER AR BR L 6 X Oy R R 18%; 7E HCV

Bt 5 L AR SCTT M A DA B L6 D X e 5 Uk F B
4% . LIRS A SCH A BICRREAR PR3 HT J5  TT LUAT 2L
i % BRI T 5 BOSORE R A  JRRL

T Bk — KA ST A R B AR ST A S 6 R
L5 i VA B2 T BIC $F 20 U AR SCAA SRR AR PR 20 B 05 1%
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(228 BN-BIO)7E 3 A~ [R) RIS (4 A iSO H 4 1 gk A7 i e AR 181
Sy BTEE R H A, T T AR ARSI N 3 A4 BN 43l
KRR H B R 1000 MEHEEE . SRJT  BEAL LR 5 e 28 1 L o
FLAZAT SR g LS T PR SO AR e A 2 e B A & IO A1 119 3
SRR E B AE . SRR A AR IR AR R b AE SRR 6 A
it EU T R R B 6 T A H 1 B A A A T A AR
BEPEEAT T HE T o W WU S R 1 R AT T2 BT ) o 199 728

Sk T A S AT ST R R I S AL A1) B AR A SR 3 BT

R T MR AR SO AR SR R R R T AT AR
A48 R Wi 2 B EN R A W#E - E 3 A4S
MEYESE B MRR Al NDCG $5#5 . 2R F 5 TR 7E A 2H 51
i 45 AR TR A 08 vk G R o T R A 2 AN ALY AR
AT IR B, B SR R B B Y LA g SRk 3
gk 4 Fiol.,

3 AR R R A BT AR LA
Table 3 Comparison of root cause analysis results on synthetic datasets
S CWRU TELECOMMUNICATION HCV
Precision Recall F1 Precision Recall F1 Precision Recall F1

KNN 0.90 0.46 0.61 0.34 0.42 0. 38 0.49 0.48 0.48
CatBoost 0.91 0.69 0.78 0. 39 0.46 0.42 0.51 0.51 0.51
Squeeze 0.91 0.45 0. 60 0. 64 0.71 0.67 0.32 0.43 0.37
CMMD 0.90 0.45 0. 60 0.72 0.66 0.69 0.73 ﬂ 0.73
BN-BI 0.93 0.78 & 078% H 0.79 0.82 0.70 0.76
Trans-FL 0.91 0.46 0.61 0.68 0.63 0.65 0.75 0.71 0.73
RCBN 0.98 0.88 0.93 0.97 0.84 0.90 0.91 0.82 0.86

4 AEEUE4E L MRR Il NDCG 95 b5 i) L4
Table 4 Comparison of MRR and NDCG on synthetic datasets

. CHILD HAILFINDER PATHFINDER
A MRR NDCG MRR NDCG MRR NDCG
KNN 0.50 0. 36 0.42 0.33 0.36 0.25

CatBoost 0. 65 0.53 0.61 0.49 0.47 0.43
Squeeze 0.43 0.47 0.52 0.28 0. 39 0.41
CMMD 0.61 0.43 0.57 0.41 0.52 0.35
BN-BI 0.73 0.67 0.63 0.52 0. 60 0.55
BN-BIC 0.77 0.69 0.75 0.59 0. 69 0.63

Trans-FL 0.67 0.51 0.73 0.62 0.72 0.66
RCBN 0.82 0.75 0.77 0.63 0.73 0.67

M 3 FIK 4 ATLLE

(DFE 3 A BUEUIE4E T, AR SCO7 5 0 ff B 3 Tl 32 A
F1 5 80800 F HoAb x5 i

ELAH A SC O #E CHILD | /& 5048 b7t 6 5T oy
1 39% . fE HAILFINDER | (1 4 W 38 4% 1L 6 4> 4F
M7 B 20 62 % . 76 PATHFINDER | (% 4% 3 45 45 L
AT B R R 56 %, LRGSR R, A K
i AR PR 4 T 7 T B 08 1 A & B 1) A

(2 TE 3 A6 AU 4E b, A 3007 3: 19 MRR Hil NDCG 45
FRIMET 6 X k. Bk, AR 3005 B fE CHILD L4
TUARAR L 6 ASXF 77 B P ¥ & il 43 % ;78 HAILFINDER |
R 45 TR B3 LG 6 A% L 77 - 35 = i 29 3904 s 7E PATHFIND-
ER EHI# AR 6 D s E ¥ ®m B4 51%. Uk

12

SEARFH AR SCHR R I AR B 40 AT O T R O v 1 % S BR
N TP AR AR B 2 A ARIN

(3 3 44 BUBUHE £ b AR 3007 15 1 45 0048 A5 38 0+
BN-BIC, H{&#li,7E CHILD, HAILFINDER #1 PATHFIND-
ER [, A& 3C 5 ¥ 1 % TU48 4 tb BN-BIC 7 3% F 3 @i 1
7.59%,4.72% M 6.07%, FIRGERFY AR LM o BIC
P43 o U] AE 4% 5 JIR 3% T BIC DF 4 o W A% i B AR DXL 43 M O ik
TEAG BRI SRR AR T S H B0 R LA 4 10 80, DA T 96 4 i DA 4 6
B v & B D A

2) 748 S FPUAS X e e AR ERL 43 B 445 SR B 5 Tl

R T MR S St A AR R Y R E T 3 A A
FECYE 4R b AR B LR R K 19 PATHFINDER, 6 H 725 & 40 B
23 % B M 20,40,60,80 F1 100, F) FH AT i R BE 5 1 X 5 4
AR G BRI 1A SR AE LS 1000 MUNZRAE . TE
X5 AR R A B 4 1 E AT R AR R A T R S5 SR R 1
FiR. ATLAE W AR SO B 1Y 45 TS AR 00 T X b vk .
Hb B 2 AR R RLASE B, AR SO vk I 4% TR R 38 6 T B B
M KNN, CatBoost, Squeeze, CMMD, BN-BI Fl Trans-FL [ £ 15
FEFR 9 13.16% ~24.89%,20. 33% ~29. 49%,23. 76 %~
56.12%.7.96% ~18. 57% ,3. 46 % ~ 14. 42% Fll 4. 22% ~
15. 00 % B TR, iR S5 U L AR SCHR 1) W AR IR 43 #7
0T AR AR ) A Ak B R E
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5.2.2 s FE A

o TR A ST VR MR AR /NI ALE 6 A B A b AR
SCIT B NP AS T TR AT DN AN [ R AR R BT O ik 1 AT
AFTR] 5 L B 728 A3 SR i 5 AR PR T $00A T I 1) A 522 )

1) 7 [R] e AR PR 43 BT 7 0 9 308 L 3%

o TR A ST VR AR TR 3 AN A S BRI 3 A G
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BRI 4L, A XA ¥7E CWRU L6 6 A % 16 77 15 43 5l
40%,680% ,300%,110% ,120 % F1 180% ;7 HCV kL 6 4
Xt b 2k 4 R 17 %6, 79%, 96 %, 110 %, 53 % A1 160% 5 1
HAILFINDER I [t 6 4~ %f b 7 % 20 3 B 39%, 190% .
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X H 70 AR 56 %6,110%,350 % ,540 % ,170 % A1 500 %,

60 { ™ RCBN = KNN = BN-BI
= KNN @ Squeeze # Trans-FL
= CMMD
50
40
&
= 30
=
20
10 EE B
O R
R CP5\0\*‘ & a® »\:\v\o‘L
‘4\\)‘“\\ G NS
50
BV

%

2 AFEGEE EARE P B ORI
Fig. 2 Comparison of efficiency of root cause analysis methods

on various datasets
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Fig. 3 Comparison of efficiency of root cause analysis methods

with various scales of variables
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