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Deepfake Detection Method Based on Positional Enhancement and Frequency Domain Component
Interaction

MENG Siyu,NIU Chunxiang. TAN Quange and WANG Rong

College of Information and Cyber Security,People’s Public Security University of China,Beijing 100038 ,China

Abstract With the rapid development of Deepfake technology.forged facial images and videos generated by such techniques have
become increasingly prevalent on social media platforms. However, these technologies are also being maliciously exploited, posing
serious threats to social security. Although existing detection methods perform well in detecting Deepfake faces on in-domain
datasets, their performance significantly degrades when applied to unseen datasets. To address this issue,a Deepfake detection
method based on positional enhancement and frequency domain component interaction is proposed,aiming to improve the robust-
ness and generalization of facial forgery detection. Firstly, vision Transformer is employed as the backbone network to capture
forgery traces from a global perspective. Secondly,the dynamic local feature extraction module is designed, utilizing channel-wise
and point-wise convolutional operations for local feature extraction. This module dynamically weights features based on pixel-level
importance in feature representation,thereby refining local features and enhancing the ability to perceive local features. Concur-
rently, the multi-scale feature extraction and positional enhancement module is constructed, which acquires multi-scale features
through multi-dilated convolutions and introduces a positional enhancement mechanism to strengthen positional correlations be-
tween pixels, effectively extracting multi-scale information from different regions. Then, the global-local frequency domain compo-
nent interaction module is developed, implementing information exchange between different frequency components through the
frequency domain decomposition attention mechanism. This captures dependencies between global and local features to identify
artifacts that disappear in RGB space when fake facial image quality degrades. Finally, the pixel relationship similarity loss func-
tion is designed to calculate positional relationship losses between pixels and is combined with cross-entropy loss to construct the

joint loss function to improve detection accuracy. Experimental results demonstrate that the proposed method achieves AUC
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scores of 99.29% and 78.62% on FF+ 4 and Celeb-DF datasets respectively, proving its effectiveness in enhancing the robust-

ness and generalization of facial forgery detection.
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i . DFDC & 119197 AL, Hih 19197 MR E
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A, A~ B A BE L 1 3% 0 SE AP 15 4% 20000 MTEAT I
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PP, 43 BIHE FF A+ + Bl 46 00 Ho 4y 3 R bhads o ik b k47 )l
% ,fBYE Deepfakes #ll Face2Face [ #E47 M4, Il 2k 4E | % 3F
AR KAL) 4> 5 FF+ + —2,
3.1.2 R4

AR C R 4 W BRAE FRAE B 28 (Receiver Operating
Characteristic, ROC) Y i & & 1 1 ( Area Under Curve,
AUC) 5 W % (Accuracy , ACOE HiTFAL #8 b7 . th T iz i
B 7 9 2 36 R R I ML 1 DR 0 30 o o e PRl 4 A sk T
AIE. RGO I 77 v AN SRR % 46 I O 1 R, i B 4R R 2
P BRI . S 5 de e BE R T B Y LU B AE SRR Tk H
FAH DG ST 7 0] 4 B i 4R A SRRl S AT AR AR Y
3.2 BHILE

f# FH RetinaFace™ 3 3 1 ¥ X 43, I 45 i A B K
N 224 X224, R AdamW {4k 8% L 00 4R 2F ) Rk
B 5X1077 AE W ALK 0. 001, = K/NEH 64,
fii H} PyTorch 1 NVIDIA GeForce RTX 4090 X % 4> i #1
4T 300 4~ epoch MYl 45, 7E% — 4> epoch ¥, {#i F§ warm-up
WM 2] RN 1 X107 K 3] 5X107%, ZJF 1Y epoch 1%
S RWG LT %
3.3 xtthI:g
3.3.1 #IELE AL

F R I IL#E FF-+ -+ 8006 4 15 H b 2l 0k vk i M e X
WL RN 1 FT3 . ARSI AL S8R5/ B 30 4 P
BB 3 AUC F8 588 T B A X Ly i 8 SPSLEY 2
FHT 3,93 ANE 4y, SPSLEY B A sk 4% 4 Oh i S 35 L (B i
FARR Dy kA R th s X 22 57 B 2, A X ik k
T L RS RHE B M RB SZ KR M L 27, AR S0y vk
SRR B PR BT 2 KB RRAE @A R s, 3 B T ARG I
fit. FFD 5@t af Il 25 SRM £ B4R I 45 e 7 4 £ LA AG
MR R 155 A 2 RE B R EAT AL S, B H ALK # SRM
R I v AT 7 1 XA A A R PR 5 AR S 3k ) 3R e A
S3 R UL 520 TR R AR R AT LA ROBE 22 B, R il
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0. 44T 4r . WaViT-CDCH 18 3 vhos 25 43 3% B 42 )= 38
Ik BE 25 5 AH AR 1 2 1 25 0038 BB M L 2 T AR S
T B 25 J5) FB 4 AF 48 B Bl , 38 5 2% 3 3 4 AR U S AR 1E
PR B AL R R b w7 s AL, X R A &
7SI ASCHIL i fi BEORS v b 5% D 3 XS0 G B A . L A 22
oy iz B HL 4% R 0 ST 5 AT X, S T PR 5

SRS T O R A A T AT 45 . 48 HFI-Net™/, LDF-
net” Al LiSiam™ SR A T 5 KAy 4 A R ~F L B & A SO Ik
AUC 545 EA3 4 S8 X 3 Fh 5 ¥ 0. 59 4N H 4 4.0, 33 4
AT 0. 12 AN 4 5 X AR 2 AR BURRAE A BI AL EAb,
AT F2Trans™ [ A AH Y . AUC #8 FR 1L Lt F2Trans

B2 0,01 AN 4R A

# 1 FF++840E LImai i
Table 1 Experimental results on the in-domain dataset

A N KN S E FLOPs(Mac) 3 3# & (#/#) AUC/%  ACC/%
SpsLLzi] 299 — — — 95.32 91.50
HFI-Net[26] 384 1.13x 108 2.040X 1010 — 98. 66 95.12
FFDLI] 224 98.70 94. 46
WaViT-CDCL25] 224 5.95916% 107 2.149X 1010 58 98. 81 96. 35
LDFnet" 256 9.36x10° 8.010X108 236 98. 92 96.01
LiSiam 27] 299 — — — 99.13 96.51
F2Trans-SH28] 224 1.1752% 108 1.972X 1010 - 99.18 96. 09
F2Trans-B28] 224 1.2801x108 2,178 <1010 - 99. 24 96. 60
A XTI * 224 5.05%10° 1.644 > 1010 21.91 99,25 96. 20

3.3.2 B HELIFAE

S VA JIT 458 7 1% 7 THD 6l 390 512t 25 A 60 e 450 00 TR 50 450 40 of
Bz AL B AE FE+ + 888 8 B 17145, 3178 Celeb-
DF,DFEDC, WildDeepfake 1 UADFV 3% 4 4~ A 505048 4 I i
TR, A8 SO oA SR HE 7 i A AUC #6845 b i X Lh 2%
S 2 Frol, b « TR AR e AT BRI I 45

* 2 BEIRESEM AUC 4R

Table 2 AUC results of cross-domain dataset experiments
%)
A A Celeb-DF  DFDC  WildDeepfake UADFV P ¥ &
UIA-ViTE29] 64. 60 65.29 70. 26 — 66.72
M2TR *[18] 68. 20 69. 94 76. 30 82.70 74.29
E-TADL0] 68.95 57.10 66. 50 - 64.18
REFDL31) 69. 34 70.03 73.08 — 70. 82
TAN-GFDL32] 72.33 73.46 — — 72.90
RMLD-HFTEC33] 73.63 74.52 — — 74.08
FoCus!3] 76.13 68. 42 73.31 — 72.62
AR XU % 78. 62 86.75 82.16 86.75 83.57

AN 2 R DLE AR ST R AR A R A B A 4
B AUC 8 b5 34 35 0 T HA 7 vk, A SO R 7E 3 8l 4k
I 1573 AUC (A3 T W J7 i UIA-VIT™ 5 i 16,85 A~ H
5y 8. UIA-VITM R H £ 0 i A5 B0 Al 1 20 O R 1E 40 A, 3k
F O B A D s 7 B L IR EE A VIT (0 2 Sk i = 1 L
P — A, R IR T AR A B IR S SR
Xof 240 G D e R AE (4 B 78 T 32 R i LR X R R 4 PR
BB T B LAY B M A — BURRAE , iz AR P e 55 T A
SCH k. A %A DEDC B4 4 L 8 AUC 3 bR 88 E-
TAD & 29. 65 AN E 4345 . E-TADP) 38 i 325 8 K 18] Oh i
B 0 ek, 25 G a0 5 O R RRAE H0 G B A A RUOTR RN T
PR G2 T7 1 R Z S R AE A8 B BUWZ AL BE ) A R IR R, (H9%
J7 VMR HVRFAE 43 A0 o 8 R FVECHE i S0 5 O 32 22 LR
2 H IR B Y 7 35 30 P BB LA SR A BRI L
SO A B 5 R W IE S AR SC k. 5 M2TRMY,
RFFD™Y, TAN-GFD"? fl RMLD-HFTEF= 41 b, 4 SC 42 H
PIJF TR 4 SR A8 4 oy e 3 s ., M2TRMY,
RFFD"Y, TAN-GFDY? il RMLD-HFTF™ % 4 Ff 7 4 3 LU

SUHLRFAE B0 K I 28 2, 3 i 22 RUBE 50 22 J2 UORF AR AL 2148
F¥2 48 4 Jmy 55 Jr 350 ) S0 3 22 S B MR TR O — Bk L OF 51 AVRRE
AlG LR G 2 4E B A5 2, DL ol R R 7 5 50 4 1 P g
WZAGBE T o 3 G X R A Pl i PR Y LA, T AR SC O A B
AT P I 4 SR 5 R T R A 38 E AL A L K O 2 X3 0 e g
TR A B A A5 o i A A e S B A 2 () 3 o 4 R R AE A 4
P 1 45 5 1R 104 R T R 43 A i TR IR JR) SRR A S L
i LA T T R BT ORI R4S R M A D RS PR g
RER B E ., AT aTE 3 MRS By AUC HR
FoCus™" &t 10. 95 ™~ H 43 i . FoCus™ R F 4= % FlHe , 4%
B Iy B O i X S 2 R R AE R R i E
BUAr 2 RFAE L A 22 B8 3 X480, I 51 A Sobel 55 F £ B3 % AH
KERRRE B HA RO T hil 5 B AR TE 22 57 1
BB 7 A I ECHE 1Y) 300 2% 4 T 5 LS A T SRR AE X 43
JIF B2 S IR A B IR R, AR SCTT VR o U 4 R
By A O3 IR R SR AE L BE 48 A KK 42 Oh 3 T IR AE A s
25 [) 2 I A0 B SRR AE S 0 AR 43 S 3 52 1 AR A
e N UE R E s o TR I I IR VR s 2 N RS A A )
T R R BT PERE R AT R IE AL, 45 b ARSI IR TE
TR 2R 20 4 9 R 0 T PR I I e B T R iz AL RE ) RN
Bk
3.3.3 HARH T EIFA

R B R A ST X A 4 A 2 A (i AL BE L B A AL A
FF-+ -+ 4042 19 3 FhOh it 28 B AF B i B4 48 L AT I 4R, JF
TE 57 — P O 28 80 R B diE 4 B AT IR, e A R R 3 BT
G, Hrh, M2TRY™ (5L 46 45 5 51 [ F2-Trans™,

* 3 ERYONELEN AUC FR

Table 3 AUC results of cross-manipulation method experiments
%)
A GID-DF GID-FF
HFI-Net:26] 86. 80 73.01
CFML36] 88.00 81.40
SCLMM37] 94. 10 81.40
SFCFL3%] 94. 20 82.10
M2TR! 18] 94.91 76. 99
AR ST 95. 23 85. 66




o KR L A« 00 B R 5 A 0 k52 T Y R P 2 A

451

5 HFI-Net'), SFCF™S FiI M2 TRYS 41 Fb , A 3¢ )7 36 7
RAEEYN S A I vk R B AR RE . HFI-Net™/, SF-
CFM R M2 TRMS 3738 2o 451 5 45 AF 4 412 Bh 3 IR, JE R T £
RSB SRR RS 0 SR . AH L Z T A 3005 ¥ B AR A
BAT 2 RESI SRERE AR T T M5 4% 4 bl
T R AE Tl A 3 2o AR SR 4 R R AR AT R S
P AS [F) R AE 18] (4 AN DT SE 30 T AR AP RE . AR SO
%1€ GID-DF Ml GID-FF $4lE 4 19 AUC #5 b5 48 CFMPY 43
Bl 7,023 ASE A S 4,26 ASH 4. CEMPY i 3 T8 5
T S A 4 5 SR W A1 1 R S O RO L AR T R R SR A AR
1, - 8 Bh S0 AR B0 B 5 2 55 )R 0 AE AL B 8 K 42 4 B 3 B AR
Y SCHERA AT o P LA 35 58 30 00 TR 5 B AR L AR L 2
B A RE B AR 2 PR G 3 AR TR 2 AR AR X LA N A O 1
BAR AR 2 RALh AR IE S BERE S T AU, A X
J7 1k FE K SR B G\ 26 R A9 92 4k BE 1 T SCLMP
SCLM®™ 3 1 W B St b2 ) 36 w3 5 A 80 327 Ak M L il & SRM
FRAE 5 RGB R AE L) 4 T 42 ORI 28 &, - SR AL SCB 4 7 5 1
SCAE B R A . SR, I SRl A2 Al Y 1 RUA &R T RE R g
TR BARMBEI NGB, HILZ T, A SO k8 i B
EIRRBOREBRFENE X RLR, NTFEZ (M BE W3
PEF SCLM™™ , Z5 I A S0 15 7 T8 X6 5 60 28 Y 119 45 DA B
BT RAFIZALRE T .

3.4 ARLSH

Ry it — 25 B T B 7 85 R Grad-CAMES F AR S48 8 56
XA TR, DUOT A ez fb R r. B 6 JB/R T FF++
Bl 4L P iy 4 Bl £ 3E 97 ¥ UL & Celeb-DF, DFDC, WildDeep-

WildDeepfake

6 mrifb i

Fig. 6 Heatmap visualization
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3.5 HELSELG

R B UEA SCHR Y &SRB A Rt L 7 FE+ -+ S g 4
b SE ALY )5 , 75 Celeb-DE(CDF) %44 45 b % 3 47 1y
WL AR AN 4 FTa, Hoh CJRESRRE " KR sh A R AR
FEPR IS B, 22 RS RRAIE 6 78 22 OB 4R AIE £ JRUAE He (TG o &
BESRALED L I o 7 R 42 )R- JR R A i AE HORE R
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BLEE 45 2k R B

#4HESE RS R

Table 4 Results of ablation experiment

# B FF++ CDF
R# SRE  RH g BE . .
BAE OBRE 4 WE %7 AUC/ % AUC/ %
50. 68 47. 44
v 71. 06 66.73
NG 61.53 52.39
N 61.85 57.52
N J 73.75 65. 68
NG NG N/ 68. 97 63.05
N NG 98.01 74.22
NG N/ J 98. 83 75.72
NG NG NG NG 99.18 75. 40
/ N N N Nj 99.29 78.62

MR 4 TR LU, B A AR RE B TR R B4 A
ff B RO e fE . M HE 3R AR Vision Transformer, 57 (i
FH 20 25 Jm) S AE SR U B 78 FE+ + A1 Celeb-DF %95 % |-
S 5H AUC HARFF T 20. 38 M E AN 19. 29 N E LA
BANTE T VIT X J5 045 B AL 0 R 2 o JC 0 5 1 3 AL
£ KB R AF 32 OB e 78 FF + + I Celeb-DF ¢ 45 4 4%
AUC fH 43 582 F+ T 10. 85 A H 48 s F 4. 95 S FH 48 41, X %
B Z A B B 06 A RO AR R R RO M Dh 1 IR o . 78 Bk 3k il 1 R
oAz i iR AL ok AR 2K 06 R A AR B Ok R B A L 1 R dE
— 4T AUC B 43 3 & il 7. 44 A4S 43 5UR 10,66 4> 43
R XUE BT 07 B R SR AL AR 2K ¢ AR L 5 A% oR A RE
AR F A 9 7 B OC R A BRI I B S B R R L
O F P IR (0 F] A, B R 4 R - S AR 3 4 e 5 LR R
i, FF+ + Fll Celeb-DF ¥4 42 19 AUC A 43 4+ T 11. 17
ASESF B 10,08 ANE 43 &L HE— B B UE T IS A 1 AR B A
HEERSME., AR A PRITUEH, KBTI &S K
AUC A TR, BB BERR U N 45 B By AUC {8 722 2
Tt X FE 4 U6 B T A AR B[] ELAT IR 1 80

WE AN Sy B 7R T B A B e N J O 38 A 0 e 4 R X
FETF R A 5w S SE LR AR VIT 24 3] 8 19 FR 14 43 1
PRAT AT RAL 2 SR AN 7 TR, Hb B KR AR R N FR A+ +
BARET R 4 FAR i k., B 70— K 7D 53 5 R
TEILERAR VIT 19 3 mh 3% 25 m A 22 R RRAE 42 BB B (T
AL SR AL L B 7 SR AR AR 42 O e | 4 )R- JR) 0 AR 8 40 i
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