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YANG Xin and GUO Yimin

School of Information Engineering,Zhongnan University of Economics and Law,Wuhan 430073, China

Abstract While smart healthcare enhances the convenience of people’s lives,it also poses significant challenges for the secure
transmission of massive medical data in open wireless network communication environments. These data are susceptible to various
internal and external attacks during transmission. To ensure timely and effective medical data transmission,the cloud-fog architec-
ture, widely adopted in smart healthcare for network communication, significantly shortens the communication distance between
the cloud and terminal devices through the effective extension of cloud computing by fog computing, thereby effectively mitigating
network latency and jitter issues caused by excessive distance. However, most existing authentication and communication schemes
based on the cloud-fog architecture adopt a centralized architecture of single-cloud, multiple-fogs and multiple-devices, which is
prone to the risk of single-point failure. More seriously, these schemes often assume that the cloud is completely trustworthy,
whereas in reality.cloud servers also face the risk of internal attacks,enabling attackers to compute session keys during the iden-
tity authentication and key agreement phase,leading to the leakage of communication data privacy and severely impacting commu-
nication security. In response to these communication security challenges. this paper proposes a secure authentication and key
agreement protocol for smart healthcare that is resistant to cloud-fog compromise attacks. Leveraging blockchain technology to
ensure the security of protocol data,this protocol can withstand various known attacks while also resisting cloud-fog leakage at-
tacks. The semantic security of the proposed protocol is demonstrated using the extended Random Oracle Model. A heuristic se-
curity analysis method is employed to show that the proposed protocol satisfies all eight security properties. Additionally, the se-

curity of the proposed protocol is verified using the AVISPA security analysis tool. Performance analysis indicates that,compared
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with existing related protocols,the proposed protocol has lower communication overhead,lower computational cost,lower energy

consumption,and stronger resistance to security attacks.
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Adop, (A< H(if\-h\
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BEOLEL - MBS B T RSB msh &2k, FN, 5
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EN; TR 0B {5 SO 20 9e . #F ATT DL O AR e i)
BT, - B o T R A8 MD, #ihn #4% 58 3E P /g 5 5, 1 4o
PIDyp, » TIDyp, MIC: , W TEIEITHR, = PUF(C) , N IL TC 15 14
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Mre, o FRLL BRI T 2 i 45 2 18 B 2t t B IR

8 LR FE L (EC5-5)

W5, 2 5B B AT R BR RA SMAY BT A S 4 Y 7 0 B
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RIE R 2 L CS 72 58 B A8 RS 1, B Mie, J5 %% 0k
A 2,9 B#EMre, . FNIENERUR PORE 0 MRS 1, K%
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Fig. 3 Result of SPAN-+ AVISPA simulation experiment
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Table 3 Comparison of performance and security characteristics
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Fy N X NG NG

Fy N NG N NG NG

Fy N NG N NG NG

Fs N N N N N

Fg NG N NG N N

F7 NG NG NG NG NG
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Fy - NG X NG NG

Fio X NG N X N
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Fig. 4 Comparison of communication costs
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Table 4 Approximate runtime of password primitives

(ms)

LAk Ty Tepa Tepm Ty, T T, T
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3T m + T+ T, + Ty ™40, 719 ms, 55 1 B M H] g 6T, +
2T om T T 4. 373 ms, Il P> W 55 75 gl Al = IR 55 4% 19 3+ 5
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Fig.5 Comparison of computation costs
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Table 5 Energy consumption of cryptographic primitives
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F 6 ARV FE I (0 g s

Table 6 Approximate comparison results of energy consumption
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7.5 RHMIWETHMEE
AT LR A P BT X R M Ml R MR . BARE &
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Table 7 Communication overhead under unknown attack
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