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CBT-AD:CNN-BiLSTM-Transformer Hybrid Model for Time Series Anomaly Detection
XU Jian'* ,CHEN Shijie' , FENG Jiancong' and YANG Geng'**

1 School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China
2 Jiangsu Key Laboratory of Big Data Security and Intelligent Processing(Nanjing University of Posts and Telecommunications) , Nanjing 210023,

China

Abstract Existing deep learning-based time series anomaly detection methods exhibit limitations in both the collaborative mode-
ling of local and global features,as well as in computational efficiency for long sequences. To address these issues, this paper pro-
poses a hybrid-architecture anomaly detection model. Firstly,for multi-scale feature extraction,depthwise separable convolution is
employed to capture local detail features,combined with adaptive pooling to enhance the response capability to burst anomalies.
Secondly,a bidirectional temporal modeling mechanism is designed, which integrates bidirectional context features through Bi-
LSTM and utilizes gated Dropout to mitigate the risk of overfitting during long-sequence training. Furthermore, a hierarchical
sparse global attention module is designed,leveraging local window attention to capture time-frequency features,while employing
multi-head mechanisms and residual connections to optimize gradient propagation stability. Finally, a dynamic feature fusion
method is proposed and integrated with a chunk-based processing framework to achieve collaborative optimization of detection ac-
curacy and computational efficiency. Experimental results on four public time-series datasets demonstrate that the proposed model
achieves significant improvements across various performance metrics compared to existing methods, while also exhibiting strong
robustness and generalization capability.

Keywords Time series anomaly detection, Hybrid neural network, Multi-scale feature fusion,layered sparse attention
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Table 1 Core attributes of data set
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Fig. 3 Schematic diagram of sliding window segmentation
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Table 2 Comparison of experimental results of the proposed model and the baseline models

Datasets Methods Accuracy Precision Recall F1-Score AUC-ROC
CNN 0.9532 0.9387 0.9471 0.9423 0.9754
LSTM-ED 0.9614 0.9498 0.9546 0.9521 0.9832
CNN-BiLSTM 0.9687 0.9623 0.9639 0.9628 0.9891
Informer 0.8825 0.8649 0.8583 0.8614 0.9087
UNSW-NBI15 TranAD 0.8924 0.8765 0.8683 0.8721 0.9157
TS2Vec 0.9843 0.9786 0.9802 0.9793 0.9961
BILSTM-Attention 0.9772 0.9695 0.9738 0.9716 0.9937
CNN-Transformer 0.9915 0.9862 0.9883 0.9872 0.9982
CBT-AD 0.9976 0.9976 0.9976 0.9976 0.9999
CNN 0.9217 0.9054 0.9008 0.9029 0.9413
LSTM-ED 0.9296 0.9152 0.9107 0.9128 0.9529
CNN-BiLSTM 0.9385 0.9263 0.9237 0.9249 0.9621
Informer 0.8523 0.8376 0.8289 0.8327 0.8854
CICIDS2017 TranAD 0.9674 0.9589 0.9543 0.9565 0.9817
TS2Vec 0.9758 0.9693 0.9675 0.9684 0.9895
BiLSTM-Attention 0.9712 0.9627 0.9619 0.9612 0.9883
CNN-Transformer 0.9856 0.9804 0.9789 0.9796 0.9958
CBT-AD 0.9956 0.9956 0.9956 0.9956 0.9999
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Datasets Methods Accuracy Precision Recall F1-Score AUC-ROC

CNN 0.8623 0.8451 0.8712 0.8579 0.9027

LSTM-ED 0.8765 0.8572 0.8824 0.8696 0.9115

CNN-BILSTM 0.9026 0.8864 0.9087 0.8974 0.9289

Informer 0.8512 0.8326 0.8613 0.8467 0.8923

SWaT TranAD 0.8923 0.8746 0.8987 0.8864 0.9196

TS2Vec 0.8732 0.8558 0.8794 0.8674 0.9087

BiLSTM-Attention 0.9137 0.8972 0.9186 0.9078 0.9362

CNN-Transformer 0.9315 0.9153 0.9268 0.9159 0.9428

CBT-AD 0.9630 0.9592 30.9683 0.9634 0.9811

CNN 0.9014 0.8932 0.9026 0.8978 0.9321

LSTM-ED 0.9173 0.9086 0.9142 0.9114 0.9418

CNN-BiLSTM 0.9357 0.9263 0.9328 0.9295 0.9564

Informer 0.8887 0.8794 0.8912 0.8852 0.9216

SMD TranAD 0.9284 0.9192 0.9263 0.9227 0.9492

TS2Vec 0.9126 0.9038 0.9104 0.9071 0.9387

BiLSTM-Attention 0.9423 0.9336 0.9398 0.9367 0.9603

CNN-Transformer 0.9512 0.9428 0.9486 0.9457 0.9651

CBT-AD 0.9822 0.9800 0.9830 0.9815 0.9910
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Fig. 4 Comparison of loss changes on UNSW-NBI15 dataset
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Fig. 6 Comparison of loss changes on SWaT dataset

07
06 | | =0~ CBT-AD
~{F CNN-BILSTM
05 1 | == TranAD
04 | == Ts2vee
g ~O= CNN-Transformer
S 03
02
01
0
0
Epoch
(a) Training loss
05
—O— CBT-AD
04 < \' Optimal checkpoint | =+~ CNN-BLSTM
(Epoch 17) ~/— TranAD
03 - == TS2Vec
4 ~O— CNN-Transformer
2 i e il
= 0z+

Epoch
(b) Validation loss

I8 7 fE SMD B 4 I i 4t 2k A2 At b
Fig. 7 Comparison of loss changes on SMD dataset



238 Computer Science FHEHLFI2:  Vol. 53,No. 7,]July 2026
4.3.2 HmEk WAL R 1033 AN 43 R UE S TR BE AT A3 S A TR 5

RY S A R H A AP AT BT Rl SR g AR IR R
JRFBFFAE (NoCNND | B J§ B (NoBiLSTM) | 42 J&) 4t % ( No-
Transformer) & ) & fill 4 (NoDynamicFusion) , 3 7£ 805 £ I
HEAT S BG B TE

= 3 4, 56 4% CBT-AD £ R 7E W 4% 4 4, Toll 3 il
5 R % Wads 4 RBUIRAE IR AR B BB Ry
HEAR BUBE B J L A  UNSW-NBI15, CICIDS2017, SwaT , SMD
B FLAES BT B 2. 61 AT 4r 8.1 03 AT 43 4.3, 86 A4

S SR AT BE ) B B 35 R S L JU L AE SWaT 9y #1
WA 98 O W W v SR TR A DR A WA N RE 7 . BB BR B R A
RS B 4 UNSW-NB15 I/ B B R &L 1. 63 &
4% 5, 7E CICIDS2017, SWaT, SMD I i F1 1 4> % F [
3.0 ANA 4R 2.59 AN 43 R 3090 AN 4 L R
R[] ] 4 5 o R A A7 56 AR I EEARL A 18, R HE e SMID iR
55 #R IR BE CAn CPU 2 8 — P A7 i — IR 45 /1 50 oh B R
CE-Ziw

3 B RS AE R

Table 3 Module ablation experimental results
Datasets Methods Accuracy Precision Recall F1-Score AUC-ROC
NoCNN 0.9713 0.9727 0.9713 0.9715 0.9971
NoBILSTM 0.9713 0.9733 0.9713 0.9715 0.9981
UNSW-NBI15 NoTransformer 0.9467 0.9533 0.9467 0.9495 0.9906
NoDynamicFusion 0.9401 0.9482 0.9401 0.9407 0.9990
CBT-AD 0.9976 0.9976 0.9976 0.9976 0.9998
NoCNN 0.9843 0.9853 0.9843 0.9853 0.9998
NoBILSTM 0.9656 0.9666 0.9656 0.9656 0.9977
CICIDS2017 NoTransformer 0.9751 0.9761 0.9751 0.9753 0.9983
NoDynamicFusion 0.9536 0.9577 0.9542 0.9546 0.9998
CBT-AD 0.9956 0.9956 0.9956 0.9956 0.9999
NoCNN 0.9318 0.9224 0.9357 0.9290 0.9487
NoBiLLSTM 0.9427 0.9372 0.9453 0.9412 0.9625
SWaT NoTransformer 0.9459 0.9418 0.9496 0.9457 0.9683
NoDynamicFusion 0.9476 0.9443 0.9512 0.9477 0.9701
CBT-AD 0.9632 0.9586 0.9621 0.9663 0.9742
NoCNN 0.9621 0.9587 0.9662 0.9621 0.9782
NoBiLSTM 0.9375 0.9329 0.9418 0.9373 0.9594
SMD NoTransformer 0.9683 0.9652 0.9721 0.9686 0.9825
NoDynamicFusion 0.9712 0.9688 0.9743 0.9715 0.9849
CBT-AD 0.9748 0.9723 0.9786 0.9754 0.9867
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