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Abstract With the widespread application of GAI(Generative Artificial Intelligence) technologies across multimodal domains
such as image,text,and audio generation, the associated security risks and governance challenges have become increasingly promi-
nent. This paper aims to systematically review the core security issues faced by GAI and to provide an in-depth analysis from two
dimensions: the data layer and the model layer. At the data layer, five major categories of risks are examined, including privacy
leakage,data tampering, unreliable data sources, bias and unfairness,and data sovereignty and compliance. At the model layer,
seven major security threats are analyzed,namely adversarial examples,deepfakes, prompt attacks, backdoor attacks,model stea-
ling attacks,model inversion attacks,and model jailbreak attacks. In response to these issues, this paper further summarizes recent
advances in defense technologies from both academia and industry, covering differential privacy (DP), homomorphic encryption
(HE) ,anomaly detection,access control,adversarial robustness, model watermarking, machine unlearning(MU) , and knowledge
editing. Finally,based on the above discussion,the paper outlines future challenges and research directions in the field of GAI se-
curity, with the aim of providing useful insights and a reference framework for the continued exploration of GAI security.
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Fig. 6 Framework of GAI security defense strategies
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