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Abstract Elastic mobile cloud computing(EMCC) enables mobile devices to seamlessly and transparently use cloud re-
sources to augment the capability by moving part of mobile devices” execution tasks to cloud on demand. At first, based
on the summary of existing EMCC programs, the common EMCC implementation framework was build. Then we poin-
ted out that the execution of EMCC applications may lead to privacy leakage and information flow hijack. Then an EM-
CC framework was proposed in which security risks are seen as costs of EMCC, and this framework can ensure the use
of EMCC makes benefits for the mobile device user. Since the major difficulties of the implement of this framework are
risk quantification and security-sensitive modules annotation, at last,a modules of risk quantification was designed and a
tool which can annotate security-sensitive methods automatically was implemented. The validity of this tool was proved
by experiments,

Keywords Mobile cloud computing, Android, Module allocation, Security threats, Risk-controllable

BEMBEARERE, HEHIT,2014 FpEFHLRE
PUBLK 7. 29 217, RRBAE ALZ MG I RE R B e

ShEERT » TR B R R A PR 5 » AT SRR B IR B9
PEBE E BRI MY BB SR AR EMHER. MCCIE

B/ BT /HE SRR S S M IMES W B SR G
BEoRECREE . BRREZRFEEE. S A A ]
P AT A MR R D Rk & T B B B B iR 4 [FI
B R s B4 B I T A B A R B 2R BT B
e} R 2 WA A R BHL AR S BB F AL PC Y R R EDY,
WILAN.2G/3G/4G.WiMAX,CDMAZ2000 25 Lk M 45 5 R B
RERBNBEM S WS GRET &4 BIHZTHHE Mo-
bile Cloud Computing, MCC) ¥, i+ BAL & Al IEB sk & 2

FERE K & , Heavy Reading f— & W, B3 = 15
BT S B BB AKETE 2017 4E35%) 680 {2ETT.

BA MCCE® N CSHRT , BahES ¥ Hwifs: &
BEAEB DR ESPHE P IRRBAMBGESMAPRA, =5
MRS 28 e B I AN 3, IRt TE B AR &5 . IR
MCC S HRI-REE /. AT RS EMRE . S0
F I Z S S R, ek [6-13 ]38 1 S8 3 T i MCC
Z . BHRFRETBTEIHEEN A SIEMAN, K%

ADER ERBI2ER S (61373168, 61202387) , MBI+ K4 (20120141110002) ¥ BY,
FEHE1976—), B8+, TEMFR T AR T EHEE L4, E-mail: xgli@neldtv. org; EREHE (1987 —), B, L4, TEM T I ARKGEEL.
RER 4, E-mail: xu_pang@163. comGRIFIER) ; [GEERR (1969 —), B, ##2, A4 BIF, FEFR I H SR E KEEE; TE—(1991—),

B WA, FEHE IR Android 4,

Yl









BRFXEZEMTERANRAENE, B, A0CBERBPEE
HNT BB RAMEZ — BN K2 X (H P EAEZ 2%
SRAEH B 55 B AT R SE A A EMCO) , 8 %2 22 KU 41 4
EMCC #5—Fp3z i .

FEA IR 1], P o] BESE A I i R 4% i B 5 LU ]
W R E LT SRR K = R R B = F R T 52 8RS
Xt FH P, B AME SRR B B IR AT IR T X Sk
BPUTHEE, T TRk & 8 8 HREN, B E% .
GERIB M| ST E I FE RS (] LB, T ELHFORFETR MBI &
AREZLNKEEREE N, FHik, i E S &R 538,
RSN 3 R FE EMCC, FE 88 shif #4525 i 52 iU RE PP
BT,

ASCRHT IR HE I i X AR R EMCC Wy {8 R Br iy SR 49
Was K FH W EMCC 8RIESR A 3 frw, Hrh, “al
A KU S BB B T L L 3 T A BT =
ERAEM T XL 2R B % 8, BA T H EENAE; RS
TEHR R AR & SRR AR B E T RE S X URRAE R
W RS, BT R TE S 3 AT I,

— B ARFENEANR |

¥ R-MCG
[REAREHHERSE |
WHEE ROEEIEHN L | A
A TS WA
FH = %
{ AR |
¥
S— RERAT |
B3 maREERR EMCC Il AESR
2.2 REEH

AR H B R BT 4 e B 42 4 UG & R AR R , B B AR R
BAE SRR A& E B W R AR TR e ST 3R 88
SHKE. REHEERENTEENAEERERHA T ER
RE » FREXTIX B T AT R AR A  sRAR 5T AUk U B 1k
TG . RIE R BRRE, P RAEE &L REE (B %
AR,V RANEEREN R BAR(DFRR .

R=VXP (1)

B ST e A Ttk 8% A £ E 72 B B4R % 4 (Confidentiality)
R Re MfaBRE Ve #1707, B — (58X AHH M/
REREAR,FIMHAH AR EENRENEERTE
ERAMER, P Z o885 Z MR T B X FHPEAE
B RABRAPMEACHRANGENEREE. W RE
FEMME, HEEREAR, MRS EERAE ABEDN
fEEWARE. Hit, ERBUA P Wit EESE NI ORE, 5
EFRETHAPOAG HXFESTEBARE T A 4E
B MFRIE, T LS BUE 0 XSRS 7 Y S S
T Ht AR A SRS T E T RBRER M TEE.
MFE S EBRBRTHAEEF 3 T EEEETH
XA B

B EZAERMEFE S LRFHLER WC. 2T TR
CP. =R CR MM, MM EREEEE. . ZHIT
HE.ZHERBEFRER IN B33 HK Powe (IN) .
Peep (IN), Pee (IN), 1B #2/E OP ML 3 53 51 24 Piwc
(OP) . Picp (OP) | Pig (OP), M5 B 57 BXHE R Pc (IN) =
Pewe (IN)+Pecp (INY+ Py (IND {5 B35 8E% P,(OP)=
Piwe(OP) + Picp (OP)+ Pig (OP), B BARBUE T LUE it 47

e AN o

B RARE S Go it DT SR BB Y, A SO R RS 4T .

R M FHURE R IN ¥ 57 B BB IE OP #i#h %
ERAEESANHR Ve (IN),V (OP); B M Z kA
F IN/OP BB it %, ME & IN/OP IR M 8% H
RMELE N E MR Fin. SHEREIBRSIRKER
TREDFF BB BN SE R M (Integrity) K R, B ERE V, BIitE
5 B30, XS ERRE AT A BT OGS A T TR 2R
FFHEAT T A AR BRI .

R(M)=P:(IN)V:(IN)+P,(OP)V;(OP) (2)
2.3 RREREmER &

RPN n MBS BT BECRI I 27 Fa] BB AR
THAXPR BB RBEFEPRIT T ERSBR TR,
b EB AR B AR R R AT RRIR B B R/ R, B/ R
T.B/VFER R E B/ NS Ao BIHFE F M E k., A
FERR, RAPFHHE T RN ITCENTFS TR, Hhsy
BLJik X=

{xisxs sy xR E N 0 B"J:i&fﬁﬂf?ﬁﬂ s =1
FONELR m, TERIHRAT 1, =0 FAREIR m; FEAHIAT .
F4 FERR
L& HEERF
k& M= {mmy,-my}
FEHTBHHERE M, M'CM
ST E X={x %0 05%,)
’ﬁﬁ( m; , my zfﬂ%%&%ﬁ D(mi’mj>
Bhom HIHEE Clmy)
¥k m WK L(m)
BahmitEw A (BAREATER Prd
i‘ﬁ'ﬁﬁéﬁ Peould
EE 25 B
MR my W3t 5B A E D(m;)
B m BENERER INCmy)
B om WG RRE OP(my)

EMCC #3E B XU&: R AR B KBS Re (5234 XU R .
HALXES 3 WA, REKTEORXGO R, r BER5H
PR AR B H ARG,

R:_i“lxivcum )Pe (IND) +_i1ij1 (OP;)P,(OP))+r
e pe

(3)

WEEAE T RS ER ARG T EARNEE . ES

STTREAL B (4 B 18] | SF RS R AL 2 I o) AR ) 3 {5 7 2R ek 1]

%, THHEFENR @R, B« R 5EMAF X
R FC A i ) T A AN AT EMCC J57 B4 5 I RN AR 55

C(m ) C(m )

=3[+ DG + (s (o1
MHL poees D(’"E”"ﬂ W
BB HEE E@%T%ﬂ%iﬁ%i&ﬁﬁﬁﬁfﬁbMéﬁiﬁl‘rﬁ\ﬁ

WTH MR ECEFTERR B R, ESiHEmRG) R,
Ky (K 535327 B3 1o 18] T 37 6 v, 2R 50F B0 (o7 e Ji) ) 4% 1%
HAEE R e o 5 AT BACH I i B IHFE,

E=$ +1>C(m)+kz<x R
LGm)

—>+k22 _Zl(x,»—x,-)z D(’”}B’m')ﬂ 5
=

VR THFE F L4534 B0 B AR L 89 R ERFEAT I 45 15 1F] 19
B THFE R BT R 64 I B T R AR TR B 52 H G i B T e
HEKHEINRO B, f 5B B AR N
#E.




F=l§ (xi+1)D(m,)+i§xiL(mi)+i§ ;1 (zi—z;)?
DGy v+ f (6
LB e,y £ AT LUARE BB TR BiE RS H.
HARE, = H A%, TREEE U EREH.
B #R AR BAR 2 5 M43 B (R AR AR S 22 B AR R B AL i
[F&, &M KEERMELETUAREH S YR EE&F K.
BB R BT R SR

3 W[ EMCC &7 Android 57 Sk

EMCC XU Bk 0 3 o5 £E F o5 v Hh 88 3 B A o &A1
WIEB T RE SR AN EEF R, ML, Rik#hik
#HAEAMIE Android #2773 3 #2543 47 S X URA B iy
FRVE
3.1 #EKAPIEN
HABBEREETHUSRE. WABRREF KA
28l Thinkair™ (9 781 43 7 58, FoRLE & 714 (Method) . 31X
Rz U)oy B R RN B R, AN R LI
JEUZE 1 Weblet 535 K fth B %2 SCEEHR, JAT SEBLXF 2 Fh 4] 43
REN .

RIET B HEUR APL B REAS R BUBUR B8 5 & $h AT
SBUBARIER) APL, 8% U, X & APLER 2 2 BIBURIR I 1.
A P. Felt % A T Android FREAIR S AP B4 #mk
52?3, AndroGuard 77§ api_permissions. py T EB& T X
— R BRSO BT R APT B ER N T i T B AT
FIH A APL, B0E %2 SRR (R i SRR APT 24 M GURK
DA BORCHE (451 0 5 BT I AR 54 L 132 B password RURK f 32
ZARE R EER AR B A3 KA APTCE N & %
intent) , AT 145 & SUSIP™ (B 5T L3R , 3t K28 APL AT T
RE. BAMER APIFI R FTEGE T LARAEHUR APL

B®J5, 4ii¥ Android F2 /7 H 85 HE R K Java U158, 1
HFEF A9 A C R B (Call Graph, CG) , 4R i 17 1% B B ] 75
Bl APT B B H KB H T AN B s, BA £ 5 Android
B HTT 1A BT Y CAE SR T Se iz i TR,

3.2 HWMEBEHARE

BREFTHERENER APEET - KEXEEN
APl SendTextMessage(V1,V2,V3,V4,V5), Hrh V3 kg fsE
HIAZ. (R, V3 A—ERTERR A g LM, Rl BERAE
B B g A5 Gl TR C.D.E BE# 51884 8k

M A, phB, B B.C. D E A A —HE R 8
BRASTHL Rl , BR BUREHR SRBUB e 2 S AR HR BT R BB
HURME B 2T Bt O 2 R R AR

R, 75 BT AR T R AT B I 4 A, #R U R 4B APT
2 B TSR LA LI S R BT TE 0 35 L BT R B A L
BER X EF RMEHIR T W FmuE k. ik, FIH
Android 2 FE#SERIER 4T T E AmanDroid® 828 5% — 4%
#t. AmanDroid BEHS Android BFHAAAE THEFE R R
SPHTH Pilar 155 R85 B B R SCBUR . REUR B BUE AT
#7, 25 Android T2 FEH 4 4 18] 9 838 i & (Inter-Component
Data Flow Graph, IDFG), Xt T 88 8 # B APL, i &7
IDFG _L#Fi% APl B KB4, 85 #EA7AT 7 (Forward) $(i
WA, R EBUEE BB IR T KR, A E R
SR TR BT s X F BUBRAE APL 175 7] (Backward)
3T, RBVBUBRAE APT MRS HME LR, SR a i th 4
HRP Y R TE.

4 KB5S

BT HA A LB s sl P T R T4, R
BRI F 3T B UEAS SO R i S IR SRS SRR 1 T TR 1
AR, MPHRIEFERZEFEL. By
FlowDroid 42 fit & JF J% M X 4 DroidBench®" i# 17l iX.
DroidBench B i fR$R M T 120 12 F . 3% T AndroidB 75
RERBIRER 2% . @ DroidBench #47MHRA LAF 3
A JEA : 1) DroidBench J2 F IR 89, {8 F 30 1E 45 H 09 HE 50 1
2)DroidBenchzs & B W 8 S EE R 28, HE T Android
BRI EREREIEN Z M 3) K4 DroidBench #i61&
T SRS ARE APT LA B f% B U R APL. i F Droid-
Bench HFF L RBMHI A LA THEBB K, A S0
T DroidBench # 15 ~EA B R MR IF#HIT 04T

HEATH&BRFEG, 5T B &2 550 T HE
BB A APL B BURERIEAASE APLEL . 87 B30 78 S0 Bria
1733 R ] BE TR A JE R I 8 SR U AR UM o6 T
B BB ER T IR, R INE 5 ). RIEFASE
3HH A RNEBEIRE T ASH S BENMHEREL, 45
RAEHESTME 6 5z, Kb, “BRITHEECENEE
HIFETRPUEN . EEGTE AR ML, MBI R
%,

# 5 %f DroidBench B FF#AT F SR AR IR 45 R

. 4 s N WO BE BRBE FRBERAR BRE
BrEAH SHER ABEK em APLH APIK  WAFEK  WEFEK

Directleakl 1 0 1 1 1 1
Obfuscationl 3 1 1 1 1 1
PrivateDatal eakl 11 3 1 2 5 8
PrivateDatal eak2 1 0 1 1 1 1
PrivateDatal eak3 3 0 1 2 1 2
Buttonl 2 0 1 1 2 2
LocationLeak3 9 0 2 2 2 2
MethodOverridel 2 0 1 1 1 1

RegisterGloball 17 0 1 11 1 11
FieldSensitivityl 7 2 1 1 4 5
IntentSink2 2 0 1 1 1 1
ActivityLifecyclel 3 0 1 1 2 2
ApplicationLifecyclel 3 0 1 1 2 2
Reflectionl 4 1 1 1 2 2
Reflection2 4 0 1 1 3 3

s Wals | -



#6 X DroidBench s AR IF #ET B S BUBHE BRI ) 45 5

2 5 4 % ﬁ*{?ﬁ%é‘] B T B Va2 3] HENEREE  ARENERRE B o
FEK FakH  BEEAEBAPIH  HUREE APIH R FEEK LB

DirectlLeakl 4 3 1 1 1 1 0 0
Obfuscationl 5 3 1 1 1 1 0 0
PrivateDatal.eakl 12 4 1 2 5 8 0 0
PrivateDatal.eak2 4 3 1 1 1 1 0 0
PrivateDatal.eak3 6 3 1 2 1 2 0 0
Buttonl 6 4 1 1 2 2 0 0
Locationl_eak3 11 4 2 2 2 2 0 0
Orderingl 5 3 1 1 1 1 0 0
RegisterGloball 10 3 1 1 0 6 0 6
FieldSensitivityl 9 4 1 1 2 3 0 4
IntentSink2 5 3 1 1 1 1 0 0
ActivityLifecyclel 7 4 1 1 2 2 0 0
ServiceLifecyclel 6 3 1 1 2 2 0 0
Reflectionl 5 3 1 1 1 1 0 2
Reflection2 5 3 1 1 1 1 0 4

MR 6 FTAL X 15 /MR F a9bRIE i AR IR iR IR, 4
MEFILAT Wik, BAESTIRHR LA KIRE R, 495X
Sefmik KR E Y AmanDroid Al b B i #6582 15 BT 6 FH /9
FBERES ., U0 RegisterGloball H ¥ R A9 I H 2
AmanDroid & fig 4b B2 F 49 2 5 [8 18 58 % ; FieldSensitivi-
tyl BB 9 R S AmanDroid ¥47 BE 5 IE 54 40 BE 8853 35
254 ;s Reflection] ,Reflection2 B Iw R R E B #&S 0
AR GHELL AN R SR . BT TR B R R 2 O B Y
Android B SEHR R 41T 8 74— € 19 )5 BR A BE B LR R
Android$ 8 i 4357 7 T (I 5 AR B PR A 4 AT LA S
BE R BRI .

RGAT EIRERE T B T LB R EE AT, SR
T 5 A IEH Y Android R IR S MEEABFTIK.
B TFF LAt N EE, BT 10 M/ (1. SMB LA
T, ERCEEAHMNREER, -k, EERB P &aE
WENBREY, B R IEbR R R T ISR
mE 7 HF, 10 RPN B RE TESE 1 48R 5
B FR BT E R AR, RE —MEF iR AR
5 AT E 2, %R AT B A B R F L& AmanDroid
FIBEER AT REBE R A N, TREREH, FI AL
R EPHEILL R TR .

£7 XHLRF B RAR TSR

B F 4 #/MDs FE%  BREBENAFE BEABEHAXFE  EFEHFE 0 AR/
—B 8 R 6 2 2 Y 21
LB F A 48 0 4 N 16
BAT 53 38 13 Y 38
HE LWk 15 3 2 Y 19
ECHAER 63 13 12 Y 43
F31FDED32609F6FF1C7C397 A821D5FCY 175 74 4 Y 49
3323 A2BD2E10FB7 CAF2D9IDA3823E5CES 22 5 12 Y 28
544 1DF458FCB198BC65B2B2797975375 93 2 49 Y 53
(6675832F44B225379B60CEFD7C80D36 16 1 2 Y 13
342C5DIFADCO64419544735F89C89658 9 3 2 Y 15

BARTE , AR SCHTRAEZE AT LUK EMCC #7386 i XU 45 1
TEF P B 32 BT IR S, R TT BB B 1k EMCC 4 i i H 31
BARERTHIS ., ZERD RS R TEE
EHPRS: DRBERF P OEESIESS TR M AN
MR, A7 0 SIS UE SEhRvE 8 AR R BURE) . XTI
WO 0E AL ISR P25 28 B Rl A B B T 2R B AR AR ROk
R ERTERR N TSR o MERNERT , REHT
2" WA, R o BRI E R R R A B s (N X2,
fH, R PITY = o BB RO A PR Ay, Bl iR F B &
TR A EIFR LR . S RERS IRBITRIESF 4 M0
B2, MITH R aEE It M=4"=1024 F, WERT A HAX
1024 Fig oAk B R R 3 Bl BRI, AT
ERWBTREFEE ST R B MBI ETEE R MXN
HEWE R BRI 2N,

HRIE Rk, BHAMSHRAEE T EH T 28 EM-
CCHFE, Ak IR G M % £ M HF TN B
RS REIFA R TEHN. B T EN R, A
BAES THA EMCC F RHE LR (S EME.

FF 5> BB R HE R RIF T AR D SR
BB/ AT RS T EMCC Wk i) 12 2 4RI R .
BRAAEEE (5 B BN EF . 5 i AT AR XURS: 3 B R4 i) EMCC
R PATHORM R 2 R . Hob, 3 KUK i 45 1T LAk & 2
EMCC i@ FItESR B AR5 BE 7 845, S B XURS: B B A K
TET X &I T R RR R B, $XHZ R, 3T
i 7] EMCC B8R4 BE R XU B B AL T i P T I B AL 7 1%
T i ) 2B A B AT U AR IR IR AHEZR T LA ok
# EMCC Jr REEHREMESE .

2 & X #

(1] " EBHEBRRKEP T A5 RE 2015[EB/OL] http.//mt.
sohu. com/20150318/n409959259. shtml

Barbera M V,Kosta S, Mei A, et al. To Offload or Not to Off-
load? The Bandwidth and Energy Costs of Mobile Cloud Com-
puting{ C] //Proc. of IEEE INFOCOM. 2013

Rahimi M R,Ren J,Liu C H, et al. Mobile Cloud Computing: A
Survey, State of Art and Future Directions[ ] ]. Mobile Networks
and Applications,2014,19(2):133-143

(2]

(3]



(4]

[s]

7]

(8]

(9]

[10]

[117

(12]

[133

(14]

[15]

[16]

{17]

(18]

[19]

[20]

L21]

The mobile cloud market outlook to 2017 R]. Reading Real
World Research,2013

Huang D, Xing T, Wu H. Mobile Cloud Computing Service
Models: A User-Centric Approach[J]. IEEE Network, 2013, 27
(5):6-11

Zhang X, Kunjithapatham A, Jeong S, et al. Towards an elastic
application model for augmenting the computing capabilities of
mobile devices with cloud computing[ J]. Mobile Networks and
Applications, 2011,16(3):270-284

Chun B G,1hm S, Maniatis P, et al. Clonecloud: elastic execution
between mobile device and cloud[ CJ// Proceedings of the Sixth
Conference on Computer Systems. ACM, 2011.:301-314

Kosta S, Aucinas A, Hui P, et al, Thinkair; Dynamic resource al-
location and parallel execution in the cloud for mobile code off-
loading[C] // 2012 Proceedings IEEE INFOCOM. 1EEE, 2012.
945-953

Cuervo E,Balasubramanian A,Cho D, et al. MAUI: making sm-
artphones last longer with code offload[ C] // Proceedings of the
8th International Conference on Mobile Systems, Applications,
and Services. ACM,2010.49-62

Yang L,Cao J, Yuan Y,et al. A framework for partitioning and
execution of data stream applications in mobile cloud computing
[J]. ACM SIGMETRICS Performance Evaluation Review,
2013,40(4).23-32

Rellermeyer J S,Riva O, Alonso G. AlfredO: an architecture for
flexible interaction with electronic devices[ C] // Proceedings of
the 9th ACM/IFIP/USENIX International Conference on Mid-
dleware, Springer-Verlag New York,2008;:22-41

Petitprez N, Rouvoy R, Filip K, et al. Opportunistic Offloading
of Mobile Applications in Pervasive Environments[ C] // 29th
Symposium on Applied Computing(SAC). 2014:1-6

Shiraz M, Gani A. A lightweight active service migration frame-
work for computational offloading in mobile cloud computing
[J]. The Journal of Supercomputing,2014,68(2).:1-18

Ren K, Wang C, Wang Q. Security challenges for the public
cloud[ ] ]. IEEE Internet Computing,2012,16(1);69-73
Satyanarayanan M, Bahl P, Caceres R, et al. The case for vm-
based cloudlets in mobile computing[]J]. IEEE Pervasive Com-
puting,2009,8(4):14-23

Chen E Y, Itoh M. Virtual smartphone over IP[C] /2010 IEEE
International Symposium on a World of Wireless Mobile and
Multimedia Networks(WoWMoM). IEEE, 2010;1-6
Huerta-Canepa G, Lee D, A virtual cloud computing provider for
mobile devices[C] // Proceedings of the 1st ACM Workshop on
Mobile Cloud Computing & Services: Social Networks and Be-
yond. ACM, 20106

Marinelli E E, Hyrax: cloud computing on mobile devices using
MapReduce[ DJ. Carnegie-Mellon Univ, Pittsburgh PA, 2009
Kaewpuang R, Niyato D, Wang P, et al. A Framework for Co-
operative Resource Management in Mobile Cloud Computing
[J]. IEEE Journal on Selected Areas in Communications, 2013,
31(12),2685-2700

Suo H, Liu Z,Wan J, et al. Security and Privacy in Mobile Cloud
Computing{ C// International Wireless Communications & Mo-
bile Computing Conference. 2013 :655-659

Pelechrinis K, [liofotou M, Krishnamurthy S V. Denial of service
attacks in wireless networks: The case of jammers[J]. IEEE
Communications Surveys & Tutorials,2011,13(2) ;245-257

(22]

[23]

[24]

[25]

[26]

L27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

£3s5]

[36]

[37]

[38]

Enck W,Ongtang M, McDaniel P. On lightweight mobile phone
application certification[ C] // Proceedings of the 16th ACM Con-
ference on Computer and Communications Security. ACM,
2009:235-245

Enck W, Gilbert P,Chun B G, et al. TaintDroid: An Information-
Flow Tracking System for Realtime Privacy Monitoring on Sm-
artphones[ C]// OSDI. 2010;255-270

Bugiel S, Davi L, Dmitrienko A, et al. XmAndroid: A new An-
droid evolution to mitigate privilege escalation attacks: TR-
2011-04[R]. Technische Universitat Darmstadt, 2011

Zhang X, Schiffman J, Gibbs S, et al. Securing elastic applica-
tions on mobile devices for cloud computing{ C] // Proceedings of
the 2009 ACM workshop on Cloud Computing Security. ACM,
2009:127-134

Theoharidou M, Mylonas A, Gritzalis D. A Risk Assessment
Method for Smartphones{ M ] // Information Security and Priva-
cy Research. Springer Berlin Heidelberg,2012;443-456
Mylonas A, Theoharidou M, Gritzalis D. Assessing privacy risks
in Android: A user-centric approach{ M]//Risk Assessment and
Risk-Driven Testing. Springer Berlin Heidelberg,2013;21-37
Google Inc. androguard [EB/OL], https: //code. google. com/p/
androguard/, 2012

Felt A P,Chin E, Hanna S, et al. Android permissions demysti-
fied [C] // Proceedings of the 18th ACM Conference on Computer
and Communications Security, ACM,2011;:627-638

Zhou X, Demetriou S, He D, et al. Identity, location, disease and
more: inferring your secrets from Android public resources[C] /
Proceedings of the 2013 ACM SIGSAC Conference on Computer
& Communications Security(CCS2013). ACM, 2013.1017-1028
Hassan M A, Chen S. An investigation of different computing
sources for mobile application outsourcing on the road[M] /
Mobile Wireless Middleware, Operating Systems, and Applica-
tions. Springer Berlin Heidelberg,2012.153-166

Flores Macario H R, Srirama S. Adaptive code offloading for
mobile cloud applications: Exploiting fuzzy sets and evidence-
based learning[ C] // Proceeding of the fourth ACM Workshop
on Mobile Cloud Computing and Services, ACM, 2013,9-16

Gu Q, Guirguis M. Secure Mobile Cloud Computing and Security
Issues] M] // High Performance Cloud Auditing and Applica-
tions, Springer New York,2014:65-90

Zhang Y, Yang M, Xu B, et al. Vetting undesirable behaviors in
Android apps with permission use analysis[ C] // Proceedings of
the 2013 ACM SIGSAC conference on Computer & Communi-
cations security(CCS2013). ACM, 2013:611-622

W ', EZAR.F B ZREOEER LSBT
R[], B E%M, 2013,34(12) : 158-166

Wei F, Roy S, Ou X. Amandroid: A Precise and General Inter-
component Data Flow Analysis Framework for Security Vetting
of Android Apps[ C] // Proceedings of the 2014 ACM SIGSAC
Conference on Computer and Communications Security. ACM,
2014,.1329-1341

DroidBench{ EB/OL]. http://sseblog. ec-spride. de/tools/droid-
bench/

Rasthofer S, Arzt S,Bodden E. A machine-learning approach for
classifying and categorizing android sources and sinks[ C] /2014
Network and Distributed System Security Symposium(NDSS).
2014



