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Digital Forensic Investigation in Cloud Storage
DONG Zhen-xing ZHANG Qing CHEN Long
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Abstract Nowadays,many users utilize the cloud storage service to store or share their data. At the same time, there
are an increasing number of illegal cases about preserving illegal information or stealing the company’s confidential data
through cloud storage service. Collecting the crucial evidences from cloud storage service reliably and completely has be-
come an urgent problem. This paper took 360 cloud storage service as example, analyzed the law of residual data after
accessing to the cloud storage through the browser and/or client software,and then presented a forensic analysis method
to identify user behaviors. The time line of user’s action is reconstructed by combining logs and history data remnants
together. Therefore the user behaviors related to the cloud storage service are profiled clearly. These ideas and methods

can be applied to other cloud storage services currently used.
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