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Abstract Building a high-security architecture is an important precondition of high-security information system. The
core components of trusted computing architectures and virtualization architecture may be modified and bypassed. Ai-
ming at this risk,a high-security architecture on independent core component(HAICC) was proposed. The architecture
realizes strong isolation of security and computing functions by hardware, The system is divided into secure server sub-
system and targeted computing sub-system, which occupy different physical resources. The former sub-system imple-
ments active measurement, runtime monitoring and key data recovery of the whole computing sub-system. The attack

instance and security analysis show that, HAICC reduces the risk of modification and bypass for core security compo-
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nent,and enhances the integrity of security mechanisms.
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