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Abstract

_IN message. Thus,a new DoS attack on the control plane was proposed. It uses non-stop forwarding unknown address

Based on OpenFlow protocol message exchange mechanism, all non-data packets need uploading by PACKET

packages to deplete resources in control plane. And a solution strategy was proposed to detect attacks and reduce net-
work latency based on the programmability of SDN network. First, through SDN controller north application interface,
Defense4 ALL application was used to detect malicious traffic by characteristic of DoS attacks. Then by using the con-
troller feature of dynamical configuration, switch configuration file was updated in real-time, and network forwarding
policy was changed. Thereby it could reduce the damage caused by the attack on the entire network. The simulation
shows that the success rate of this detection method closes to 100%. But in slow-speed less-source attack detection suc-

cess rate is less than 80%. The overall network latency is reduced by 10ms or more. The proposed solution strategy can
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effectively reduce the interference of the DoS attacks against control level for entire network.
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