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Collaborate Privacy Protection Based on Virtual Tracks in Pesition Privacy Protection
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Abstract This paper proposed a collaborative privacy protection based on virtual tracks(VTPP), without relying on a
trusted third-party agent. Users create virtual tracks and collaborate through self-organization communication, A convex
polygon cloaked area is created to protect users’ location privacy, causing that the location cloaking quality and query
result accuracy are improved. Qur simulation results demonstrate that VTPP algorithm achieves higher cloaking success
rate along with lower service response time.
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i1 BRIGEM R Virtual track_develop
1. Input:r,n, v,
2. Output:!
3. L Lig=r. uys
4.1 p=r. p;
5. L ker. k;
6.1 Cer.C;
7. te< the time r receive FROM_GROUP;
8. ty< the time r finish finding other peers;
9. der. vper * (t,—tetn/v)s
10. a= the angle between r,. pr. p and x-axis;
11. =< the angle between new direction and x-axis;
12, randomly choose Y€ (0, |a—]);
13.if a>B
14, B=B+7v;
15. end if
16. if a<B
17. BB~
18. end if
19. x" «—x+d + cos B3
20,y <y+d+ sin Bs
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22. return l<—{ ly, o, o'+ k ,C,G}
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1. Input;ry,h, gy
2. Output: kGROUP
3. rq. Uig*gia KGROUP. gig=—gias
4. k' <rg. k;
5. Virtual_track_develop(ry,n,v.);
6. h<1;
7. while n<<k'—1;
8. n<|P[;
9, broadcast FORM_GROUP message with h,g;q;
10. receive the ACK message ack and ack’ from 1;
1. L G=1
12. add1toP';
13. k' <highest k of P';
14. i n<lk'—1 then

15. if P=P' then

16. sort the track in P in increasing order of 1. k;
17. ly<the first item of r€S

18. end if

19. h<h+1;P<P’;

20. end if

21. end while

22. P=PU{ly}nen+t1;
23. Cloak_area_create(P);
24, kGROUP, R<R;
25. kGROUP. k<k';
26. kGROUP. P<-P;
27. kGROUP. C<1,. C;
28. return kGROUP
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k3 FAEWELNERE Node response
. Input: FORM_GROUP, h, g4
. Output; P’
if 5. G ==0 or ry. uyy== gy then
Virtual_track_develop(ry,n,v.);

end if
. wait a random time t;
. send an ACK message ack, to r, at location(x,¥0) 3

. send an ACK message ack,’ to 1, at location(x, "ave'ds

- To, Ui~ &id 3
10. while h>1
11. h<h—1;
12. broadcast FORM_GROUP message with h,gq;
13. Node_response(FORM_GROUP, h,g;4);
14. end while
15. send I, to ry;

ro W] FORM_GROUP #8J5 , B AR 2 r. G, IR
ro. GRIER 1, Ui ro ELMASIMEZH, WAES 5
IR IR 0. G AMEN 0 B ro B9 id ERRINIZAM
g s UL ro TTLAS 5 UMEDNE , T RIFHBIATRIE 1.3t ro
BEFT RN ALR (B 348 3—517) . BF, SRl
ATIR) € (0s,0. 1s), 145 o K% ACK #8838 0 B A BBl
PN o BIPI AR B R E — D HIAE R, o B FORM_
GROUP HBKEL 7, IR h=1, B0 r, Xt 41T T 2BE 5,
LA R BN B, BBk E 2 e, B EIZE BT
BEARBAETERAE; G0 A>1,00 4o # 2 W81, 4EERH FORM_
GROUP W R#AT PSR BB A p, HB » Bk #%
. L R BB S 5 UME AT S 2 HGR I
Bre. HBVRWNEER r #ET KT -1 A8 7,
BB & B, R P E R PMER I R T B2 4.
3.5 thEEERA

EAAR IR, Bk B X E 4 AP B X,
REGERY [, R M WE BT RES. — T HE, AP RER
A, WEX B HFER X ET APE R ST E A HNE
FA PR TR AR s 55— T T, Dh e IX SR B T AL/, 2 ) AR
FREENRREREA SBNER. WE 6 Fiw, VIPP B
AT 0T O3 X, 2R R 4 BE 48 4H R RA BRI R, A



THERB/N X .

14l
Ps ”

[ ]
® P2 [ ]
[ ]
Pb.
n
e pr
P4 a1 Pa

9o

Ps

()3 8— (b3 ()=

e XSRS EE

mF VIPP A BB T XS 5%, B A
FAEEWREE KM AEXEER. SRENERHEXEE
BTERMGERBITA. AERE/NMuEXBER, VT-
PP £ GiftWrapping B 354 B £ 6 i O 25 X 3, 76 68
EXIEA, BEHENEREEN SRS FE -1
R ot R, L IR VERR E AL P BT R B

EHEXSERSBRY, AR EFHAEZADYR L,
Lislys s b1 ISR posm 5o 2o’ s s 1501”0 A
FEFR X EEREATEN prodzs s Pueo

Mk 4 DXL Cloak _area create
1. Input.P
2. Output:R
3. gy<+the node with the smallest p. y;

4, create a line s at qq. y parallel to the x-axis;
5. for 1<Ci<C2k

6. q=—the smallest angle between —qT;, and s;

7. end for

8. qi=<p; in a,—;, with 4;

9. j«1l;e<3;

10. while g.. x7qq. x and q,. y5%qq. ¥

11. for j+2<li<{2k

12, y«the smallest angle between ﬁ: and q,T;,,
13. end for

14, qe=p; ingy p; with 75

15. addgaq, to E;

16, je=jt1;e<e+1;

17. end while

18. return R<—the area surrounded by edges in E

B y A FR BN RO KA B AR SR A5,
R 6 FIrAaIFFHRE £, 8K . B—FTTF 2 H89
HEs, BR g BOUEHBH AR EE 458 3.4,
B R T 5 FIR 005 s RARMIA, BN
q(BE 4% 5817, WHE 6 JiR, i KB A LKA
THRpr ¥ priEHa. BE o B BEIFBRAMTHHH
B g KA BN G P B 6 PHBRKKRE T
Psspsopn . HIRIWARMEGAE ES. HIBFIR
MY REEETR ¢ EG@EELFE 101747, EFH
W1 B LA X RN R R SR I B .

EE 1 E%ﬂ,‘ﬁ% U= {Pl s P2y s Pu } v%xﬂ'?ﬁﬁﬁﬁ
BISA pirtis e AR pn (UI<dyjr ks hSn B RF) B
2ibx S50, IS/ A b, pr 551 8o, IR S W U B
BN —ERMENE .

I : R ERR DT RIEN B —HH e. BREBEE—
“HBIRRAFE—NLEIRIE, pp; F pipe IPIKMSB

W MBI LIFTE po 18 Lep; po<Lep; pr .

RIE N B R, (BB AT EREK R —5%K
B, ZHEHEKTAY AL ELRM. B Lepipo<
ZLep; pi FFARDHEE—& po 1E pibe FRTEEHER K B —MW,
SMEZRBHRTE, BRIEAR R,

4 FEXBSERSH

A IR T — RIVMGE LR, MR T VT-
PP #ATHERETRIEAN . BN B HEFHMSHRE, R
JEX B R RIHE .
4.1 IHIEH

ASCGESFE I EXT VIPP Bt e AT 07, S
P2P =5 [ P Bk HAT R . LIRS — 1k KYH T
DI, SRR BN B REL R SR RWP A g8 A i, B 15
B E O 0,100 17 A B R B PE B BE R0 B R MO A K
(L, B3h B 7 10 KRB B R A (D), (R AL ™
AR P B SRR, WA & EEE (2,100,
BEASFEPET E B RUBRAT. BV & EN, ALK
Grixt{5,4,3,2}70{6,7,8,9, 10} {FE SN 0. 6 i Zipf 43
WYL . BT Zipf 2%, k€[5, TJEEREE P&
%, k€ [2,4]%0 k€ [8, 10 JFEWRBAE P A BT B, X —
IR AAEEAKFRPH— . hERXEERNR
INBR ] Ao BN TEIRREY 0. 01%, BF 100 m® , A8 P HMERE
=35 1Mbps, B3I P 500 B R SR A H 2 EEH 3G
W858 {7, H 58 2Mbps, BRI SH0NE 2 FrFl.

xR2 TRBH
B84 ®E
RrA#RE 100
E4%%k [2,10]
WEH K 1Mbps
EHBREFR 2Mbps
F B A EE Vmax 15m/s

3/ AR IR H Amin

LW E VIPP iR 1E B 4 iR . E 47
BEeE RS KB EA., b . B R
ERBIIEAMEPFS AR,

RPN EREESFER KON, EEAHERBILRE
BIL B

E(r)z—zl’lp(mogzp(b (5)

KOO NEMHER » WALEN, p(ORFHP B EE
X R H AU 355 2 A5 bR 8, VTPP Bk ] ik 20 6 48 32
AR RWP B4 H . P2P M BIRMAS S

100 m?

1, MR B A0 AR R BRI 50 F
K(y=2"E" )
R(6IFR VIPP FEAHE r WL BEREE K(HE
ML - AABEREREK.,

3530 R A 1] 45 LIRS PR B M A P R R E W R
A H et (E]

DK E R THE T XM, VIPP 5 £ 078 th
I E RN

n

>
=1

i

X Z(GHD mod ()

=1
Semer =5 <)

Yi o Y(GHD mod ()

» 151 -



Kz, v AL ZATL TRE L Fr P LB n RS
MIBETRE . TR BHESIR o the X IIE A ik A IR

HETEHITR . P2P MOh% XIS 9 A P LB B/ NIMESE
T, KEmHA.
SMBR—(lmax:c*mmx)X(ltgag(y—mlgy) (8

KOBEZES x.y WERKXHER/IMETTE MBR fh3 X5
g A

W B BRI R B R AR F A LB
TE BRI, DhEs R IR B A R 5 Y 3 o 7 B ) B4, B R 3K
R ERIEHETENTRT , T KIS EBE/D,
LBS 7 ## {16 /) 25 ) R 55 B B RS TR B8/, AL RS
W,
4.2 ZRHW

AW MR T VIPP P EL IR, REAH
TRHFE P AL B RO N R ], B R A T 38h
EXBERIFEES P2P BT T .

B 74H  EARFRBEMER T, VTPP #1 P2P #4571
EZmIRER,

1 1 1 1 t .
| | I i ) —=-VIPP
I I ' —+—FP2P
__________ Lo _E—TTT—
i ' i ‘
i ( :

___________________________

5 B

FHE ARG ¥
£

___________________________
1

T
1
)
*
1
t
[
1
I
L
1
1
1
1
'
|
r
I
1
r
1
1
-
[
i
L

o

paf---to--bolbal

B 7 SFHELMIE

R D36 Bk i T 39 B 42 IR T 3R B & 18 B3 BT T B
XEEN A ERNERNERL, ARNERERS IFHRE
RIS R, D M AR, B 7 Sh AT, -
{E7:[2, 103G B M, VTPP #1 P2P B & BT R L,
X BT He B R BT B P, VTPP B fif FH 69 2 U8 4 B ok
X B B 4% AL Th 3R s W, BN B BB RS TR D
ERBNELT , A E L BINE.

E8AHT r EARBUEMEMR T, VIPP fl P2P MF
HWRAP N BEREESR.

x10°®
3

1

8

&

£

FHAPLRREE

__________________________

&

©

He FHRAPBEHEE

MR 8 FTLAE A & fE3E 0, AP E R B AL B 5
EEHAHE TR, XEEN L EER, AP FEEENE
R, FEIRESHORR M, A4 5 O 3 X 8 m AR
K, PR KSR A B R E B RUERAR. R, VIPP
FF 8 B2 FE t P2P RR &, X R IRATE VIPP #,
PHEMEYMER B0 B RN, IR AL Z BB RIS, &
MSEE AL P I R B A B, B0 E P R B AR AR 5 T
P2P HURORE KRR P A B (BRI R .

« 152 -

B 9 AT VTPP 1 P2P B ik 4b B2 ] 3 B 1 - 3R
NEESE] . M SR A] LUK H, P2P S Sy 7R E B B K F VT-
PP XM T VIPP E#T B B EERE k1~ 14
Buked, X EZ AN RE L GHTTHF L ENHE
WIER M S, RIE T Z2F R - AR SR K AR
B, 7] AFE B i B 9 F R BN DR R . B 2R &5 JE D b B 5
EEHMRAP RN . A2WER ERHh%. PP E
BETEIRE b~ 1 MR FIERE R EEWHER AL
H,XREAPAIRER RIS RREEET KR
B ) » D252 ERI R B o B 4K

100

______
)

____________

F34% B Bt [l (ms)

B9 P AR G i iE]

& 10 455 T VTPP #1 P2P 9 F 3 Dh 3 R AR, VT-
PP #1 P2P () ¥4 % X B FUER 55 & (EALIE L, [Rl6T, 72 A
PAREEMBNELT, VIPP B K MERMT
P2P, PhaxfERKEER VIPP FH G S A A R4
INT R IBAER, XA M FEASREREENERES. 3
k {HEU/MET, VTPP 1 P2P By Dy X EmARAR 2 A K, Wi B &
EERII, AEXBMERETRERNER. XERERNE L
ER/ANERT B4 48 N AL A B0, 0% 22 8] B B 4%
i BRI 5B E X BN EREERNAE; WHEE & H
B, EREFHID N REE, BEE KN, MBAF LE
BB AR E/PYER,

)
HEEN

304 % R RE Rl

:

8
I

Ll

B 10 FrythieXmmER

BRE ACRBUBRARPPET R MHZHHEP
PMEDR SR B VIPP, ZEEAKBIAIEE =7, 8
RPFHHEIMELR  EA . EREAH. XFEEERT
WA =T WU TS B K 2B, VTPP 45 T RE T H
BT P R SR QR . R SR AT R
R HEERL R TR Z AWM REZ AN TR, B
PSRRI 245 0 T F P s Bl B S L BRI 1
M. BJETE BT 2 0E 8 thk KEOR R A P AL B B
Fh. VTPP JgFH P R4 T i 1DU8h 25 A0 D 3 X 3 ) I E AR 377
it EARPTRPNMCERR ST BUPTHR THE
AREHET AP L ERRAA R G e, e RE T
BRI mE. BNTE KO KT (RIE B D0 3%
FREHRE, /T R KBER, #E T E WSRO MER
M. PIRESREW, ZE LB TE R AT E305E T BF o fr i
A B BRRA , B 45 D R , RG34 e B[R] B8, S 45



LB E BRI, PO KO AR » BE OB B 4 i A
THLIHE.

1]

(2]

(s8]

4]

(5]

fe]

% % X W

M i, & 5. BTN ENRS B 5#R0T]. i
B2, 2011,34(7):1155-1171

Zhou A Y, Yang B,Jin C Q,et al. Location-based service: Archi-
tecture and Progress [J]. Chinese Journal of Computers, 2011,
34(7):1155-1171

Xu J, Tang X, Hu H, et al. Privacy-conscious location-based que-
ries in mobile environments [J]. IEEE Transactions on Parallel
and Distributed Systems, 2010,21(3):313-326

Pan X, Xu J, Meng X. Protecting location privacy against loca-
tion-dependent attacks in mobile services[]]. IEEE Transactions
on Knowledge and Data Engineering,2012,24(8):1506-1519
Mokbel M F,Chow C Y, Aref W G. The new Casper: query pro-
cessing for location services without compromising privacy[CJ //
Proceedings of the 32nd International Conference on Very Large
Data Bases. 2006:763-774

Gedik B, Liu L. Protecting location privacy with personalized k-
anonymity: Architecture and algorithms [J]. IEEE Transactions
on Mobile Computing,2008,7(1).:1-18

Chow C,Mokbel M F,Liu X. A peer-to-peer spatial cloaking al-
gorithm for anonymous location-based services [ C] // Procee-
dings of the Annual ACM International Symposium on Ad-
vances in Geographic Information Systems(GIS’06). Virginia,
USA,2006:171-178

73

(8]

L]

(10]

(11]

{12]

[13]

B, B, & /Mg, Coprivacy. — i Fl P IME R B & X889 {1
BRARP TR BN, 2011,34(10):1976-1985
Huang Y,Huo Z, Meng X F. CoPrivacy: A Collaborative Loca-
tion Privacy-Preserving Method without Cloaking Region[]].
Chinese Journal of Computers,2011,34(10);1976-1985

Solanas A, Martinez-Ballesté A, A TTP-free protocol for loca-
tion privacy in location-based services[J]. Computer Communi-
cations, 2008,31(6):1181-1191

Ghinita G, Kalnis P, Skiadopoulos S. PRIVE'; anonymous loca-
tion based queries in distributed mobile systems[CJ // Procee-
dings of the Sixteenth International World Wide Web Confe-
rence(May 2007). Alberta, Canada, 2007 :371-380

Yiu M L, Jensen C S, Huang X, et al. SpaceTwist; Managing the
trade-offs among location privacy, query performance,and query
accuracy in mobile services[ C] // Proceedings of the IEEE Inter-
national Conference on Data Engineering( ICDE’08). Cancun,
Mexico, 2008 : 366-375

Bettstetter C, Hartenstein H, Pérez-Costa X. Stochastic proper-
ties of the random waypoint mobility model[]J]. Wireless Net-
works, 2004,10(5) : 555-567

Campos C A V,de Moraes L F M. A markovian model represen-
tation of individual mobility scenarios in ad hoc networks and its
evaluation[ JJ]. EURASIP Journal on Wireless Communications
and Networking,2007,1(3)

Camp T, Boleng J,Davies V. A survey of mobility models for ad
hoc network research[J]. Wireless Communications and Mobile

Computing, 2002, 2(5) : 483-502

(E##% 131 B

[4]

£s)

(6]

(7]

(el

(9]

(10]

(1]

Wang Fu-sheng, Liu Shao-rong, Liu Pei-ya. Complex RFID
Event Processing[]J]. The VLDB Journal,2009,18(4):913-931
B HNRE. TR, % BB E RFIDFHR ENE RSN
BT, R K2R (A RR2NR),2012,33(5):627-631

Xu C F, Lin S K, Qiao J Z, et al. Complex event detection on
high-density RFID event streams [ J]. Journal of Northeastern
University (Natural Science),2012,33(5):627-631

Wu E, Diao Y, Rizvi S, High-performance complex event pro-
cessing over streams [ C] // Proceedings of ACM Conference on
Management of Data. Chicago,2006:407-418

DemersAJ, Gehrke], Panda B, etal. Cayuga: A general purpose
event monitoring system [C] // Proceedings of the 3rd Biennial
Conference on Innovative Data Systems Research, California,
2007.412-422

Li M, Liu M, Ding L. P,et al. Event stream processing with out-
of-order data arrival [C] / Proceeding of the 27th International
Conference on Distributed Computing Systems Workshops. To-
ronto, 2007:67-74

Brito A, Fetzer C, Sturzrehm H, et al. Speculative out-of-order
event processing with software transaction memory[ C]// DEBS
2008. New York: ACM, 2008

LiCW,Gu Y, Yu G,et al. Aggressive Complex Event Process-
ing with Confidence over Qut-of-Order Streams [ ]]. Journal of
Computer Science and Technology,2011,26(4) ;:685-696

FE P38, RFID B 5 4eet & a8 B K AR 4L KEg [ D). R .

fi2]

(13]

[14]

[15]

R R, 2011

Wang Z Q. Real-time query processing and optimizing strategy
for RFID complex events [D]. Wuhan: Huazhong University of
Science and Technology,2011

PR EF B, . B TF Petri WAy RFID a4 H 4 H {4
HIBTFE )], BF2#4H,2008,36(12A):1-8

Ye Wei, Huang Yu, Zhao Wei, et al. Research on Composite
Event Detection in RFID Middleware Based on Colored Petri
Net [J]. Acta Electronica Sinica,2008,36(12A);:1-8

B XIS, B A, RS M B e R ALY A B S5
FU1 BN R E RS 2013,19(12) : 2960-2967

Cao Yuan, Liu Ying-bo, Xiao Li, et al. Modeling on time out-of-
order problem of condition monitoring data stream [J]. Compu-
ter Integrated Manufacturing Systems,2013,19(12) :2960-2967
XIEH, FH . £ T ENFA MELF RFID 82 H 040 0 8 b=
(I A sp R 23R (8 SRR , 2010, 38(1) £ 25-30

Liu Hai-long, Li Zhan-huai. Out-of-order RFID complex event
detecting algorithm based on ENFA [J]. Journal of Huazhong
University of Science and Technology (Nature Science Edition),
2010,38(1):25-30

DM, NN, TR, £ T RS E-FHES NS T EEHN
#I0Y]. SHEHLRI A, 2006, 26 (10) : 2289-2291

Ma Bao-lin, Sun Ji-zhou, Yu Ce. Trust value updating mecha-
nism based on mixed time-event [J]. Journal of Computer Ap-

plications, 2006, 26(10) . 2289-2291

¢ 153 -



