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Abstract

of the policy semantic conflicts existing in the definition and conversion process,a static security policy consistency de-

The security policy semanteme is the expression of human control safety behavior will. Aiming at the problem

tection algorithm based on the semantic similarity was proposed. Firstly, the domain ontology of the security policy is
established, the characteristic factor is extracted,and then the calculation method of semantic similarity based on the on-
tology concept features is presented. Secondly, the firewall security policy is used as an example to establish a detection
model,and the static security policy consistency detection algorithm is used to mark the confict policy, ensuring the con-

sistency of the final policy rule base. Experimental results show that this method has better detection effect, and pro-

vides a feasible way to solve the security policy conflicts in the stage of definition, making and mapping.
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