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Node Importance Ordering for Topology Structure of Cyber-physical Systems

YANG Zhi-cai QIU Hang-ping QUAN Ji-chuan LEI Zhi-peng
(College of Command Information System,PLA University of Science and Technology, Nanjing 210007,China)

Abstract The node importance ordering for topology structure of cyber-physical systems(CPS) is an critical aspect of
topological analysis. A topology model for CPS named interactive network model was established according to the intrin-
sic structural features. Then the node interactive betweenness was defined considering the information interacting char-
acteristics of CPS, which can reflect relative importance of each node. The effective node importance ordering algorithm
was presented,of which the time complexity is polynomial. Finally, a topology instance for CPS was analyzed, and the
result was compared with node betweenness, suggesting that node importance ordering can provide valuable re-ference
for the running and protection of CPS.
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