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Research on Framework of Safety Verification Based on Fault-extended SysML Activity Diagram

WU Zhi-peng  HUANG Zhi-qiju WANG Shan-shan CAO De-jian
(College of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 210016, China)

Abstract Embedded system has been widely used in safety-critical areas such as energy, transportation, etc. The safety
analysis and verification for embedded software have always been one of the hot topics in both academia and industry. In
order to unify function model and safety requirements analysis model of the system, we introduced extended SysML ac-
tivity diagrams with semantic information of fault tree. On the basis of retaining the semantic descriptions of both the
fault tree and the SysML activity diagram, we presented a kind of safety verification framework based on fault-extended
SysML activity diagrams. Firstly, we used minimal cut sets to extract fault information and presented transformation
rules of fault tree logic gate. Then, we presented build steps of fault-extended SysML activity diagrams, Finally, we used
Promela to model fault-extended SysML activity diagrams and used model checking tool SPIN to analyze and verify it.

We verified the effectiveness of the method by using it in a gas stove control system.

Keywords Safety verification, Semantic information of fault tree, SysML activity diagram,Promela
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active proctype action_m{){
m.actionQueue{0] = action_id;
m.actionQueueLength = 1;
reachable[0] =1;
edges! edge_ID(m);
}

B6 MRS
MU 3GEFH TR HMHERHEBRTER T HIEQHE

W ESEER TR T AR dERRING, BRERS
TR, EEWRNERNE 7 R,
edges? A_ID (m);

D
reachable[action_id] =1;
. edgwi ”B_ID (m);
B goto end; }
}
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MW AGET R HETRBRIE—N R E IR
FREARENTHRHEERIR . HERIME 8 Fix.

active proctype action_m(){
end:atomic{
edge? A_ID (m);
reachable [action_id] =1;

active proctype action_m(){
end:atomic {

edge! C_ID(m);
edge! D_ID(m);
gotoend; } }
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active proctype action_mQ{
end:atomic{

edge??A_ID(m);
edge??B_ID(m);
reachable [action_id] =1;

edg;.’.C_ID (m);
gotoend; } }
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active proctype action_m(){
end:atomic {
edge? A_ID (m);
reachable [action_id] =1;

if
::(state[0]==0)->state{0]=1;
edge! B_ID(m);
i(state[ 1 }1==0)->state[1]=1;
edge! C_ID(m);
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edge??A_ID(m);

edge??B_ID(m);
reachable [action_id} =1;

edge! C_ID (m);
goto end;

b}
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active proctype action_m(){
edges? edge_ID (m);
For to m.actionQueuelength
reachable[temp] =reachable[temp] + |;
EndFor

}

12 KRS

H 4 Promela B 8) ; BT SCHE 4050 0] B9 45 15 3 [ 45 3
CATRFSNET ML TE I AR R TR Oy
AHRL Y Promela #8Y , {H 245 MERY [a] B AH T LAY, BT LI B
# % SPIN FiR5, FEEHFTH K Promela BRI,

HEAMEARBR . ETHESTEZRAMBRERR AT
EHERESEANT S, NERTERMME SME L S AEE
HER VR FA XY AR ARE ST AW AR T
I,

DFEEHT R EHEPHESTARELRAKEE,
MFEAMNERT ARERMARS, HEDEFERRRT RS
AL EE SN AL FMRE ST A ARBICOVERY
SRR, BET AN EEBRE, MMMERT S
HBRBEYREAE ST AHBENEERE.

DFELEF R EHEPHESH AAREH B ER,
M FE R LT S B S AP &R L5 R B EOoh SR
LB E ST ANBHEBYOVR LY SR B R ,
ANEBARAE, MR LT SRR AR ZHE ST SRR
2.

DEET AR . FENEHFT EMLUAEFTSEBREST
AWM ARG EER, B THILERMRR BRE ST
SR, IR B A SRR

FIF EEMEAFEEESEPFHOEE ST S M
KITEshFE &SR, Wi fEFRN 2R RESE R —KeE
BT S, [RIBT 44 J ST B9 15 3 F B Promela #8848 LA
—ATHEEHEA. B Promela BF R B ETENELR
AL L5 R T F E AR G S LY S R RN T HE
B BE A A\ A5 S OIS B o, EEVS B2 R Promela A,

4 ZBISH

AT @ X TREER S —MABR LR R G 2
B, 150 B A SCHR Hh e 5 R A B
4.1 MELEHRSR
M EE DR RE S MBS . R
BRREMNTREATEA D TILEN DR 5%
SR B R SR BEER R 1%/ T I RUE 2) MR Bl R g
o 226 -

15 MR SURL AT REIE B TARIF 7= A 34 5 3) A #ufR p et
5 R IE D FUF 1k TAEIF RSN SHA . M4
ERRREERARE 4 MM S REHRE RTF
REH ARG JIGUIEE KRR % . REIECER15,16],
RER UL 6 R GBI R IR SysML W 3 &, tn il 13 Biw.
Hep QR AT, B FHA LA S THSITER, 215 1IE
BRI ANERIIEE.

B 13 RALERRBMRL SysML s &

TRIESCHR[14,17,18], 38 o 8 HUAK B A i e {5 BB ST —
PREEAR , 2R 5 8 B/ N B R T 248 B B /N B SR R , T
Bl 14 B7n » Bl M SRR B SR B B AT i B B AT mU K
BAFRE BT M FBURE R, Kz ER /N EE
4 (Air Present, Gas Open t>>4s, Ignition Attempted) F1I ( Air
Present,Gas Open t>>4, Short Circuit) ,

Short Circuit

Bl 14 AR SRR

4.2 #FEY SR SysML EZE MR

YRR SysML 1 3 B M B A N TR 4T, B Sk BB
B ) Z 2T R ALY FNE Lt R, R B EREETNE
B, Hy S Y™ B SysML 1% 3 1 /Y B B3 s 2R S5 IR I8 1
XBET R RGIR LG SysML G B ITE0E . 456 WM
MERRAHREEE TS 3 T RE IS EY B SysML
ESNE, A 15 B, B 15 g2k 2o U2 AR 3 B 7 1Y 75 3 (&
SRS MR RS i SysML & 3h B M — AN 5] #9 #h 7 5E 2
AirOn,GasOn, IgniteOn X 3 MEHNEBEHERTES
ERIESD, BIEEHEITH A XM E A & 2% IR B TFHE
5. YHESERIBRIBITITANGES 4s LR, #1TH
BT » 0 SR A Hfa AT 5 A 0 1) K A R B R LT s O R 3
FEBER, RS R AR T EBRIMEE, #A
“UnsafeEnvironment”{& SRS, AT 2K BB TE S K E
R S B, U R AR AR KE S . FETHRBIUT KO M 2R
WEIIRB AE, sk B8 — E UK, BRI R L 4s
DL b, BB R 5K “Explode” B IR A, BR A B FESE R






EH,BPEEA Promela BRI, 7Y B SysML &1 E
BRI G, E RS Wk, LT A EA B R Z 2T R,
F PR O] LR PR PR R A O B R B AN R R
A BV ERAEAT A, AT XHAT AR AT B IE , {8 RGN RBAS AL T
BELUTER. B, &R0 — MR AL EH R G B 43
FEABE THARES S MY B SysML G s E LI R 5 K%
#r#3 Promela 2%, 35 SPIN M H# TR SHRIETE.

T F—£ TS, 4% BB T A 753 HaTRB %
TR AT SE R 4555 R0 ] S BB R 09 B S 2 ; Pl R &Y
KBTI, 3Rk SysML Mo R, A DA & IR EER 18
BB EER S, R HITREMATRIE.

& xm

(1] EEZMEEXBIE, %, KARNARKGZ S ESTIRE,
FEE R TRPRGRIT]. #i#4],2014,25(2):200-218
Huang Zhi-qiu, Xu Bing-feng, Kan Shuang-long, et al. Survey on
Embedded Software Safety Analysis Standards, Methods and
Tools for Airborne System [J]. Journal of Software, 2014, 25
(2):200-218

[2] Vesely W E,et al. Fault tree handbook[ R]. Washington DC; U.
S. Nuclear regulatory commission, 1981

3] OMG. Unified Modeling Language: super structure v2. 0 [EB/
OL]. http: //www. omg. org/docs/formal/05-07-04. pdf, 2005

[4] OMG. Systems Modeling Language. v1. 2[EB/OL]. http: //www.
omg,. org/spec/SysML/1. 2,2008

(5] %%, 885 2T SPIN/Promela M3F & RARIEL]]. itE
HLEM,2004,31(8) : 201-203
Xiao Mei-hua, Xue Jin-yun. Verification of Concurrent System
Using SPIN/Promela[ J], Computer Science, 2004, 31(8);201-
203

[6] Walker M, Papadopoulos Y,et al. Qualitative temporal analysis:
Towards a full implementation of the Fault Tree Handbook[]].
Control Engineering Practice, 2009,17(10):1115-1125

[7] Chu T L, Apostolakis G. Methods for probabilistic analysis of
noncoherent fault trees[J]. IEEE Transactions on Reliability,
1980,29(5) : 354-360

[81 Schellhorn G,Thums A,Reif W, Formal fault tree semantics
[C]//Proceedings of The Sixth World Conference on Integrated
Design & Process Technology,Pasadena, CA, 2002

(91 Jarraya Y, Debbabi M, Bentahar J. On the meaning of SysML

activity diagrams[C] // 16th Annual IEEE International Confe-
rence and Workshop on Engineering of Computer Based Systems
(ECBS 2009). IEEE, 2009 95-105

[10] #Beie, #30E, SRR, SR SWBFRSRI]. TH VR,
2011,38(5):8-13
Fan Xiao-guang, Chu Wen-kui, Zhang Feng-ming, Surveys on
Softwate safety[ J]. Computer Science,2011,38(5):8-13

[11] ##3E. #F SPIN 9 UML E sy ERIE[D]. L ¥ . EHRIFHEX
%,2008
Xue Ke. Verification of UML ctivity chart using Spin [ DJ.
Shanghai: East China normal university, 2008

[12] Guelfi N,Mammar A. A formal semantics of timed activity dia-
grams and its PROMELA translation [C] // 12th Asia-Pacific
Software Engineering Conference( APSEC’05). IEEE, 20058

[13] Ravn A P, Rischel H, et al. Specifying and verifying require-
ments of real-time systems[J ], IEEE Transactions on Software
Engineering,1993,19(1):41-55

[14] Lano K,Kan P, et al. Linking hazard analysis to formal specifi-
cation and design in B{M] // Computer Safety, Reliability and
Security. Springer Berlin Heidelberg, 1998;60-74

[15] Ariss E O,Xu Dian-xiang, et al. Integrating safety analysis with
functional modeling [J]. IEEE Transactions on Systems, Man
and Cybernetics, Part A; Systems and Humans, 2011, 41(4):
610-624

[16] Sanchez M A, Felder M., A Systematic Approach to Generate
Test Cases based on Faults[C] // ASSE 2003, Buenos Aires.
2003

[17] Hansen K M,Ravn A P, et al. From safety analysis to software
requirements[ ] . IEEE Transactions on Software Engineering,
1998,24(7).573-584

[18] Nazier R, Bauer T. Automated Risk-Based Testing by Integra-
ting Safety Analysis Information into System Behavior Models
[C] // 2012 IEEE 23rd International Symposium on Software
Reliability Engineering Workshops (ISSREW). IEEE, 2012
213-218

[19] Reif W, Schellhorn G, et al. Safety analysis of a radio-based
crossing control system using formal methods[ C] // 9th IFAC
Symposium Control in Transportation Systems, 2000

[20] Dasso A,Funes A, et al. Verification, validation and testing in
software engineering{ M. IGI Global, 2007

(E#% 193 1)

(4] BEZAS,SATHRE, IRERFE. AIATIGEE 4T 17 $2 SMS4 B
(] BEEFRERELMR(GRPERRD, 2008, 35(3): 455-
458
Chen Jie, Hu Yu-pu, Zhang Yue-yu. Impossible differential at-
tack on the 17-round block cipher SMS4[J]. Journal of Xidian
University(Natural Science) ,2008,35(3):455-458

[5] Zhang L, Zhang W, Wu W. Cryptanalysis of Reduced-Round
SMS4 Block cipher[ C] // Proceedings of ACISP 2008. Springer-
verlag,2008,5107:216-229

[6] Kim T,Kim J,Hong S, et al. Linear and Differential Cryptanaly-
sis of Reduced SMS4 Block Cipher[OL]. http://eprint. iacr.
org/2008/281

o 228

[7] Km T,Kng]J,Hong S,et al. Linear and differential cryptanalysis
of reduced SMS$4 block c-ipher[R]. Cryptology ePrint Archive:
Report 2008 /281,2008

(8] k=3, XRE, THHG. 22-48 SMS4 47T, ik
ERCERBEIRD ,2010,49(2) :43-47
Zhang Mei-ling, Liu Jing-mei, Wang Xin-mei. Differential Attack
on 22-Round SMS4 Block Cipher[J]. Acta Scientiarum Naturalium
Universitatis Sunyatseni, 2010,49(2) :43-47

(9] Biham E, Biryukov A, Shamir A. Cryptana lysis of Skipjack re-
duced to 31 rounds using impossible differentials[ C]// Advances
in Cryptology-Eurocrypt, 1999. Springer Berlin Heidelberg,
1999.12-23



