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Implementation and Detection of Network Covert Channel

DONG Li-peng CHEN Xing-yuan YANG Ying-jie SHI Wang
(PLA Information Engineering University, Zhengzhou 450004, China)

Abstract Network covert channel uses normal network protocols to pass hidden information, which can provide carriers
for Trojan,spyware etc, to circumvent security detection. Aiming at the problems that number of convert channels is
large, the features are complicated and the detection is inconvenient, we analysed the communication model and applica-
tion model, proposed a classification method based implementation mechanisms and abnormal features of network covert

channel according to the basic features of protocols and fields, analysed existing detection methods and their weaknes-

ses. And the future research direction was given.
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