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Abstract To solve the problem of coarse-grained attribute revocation for data users and huge computation for key dis-

tribution in the existing cloud storage model, we proposed a new secure model of cloud storage supporting fine-grained

attribute revocation over the composite order bilinear groups. Data owner is also the attribute distributing authority, as-

suring the absolute control of the data in the cloud, which ensures that the data stored in open environment is secure on

condition that the cloud service provider is unbelievable. We studied the model in two aspects, the frame of the model

and the key distribution. The strict mathematical proofs of the model show that the scheme is adaptively secure. Based

on the model, data access strategy is flexible and diverse, therefore it is suitable for open environment like cloud storage.
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