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Abstract With the development of mobile devices, participatory sensing has a broad application prospect. As the main
users of participatory sensing are persons social attributes, participatory sensing is facing many problems which don’t
encounter in conventional sensor networks, The security and privacy for users to collecte and share data with others are
one of the most important issues. One of the most concerned problems is how to get all the necessary data through sin-
gle transaction and how to keep identity privacy and preference privacy for users to get all the necessary data when us-
ers interact with others. Meanwhile, if participatory sensing wants to be developed, the problems should be solved first.
The scheme uses bilinear mapping and blind signature to protect the identity privacy of users, and uses bloom filter to
make users get all the necessary data through single transaction and protect the preference privacy of users from data
providers at the same time if the matching request fails between users and data providers. Finally, performance analysis
shows the security and feasibility of proposed scheme.
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