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Chaotic-based Opaque Predicate Control Flow Flatten Algorithm
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(School of Computer Science and Technology,Guangdong University of Technology,Guangzhou 510006, China)

Abstract

new construction method of N-state opaque predicates based on Arnold cat planar chaos mapping to improve the global

A control flow flatten algorithm based on chaotic opaque predicate was proposed, This algorithm applies a

index variable of control flatten flow obfuscation algorithm. A JavaScript obfuscation system was developed depending
on this algorithm, Static and dynamic analysis of codes before and after obfuscating proves that the algorithm is correct
and effective,and improves obfuscated code’s security.
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BT RERIREAREE.
Initial: nexisiep=1;
loop: while(nextstep! =0) {
flatten. switch(nextstep) {
case 1.:Blockl 1;nextstep=2;break;
case 2;Block M2;nextstep=3;break;

case n—1:Block n—1;nextstep=n;break;

case [n;Block n;nextsep=0;break;

1

g

Algorithm M3—1:Global control flow flatten
stringstr; "var i=1; nextstep=1; while (nextstep!=0)";
strestr+" { switch(nextstep) {";
loop:string s in block
str:str+"case" +i. tostring() +" ;" +s;
str: str+ "nextstep="-(i+1) % (n+1). tostring();
str:str+"break; " ;i++;
endloop;
strystr+"}}";

B3 2RRBENREREYIHERMER
Initial: nexisiep=1;
loop: while(nextstep! =0) {
flatten; switch(nextstep) {
case 1:if(condition) nextstep=2;
else nextstep=0; break;
case | 2. Blockl ; nextstep=3; break;
case 3:Block 2;nextstep=4;break;

case "n;Block n—1;nextsep=n-+1;break;

case 'n+1:Block njnextstep=1;break;

1}

I

Algorithm 3—2:Loop Block control flow flatten
stringstr; "var i= 2; nextstep=1; while (nextstep!=0)";
strystr+" { switch(nextstep) {";
str:str-+"case 1:i1f(condition)nextstep=2;"
strystr+"else nextstep=0;break;";
loop: string s in LoopBlock
strystr+"case" 1. tostring()+":"+s;
str;str+ "nextstep="-+ (i+1) % (n+2). tostring() ;
str:str+ "break;";
if(izZn)i;i+2;else i++;
endloop;
strystr+"}}";

B4 ETREAEWEAIRKERREREYRERR#R
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B HRR , AR X F i R U, (B ad X switch 1548
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BEM nexistep TRH R HHULHWENET N SZER
WARFWEIBIRA T, F— R EH R ERER, AW
N ASBEHN T 38N E nextstep BIR FIBUE, NTHSSHLE
RIERBHIEHZET. UTRESSM#NERERRER,

Initial;: nexisiep=E=' (A, Xy, ¥ofun);

+ 180 -

loop: while(nextstep! =0) {

flatten: switch(nextstep) {

case 1:Block 1;nextstep=E=2(A,x,,y,,fun); break;
case 2:Block 2;nextstep=E=3(A, x,,y,,fun) ; break;

case 'n—1:Block n—1;nextsep=E="(A, %, Yy, ,fun) ; break;
case n:Block njnextstep=E=0(A, x,,y,,fun) ; break;

i3
B 5 ET R0 W i Hs R

Initial : nexisiep=E=1 (A, x4, ¥, , fun);

loop: while(nextstep! =0) {

flatten; switch(nextstep) {

case 1:if(condition) nextstep=E=2(A,xq+¥,,fun);
else Mmextstep=E~ (A, Xy, fun) ;break;

case 72:Block]l ; nextstep=E~* (A, x;, ¥y, fun) ; break;
case 3:Block 2;nextstep=E=4(A, x,,y,,fun) ; break;

case 'n; Block n—1;nextsep=E=""1 (A, xq,yq,fun) ; break;
case 'n+1:Block n;nextstep=E=1(A,x,,¥,fun) ; break;
b
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#1 RANEBESMNER

ARA T BREER RAGTH EEARE
BAN BREE BEW BAE RAW BAEE
splay 11kB 13kB 394 469 51 95

crypto 47kB 53kB 1698 1905 265 428
raytrace 28kB  31kB 904 1157 79 217
regexp 109kB  121kB 1765 2631 185 335
earley-boyer 191kB 201kB 4684 5202 297 567

RER 1 PRBEE, NHA NI EXRE, RBGER
BEAMRBITEHHESNL BETRBERE. BERE
e R BB E b, 5 MEBEUNRAFHRBERE SR
BEEREBIEHINT 86. 27%.67. 19%.90. 91%.174. 68%
81.08%.,

% 2 RIBRIE Google Chrome B RESHria 45 R

RRHF N ﬁﬁﬂﬂﬂ. o Eﬁ]l’ﬂ?:’;‘
BAEW B JE B A B R
splay 1ms 1ms 12.32MB 35, 86MB
crypto Sms 6ms 11,97MB  34. 26MB
raytrace 2ms 3ms 7.89MB  34.45MB
regexp 5ms 6ms 12.31MB  34. 73MB
earley-boyer 14ms 16ms 12, 30MB 34, 60MB

HHEFR 2 Google Chrome HIZIZ TR A1 :

C SHITERMIERM B RATREBERENIERE.

- BEERBEEEER TR, ZENRAFF splay.
crypto,raytrace, regexp., earley-boyer iz 17 B CPU &+ [6] 34 j§
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SplayTree.Nde.prototype.traverse_= SplayTree.Nde.prototype.traverse_=
function(fi{ function{f}{
var current = this; var current = this;
varnext=1; varnext=1;
while(next1=0}) while(next)=0)
{ {
switch(next) switch{next)
{ {
case 1: if(current}next=2; case ChaoOpprecite(ValuelsOne):
else next=0;break; E; if(current)next=2;
case 2:var left=current.left; else next=0;break;
next=3;break; case ChaoOpprecite(ValuelsTwo):
case 3:if(left){ left.traverse_(f);}; var left=current.left; next=3;break;
next=4;break; case ChaoOpprecite(ValuelsThree):
case 4:if(current);next=0;break; if(leftd left.traverse_(f);};
case S:current=current.right; next=4;break;
next=1;break; case ChaoOpprecite(ValuelsFour):
m if{current);next=0;break;
case ChaoOpprecite(ValueisFive):
current=current.right;next=1;break;}}}
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