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Abstract To solve problem of uniform code characteristics and difficulty to extract of the encrypted Webshell and non-
encrypted Webshell , this paper proposed a Webshell detection method based on XGBoost algorithm. First of all, this pa-
per analyzed features of Webshell, and found that most of the Webshell have code execution, file operations, database
operations, compression, obfuscation coding and so on, which describe the behaviors of Webshell comprehensively.
Therefore,for non-encrypted Webshell, its main feature is divided into the number of occurrences of correlation func-
tions. For encrypted Webshell,according to the statistical characteristics of the code.file coincidence index,information
entropy,the length of the longest string,compression ratio are taken as four parameters as its features. Finally, these
two type of features are gregarded together as a Webshell features,improving the problem of lack of Webshell feature

coverage. The experimental results show that the proposed method can achieve high performance, compared with the
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traditional single-type Webshell detection,it improves the efficiency and accuracy of Webshell detection.
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