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Research of Android Abnormal Intrusion Detection Based on Feature-weighted K-nearest-neighbor SYM

SUN Min XU Caixia GAO Yang
(Department of Computer and Information Technology, Shanxi University, Taiyuan 030006, China)

Abstract In this paper,an abnormal intrusion detection method based on FWKN-SVM (Feature-weighted K-nearest-
neighbor Support Vector Machine) for the Android platform was proposed. Firstly, we analyzed the limitations of the
traditional SVM in practical applications,and proposed the feature-weighted K-nearest-neighbor method to lessen train-
ing set. Then, the system behavior was defined, according to the impact of mobile malware on the system,and the test
set and the training set were built by using the data acquisition module implemented on Android phone, Lastly, we used
the feature-weighted K-nearest neighbor method to lessen the training set and construct SVM classifier, and then pre-

dicted the test set. Simulation result shows that FWKN-SVM classification method has a good performance in Android
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abnormal intrusion detection.
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