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SAML Cross-domain Single Sign-on Authentication Protocol Based on Convertible Proxy Signcryption

WANG Guan-zhong ZHANG Bin FEI Xiao-fei XIONG Hou-ren
(The Third Institute, The PLA Information Engineering University, Zhengzhou 450001, China)

Abstract Convertible proxy signcryption algorithm has the advantages of protecting user privacy, anti-replay attack,
anti-disavowal etc. A SAML cross-domain single sign-on authentication protocol (SSPCPS) was proposed based on the
algorithm. Through user and heterogeneous domain server interacting and authenticating directly, the protocol simplifies
the process of SSO authentication. User token is generated by combining selected random parameters with the public
key,and is transferred in the secret form,improving the security of protocol. The attacker cannot use the service, even
though the token is stolen. Proxy signature key is used to signcrypt the digest, reducing the amount of computation,and
ensuring the privacy of user as well. Session key is negotiated based on DH algorithm, simplifying the distribution
process as well as reducing the management cost. The security of the protocol was proved by CK security model and
performance analysis was presented. The result indicates that the protocol holds the features of forward secrecy, mes-

sage integrity,etc,and the amount of computation and the computation time of generating token are better than SSPPS
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protocol, Juang scheme and Kerberos scheme, ete,
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