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Abstract In location-based service system, it is a vital problem to protect user’s privacy including identity privacy, lo-
cation privacy and preference privacy, and gain high quality service for users at the same time. This paper proposed a
privacy-preserving scheme based on encrypted data search. Location-based service provider outsources its encrypted data
and index to cloud server who executes user’s LBS queries and returns the top-K results to user according to matching
score. The scheme does not rely on user’s cooperation and any trusted third party. Finally theoretical and experimental

analysis shows that the proposed scheme can effectively protect user’s identity, location and preference privacy with a

lower computation and communication overhead,
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